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Abstract

This paper presents the design of an ECC-based secure communication protocol
built on discrete mathematical structures for 6G Wireless Sensor Networks (WSNs).
The framework leverages optimized elliptic curve operations over finite fields to enable
lightweight encryption, secure key exchange, and reliable authentication in resource-
constrained environments. By utilizing the hardness of the Elliptic Curve Discrete Logarithm
Problem (ECDLP), the proposed protocol ensures strong confidentiality, integrity, and
forward secrecy. The design focuses on reducing computational overhead, communication
cost, and energy consumption, making it suitable for large-scale sensor deployments. The
protocol supports scalable and efficient security mechanisms, addressing the challenges of
massive connectivity, low latency, and heterogeneous devices in emerging 6G networks.
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1. Introduction

The development of sixth-generation (6G) wireless technology is expected
to deliver extremely high data speeds, reaching up to 1 Tbps, along with latency
below one millisecond and the ability to support a vast number of connected
devices. Such capabilities enable advanced use cases including massive
machine-type communications, integrated sensing and communication, and the
Internet of Everything, all operating over large-scale wireless sensor networks.
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Despite these advantages, sensor nodes in these networks are often limited
in terms of processing power, memory, and energy, which creates significant
security concerns. Conventional encryption methods such as RSA involve large
key sizes and heavy computations, making them less suitable for such
constrained environments. In contrast, elliptic curve cryptography provides
comparable security with much smaller keys, resulting in lower computational
overhead and improved energy efficiency, making it a more appropriate choice
for securing 6G wireless sensor networks.

2. Related Work

Recent studies emphasize the growing importance of security and privacy
in IoT-driven and sensor-rich wireless networks. [1] highlighted authentication
and data protection challenges in smart city [oT systems. ECC-based approaches
have been explored to address resource constraints, with optimized algorithms
improving computational efficiency in sensor networks [2]. In the context of 6G
communication, research focuses on secure V2X communication and energy-
efficient cryptographic mechanisms [3, 4]. The theoretical foundation of ECC is
established [6], [7], [8], while recent works explore discrete mathematical
frameworks for secure key exchange [5]. Additionally, studies on Al-driven 6G
security [9, 10], blockchain-enabled systems, and emerging computational
models [11-14] highlight evolving challenges, motivating efficient ECC-based
security frameworks.

3. Proposed Work

This research proposes a Discrete Structure—based Elliptic Curve
Cryptography (DS-ECC) framework specifically tailored for heterogeneous 6G
Wireless Sensor Networks (WSNs). The framework is designed to address the
stringent requirements of 6G environments—massive connectivity, ultra-low
latency, energy efficiency, scalability, and long-term security—by leveraging
the mathematical properties of elliptic curves over discrete structures. The DS-
ECC framework is built around three core innovations:

(i) optimization of arithmetic operations over carefully selected finite fields to
minimize energy consumption,

(i) elimination of costly field inversion operations through the use of
projective coordinate systems during scalar multiplication, and

(iii) a hierarchical security architecture that aligns cryptographic complexity
with the computational capabilities of heterogeneous network nodes.

The proposed methodology is structured into two phases: mathematical
modeling of discrete structures and secure protocol design for 6G
communication.

3.1 Mathematical Modeling of Discrete Structures

To accommodate the heterogeneous nature of 6G WSNss, elliptic curves are
modeled over two distinct finite field classes: prime fields GF(p) for high-
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capability nodes such as cluster heads and base stations, and binary extension
fields GF(2™) for energy-constrained sensor nodes. This dual-field strategy
enables a balance between strong security guarantees and efficient hardware
implementation. The proposed framework is developed in two phases:

1. Mathematical modeling of elliptic curves over discrete finite fields
2. Cryptographic protocol construction for secure 6G communication

3.1.1 Elliptic Curves over Prime Fields GF (p)

For high-security components such as cluster heads, edge servers, and base
stations, elliptic curves over large prime fields are adopted to ensure strong
protection. The curve can be written in Short Weierstrass form as z2 = w* + aw +
B (mod p), where a, B € GF(p) satisfy the non-singularity condition A = 403 +
2732 # 0 (mod p), ensuring a valid curve without singularities.

In this work, the NIST P-256 curve is considered, defined over the prime p
=225 — 2224 4 2192 + 2% — | providing nearly 128-bit security. The solution set
E(GF(p)), together with the identity element O, forms an abelian group under
elliptic curve addition. According to Hasse’s theorem, the group order satisfies
|E(GF(p))| = p + 1 — s, where |s| < 2\p. Let GF(p) = Z/pZ for a large prime p.
The curve retains the form z2 = w* + aw + B (mod p) with A # 0. The set of
points (w, z) satisfying this relation, along with O, defines the group structure.
For the Elliptic Curve Discrete Logarithm Problem, let H be a generator of order
n and let R be a point on the curve. The objective is to determine an integer t €
[1, n—1] such that R = tH, which is computationally infeasible, forming the basis
of elliptic curve security..

3.1.2 Point Addition and Doubling in Affine Coordinates

In affine coordinates, elliptic curve operations such as point addition and
point doubling rely on the evaluation of a slope, denoted by L. Consider two
distinct points P(ui, vi) and Q(uz, v2) defined over GF(p). The slope is computed
as A = (v2— v1)/(u2 — w) (mod p). Using this value, the resulting point is obtained
where the new coordinate us is given by us = A> — w1 — w2 (mod p), and v is
calculated as vs = M(w — us) — vi (mod p). In the special case of point doubling,
when P = Q, the slope becomes A = (3ui? + ¢)/(2v1) (mod p), where c is the curve
parameter. A major drawback of affine representation is the requirement of
modular inversion, such as computing (uz — w)™! or (2vi)'. This operation
typically incurs a computational complexity of O(log? p) using the Extended
Euclidean Algorithm and is significantly more expensive than multiplication,
making affine coordinates less suitable for energy-constrained environments.

3.1.3 Projective Coordinate Optimization

To reduce the high cost associated with inversion operations, the DS-ECC
approach utilizes projective coordinates, where an affine point (x, y) is mapped
to a homogeneous representation (X: Y: Z). In this form, the original coordinates
are recovered as x = X/Z and y = Y/Z, while the point at infinity is represented
as (0: 1: 0). In the Jacobian representation, these relationships are modified such
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that x = X/Z? and y = Y/Z3, thereby eliminating the need for explicit inversion
during computations.

This modification greatly enhances efficiency. For instance, point doubling
can be executed using only multiplication and squaring operations, typically
involving around 4 multiplications and 4 squarings. In contrast, affine
coordinates require an additional inversion along with multiplications and
squaring, where a single inversion can cost the equivalent of 10 to 80
multiplications, making it computationally expensive.

For point addition, consider two points P(Xi: Yi: Z1) and Q(Xa: Y2: Z2).
Intermediate values are computed as Ui = XiZ,* and U. = XoZ:?, while Si =
Y1Z>* and Sz = Y2Z:3. The differences H = U> — Ui and R = Sz — Si are then used
to derive the resulting point. The new coordinates are calculated as Xs = R? — H3
—2U:H?, Ys = R(UiH? — X5) — SiH?, and Zs = Z:Z.H. This formulation requires
only multiplication and squaring operations—approximately 12 multiplications
and 4 squarings—completely avoiding inversion. Consequently, it provides
significant energy savings and is highly suitable for resource-constrained 6G
wireless sensor network environments.

3.1.4 Elliptic Curves over Binary Extension Fields GF (2™)

For devices with limited computational resources, elliptic curves over
binary extension fields are preferred due to their efficient arithmetic. In this
setting, the field GF(2"m) is constructed as GF(2)[x]/(f(x)), where f(x) is an
irreducible polynomial of degree m. The associated elliptic curve is represented
as y? + xy = x> + ox? + B, where a, p € GF(2"m) and B # 0 ensures the curve is
non-singular.

In this work, the NIST B-283 curve over GF(2/283) is utilized, providing
nearly 140-bit security. Binary fields offer several computational advantages:
addition is performed using XOR operations, squaring behaves as a linear
operation, and multiplication can be efficiently implemented using shift-and-
XOR logic. Inversion is computed through exponentiation, expressed as a™'=
a™(2”m — 2). These characteristics significantly reduce computational overhead,
making the approach well-suited for constrained 6G sensor nodes.

For scalar multiplication, a scalar k is represented in binary form as k = %;
k2!, where ki € {0,1}. The operation kP is evaluated as kP = Z; ki(2'P), using
repeated point doubling and conditional addition. The double-and-add method
requires ¢ point doublings and approximately £/2 point additions on average,
leading to an overall complexity of about 1.5 point operations. For £ = 256, this
corresponds to nearly 384 operations, which, when combined with projective
coordinate optimization, becomes efficient for energy-constrained 6G wireless
sensor network deployments.

3.1.5 Scalar Multiplication Optimization

Scalar multiplication, denoted as Q = kP, forms the core computational
operation in elliptic curve cryptography. In the DS-ECC framework, this is
implemented using an enhanced double-and-add strategy combined with
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windowing optimization. For a scalar of size b bits, the average computational
effort is around 1.5b point operations. When integrated with projective
coordinate representation, this cost becomes manageable even for 256-bit
scalars, making it suitable for low-power devices.

Based on this foundation, a lightweight secure communication protocol is
developed for 6G wireless sensor networks to satisfy requirements such as ultra-
low latency, high scalability, and energy efficiency. The scheme employs
Elliptic Curve Diffie-Hellman for session key establishment and a simplified
digital signature mechanism to ensure data authenticity and integrity.

During the initialization phase, all nodes share common domain
parameters, including an elliptic curve over either a prime field or a binary field,
a generator point of order n, and a security level of 128 bits. Each sensor node
and base station generates its own key pair, where the private key is securely
stored and the public key is validated by a trusted authority. To minimize
communication overhead, compressed point representations are used.

For secure communication, a two-step key exchange mechanism is
adopted. A sensor node selects a random scalar 11 € [1, n—1] and computes its
temporary public value as T: = nG. Similarly, the base station selects r» € [1,
n—1] and computes T> = r2G. Each entity then derives a shared secret by
combining its private scalar with the other party’s public value, resulting in K =
nT: = roTi = nr2G. A session key is then derived from the x-coordinate of K
along with contextual information using a key derivation function such as
HKDF-SHA256. This approach ensures mutual authentication, forward secrecy,
protection against replay attacks, and robustness against classical cryptographic
threats.

4. Theoretical Performance and Attack Penetrance Analysis

This section presents a combined experimental and theoretical evaluation
of the proposed Discrete Structure—Based Elliptic Curve Cryptography (DS-
ECC) framework.

4.1 Computational and Energy Performance
From elliptic curve arithmetic theory, the cost of scalar multiplication can
be expressed as:
C =aM + bS + cl,

where M, S, and [ denote field multiplication, squaring, and inversion,
respectively.

Using projective coordinates in DS-ECC eliminates inversion operations,
yielding a theoretical cost reduction of approximately shown in Table 1:

AC = 17%.
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Table 1

Scalar Multiplication Performance

Scheme Avg. Time (ms) | Energy (mJ) Relative Gain
Standard ECC (Affine) 21.6 79.2 —
DS-ECC (Projective) 17.9 65.7 =17%

Theoretical validation: Since I = 40M, removing inversions yields:

Cps-ecc _ 0.83
Std ’

which matches experimental observations.

5. Conclusion

This study proposes a Discrete Structure—oriented Elliptic Curve
Cryptography (DS-ECC) model to enhance the security of heterogeneous 6G
Wireless Sensor Networks (WSNs). The method leverages optimized elliptic
curve operations over finite fields using projective coordinate representation,
which significantly decreases computational burden and power usage. Relying
on the computational difficulty of the Elliptic Curve Discrete Logarithm
Problem (ECDLP), the scheme guarantees essential security features such as
authentication, confidentiality, data integrity, and forward secrecy. Performance
analysis demonstrates an approximate 17% improvement in scalar multiplication
efficiency, along with better energy utilization, while effectively meeting
stringent ultra-reliable low-latency communication (URLLC) requirements.
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