Journal of Discrete Mathematical Sciences & Cryptography
ISSN 0972-0529 (Print), ISSN 2169-0065 (Online)

Vol. 29 (2026), No. 8, pp. 3127-3136

DOI : 10.47974/JDMSC-2697

Data privacy and security in the future data-driven healthcare
ecosystem : Cryptographic approaches, challenges, and open research
issues

Aziz Nanthaamornphong *
College of Computing

Prince of Songkla University
Kathu 83120

Phuket

Thailand

Arun Kumar '

Department of Electronics and Communication Engineering
Sikkim Manipal Institute of Technology

Sikkim Manipal University

Majitar

Rangpo 737136

Sikkim

India

Venkatachalam Revathi
Department of Applied Sciences
New Horizon College of Engineering
Bengaluru 560103

Karnataka

India

Nishant Gaur *
Department of Physics
JECRC University
Jaipur 303905
Rajasthan

India

! E-mail: aziz.n@phuket.psu.ac.th

" E-mail: arun.kumar1986@live.com

S E-mail: revshank153@gmail.com

* E-mail: nishant.gaur@jecrcu.edu.in (Corresponding Author)

© @ Taru PuBLicaTIONS


http://www.tarupublications.com
http://dx.doi.org.10.47974/JDMSC-2697

3128 A. NANTHAAMORNPHONG ET AL.

Abstract

Future healthcare systems are increasingly influenced by data-driven technologies that
support intelligent, efficient, and patient-focused medical services. This paper provides a
comprehensive review of major data-driven technologies, including artificial intelligence,
machine learning, big data analytics, Internet of Things devices, telemedicine solutions,
and next-generation communication networks such as 5G and 6G. These technologies play
a crucial role in enabling early disease detection, personalized healthcare, population-level
health management, and improved clinical outcomes in both rural and urban settings. The
study systematically examines the contribution of remote patient monitoring, intelligent
data analytics, and high-speed communication infrastructures in facilitating proactive
and predictive healthcare delivery. It also discusses key challenges related to data privacy,
security, interoperability, and ethical governance. Finally, the paper highlights open research
issues and future directions toward developing scalable, secure, and reliable data-driven
healthcare systems, providing valuable insights for researchers, healthcare professionals,
and policymakers.

Subject Classification: Primary 93A60, Secondary 68P25.

Keywords: Artificial intelligence, Machine learning, Data-driven technology, Healthcare system,
Telemedicine, Remote monitoring system.

1. Introduction

Data-driven approaches have developed as a foundation of
contemporary healthcare transformation, facilitating customized,
predictive, and preventive medical services. Contemporary healthcare
environments increasingly incorporate advanced methods such as,
wearable sensor, large-scale data analytics, blockchain-based architectures,
federated learning mechanisms, and real-time health to optimize patient
care delivery. These innovations enable diverse applications, including
individualized therapy design, early identification of disease conditions,
preventive care interventions, accelerated drug development processes,
population-level health monitoring, and enhanced patient engagement.
Despite notable progress, the widespread implementation of these
technologies continues to face challenges related to data privacy and
security, data accuracy, interoperability among heterogeneous systems,
and ethical and legal compliance. Evidence from recent studies indicates
that the effective integration of Al-powered analytics and wearable-
generated health data contributes to improved patient outcomes and
increased healthcare system efficiency. Moreover, the introduction of next-
generation communication technologies, particularly 6G, is anticipated to
further strengthen data-driven healthcare infrastructures by addressing
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critical issues such as ultra-low latency, secure data transmission, privacy
preservation, and seamless integration of distributed data sources [1].
Unlike many existing surveys in healthcare informatics that examine
individual technologies—such as AI, ML, or electronic health records—in
isolation, this review adopts a comprehensive, system-oriented perspective
on data-driven healthcare. It uniquely consolidates a wide range of
emerging digital technologies, including artificial intelligence, machine
learning, big data analytics, cloud computing, blockchain, wearable
platforms, and advanced communication networks such as 5G and 6G,
within a unified healthcare ecosystem. A key contribution of this work lies
in explicitly connecting intelligent data analytics with underlying
communication infrastructures, emphasizing the role of ultra-reliable and
low-latency networks in enabling real-time telemedicine, continuous
remote patient monitoring, and smart hospital environments. Furthermore,
the paper presents a comparative evaluation of advantages, limitations,
and ethical challenges, supported by recent practical use cases and
regulatory considerations, including GDPR and HIPAA. Finally, it outlines
open research challenges and future directions—particularly in
interoperability, secure data exchange, and Al-driven healthcare services—
thereby providing actionable insights that extend beyond those offered in
prior review studies.

2. Literature Review

This review follows a structured approach to examine recent advances
in data-driven healthcare technologies. Relevant literature was collected
from established databases. Peer-reviewed papers published mainly
within the last decade were considered. Keywords such as data-driven
healthcare, artificial intelligence, machine learning, telemedicine, remote
monitoring, and 5G/6G healthcare were used for literature retrieval.
Studies were selected based on technical relevance, clarity of methodology,
and applicability to healthcare systems, while works lacking validation
were excluded. The selected articles were categorized into thematic areas
such as clinical analytics, communication technologies, wearable systems,
and intelligent healthcare services, enabling comparative analysis and
identification of research trends and open challenges. In [2], the authors
examine the evolution and validation of machine learning models for
healthcare applications, demonstrating their effectiveness in predicting
patient mortality, hospital readmissions, and other clinical outcomes using
electronic health record (EHR) data. Further studies highlight the role of
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hybrid signal detection techniques in NOMA-based 5G systems, which
significantly improve spectral efficiency and support simultaneous
connectivity among diverse medical devices [3]. Such advancements
address key challenges in smart healthcareservices. Additionally, hybrid
detection methods combining zero-forcing equalization and minimum
mean square error techniques for NOMA-MIMO systems have been
shown to enhance reliability and connectivity under different channel
conditions [4]. Wearable communication systems have also benefited from
innovations in textile-based multi-band MIMO antennas, which offer
improved flexibility, compactness, and energy efficiency for 5G and
beyond applications [5]. Moreover, 6G radio is anticipated to further
transform healthcare systems, particularly smart hospitals, by enabling
ultra-reliable, low-latency and advanced data integration [6]. Studies in [7]
and [8] demonstrate how patient data analytics, supported by machine
learning and predictive modeling, assist clinicians in identifying health
trends, optimizing diagnosis, and developing personalized treatment
strategies.

3. Key Technologies

Various key technologies like Al and ML, Big data Analysis, cloud-
based solution, Interoperability, telemedicine and remote Monitoring
system plays most efficient and accurate role in this scenario. These
technologies have many latest features of next-generation (6G).

(a) Artificial Intelligence (Al) and Machine Learning (ML)

Al and ML play a vital role in modern healthcare by enabling efficient
data analysis, secure information exchange, and clinical decision support.
These technologies allow safe and seamless sharing of patient records
across healthcare systems, improving coordination among clinicians and
institutions while protecting data privacy. As a result, healthcare
professionals can access patient information more quickly, leading to
faster diagnosis and better treatment planning. Al-based applications,
particularly in medical imaging and personalized care, have shown strong
clinical benefits. Deep learning models are widely used to analyze X-ray,
MRI, and CT images, supporting early disease detection and accurate
identification of abnormalities. These insights help clinicians develop
treatment plans tailored to individual patient needs. Moreover, the
integration of Al with next-generation communication technologies such
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as 6G further enhances real-time consultations, remote diagnostics, and
advanced digital healthcare services.

(b) Big Data Analytics

Big data analytics improves healthcare efficiency by analyzing large-
scale data from medical records, wearables, and monitoring systems. By
analyzing these datasets, healthcare providers can identify trends, predict
disease progression, and optimize treatment strategies, ultimately
reducing diagnosis time and overall treatment costs. The combination of
Big Data analytics with Al and ML techniques supports evidence-based
decision-making and enables global access to expert consultation.
Healthcare systems increasingly rely on data-driven insights to enhance
patient care quality while minimizing operational expenses. As highlighted
in [9], the integration of data analytics and intelligent healthcare
technologies enables healthcare providers to make informed decisions,
optimize resource utilization, improve operational efficiency, and deliver
more personalized and effective patient care.

(c) Telemedicine and Remote Monitoring

Telemedicine and remote monitoring use Al and ML to provide
intelligent healthcare beyond hospitals. Al analyzes data from wearable
and remote devices to detect health risks early and support timely
interventions, while ML-based tools assist clinicians during virtual
consultations. However, issues related to data privacy, regulatory
compliance, and system integration remain key challenges [10]. Figure 1
presents the remote patient monitoring framework as a key element of
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telemedicine, where Al-devices and digital health systems uninterruptedly
track patient health data and analyze electronic health records to enable
early disease identification and informed clinical decision support.

4. Impact on Healthcare:

Al-driven technologies play an important role in healthcare system. It
remains converting healthcare through refining diagnostic accuracy,
personalizing treatment plans and growing operational efficiency over
automation. Early disease detection, personalized medicines, improved
clinical outcomes, population health management and patient
empowerment are major keys which are highly input on healthcare.
Nowadays, healthcare system is very advance using upcoming-generation
(6G). This technology gave better health results to the patient [10]. Al-
driven technologies have significantly improved early disease detection by
enabling large-scale analysis of medical images, clinical notes, and
physiological signals. In real-world practice, deep learning models are
now used for early cancer screening through mammography and CT
imaging, as well as for detecting cardiac abnormalities from ECG data.
However, challenges remain related to data quality, model bias, and
generalization across populations. Al structures emphasizing the need for
continuous validation and regulatory oversight to ensure reliable early
diagnosis [11].

5. Challenges and Consideration:

Data privacy and security remain major challenges in data-driven
healthcare because medical data is highly sensitive. The growing use of
Al cloud platforms, IoI' devices, and remote monitoring systems has
increased exposure to unlicensed accessand misappropriation of patient
evidence. To reduce these risks, healthcare systems must comply with
regulations such as GDPR and HIPAA, which enforce strict requirements
for data confidentiality, integrity, access control, and accountability. GDPR
emphasizes consent management, data minimization, transparency, and
patient rights over personal health data, making it particularly relevant for
cross-border and cloud-based healthcare services. In contrast, HIPAA
focuses on administrative, physical, and technical safeguards to protect
patient data within healthcare organizations. Additionally, standards such
as ISO/IEC 27001 and the NIST Cybersecurity system affordstrategies for
risk management, encryption, access control, and incident response.
Adhering to these regulations and standards is essential for ensuring
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secure, reliable, and compliant data-driven healthcare systems [12]. In
contrast to prior surveys, this study provides a balanced comparative
analysis of technological benefits alongside practical challenges, ethical
concerns, and security risks, supported by recent real-world healthcare
deployments and regulatory considerations. Furthermore, the paper
emphasizes patient-centric data governance by incorporating discussions
on privacy regulations and secure data sharing mechanisms [13].

6. Key Considerations for the Future

Future research should also prioritize scalable and robust healthcare
infrastructures that combine cloud—edge computing with next-generation
communication technologies (5G/6G) to support real-time monitoring
and telemedicine services. In addition, thorough clinical validation and
large-scale deployment studies are necessary to evaluate the safety,
performance, and economic viability of Al-enabled healthcare solutions.
Finally, close collaboration among clinicians, engineers, policymakers,
and ethicists is essential to establish governance frameworks that address
ethical challenges, reduce bias, and promote fair access to data-driven
healthcare innovations [14].

6.1 Use Case / Application Scenario: Data-Driven Smart Healthcare System

6.1.1. Scenario Overview

This use case demonstrates a next-generation smart healthcare
environment driven by data-centric technologies to enable continuous
health monitoring, early identification of medical circumstances, and
adaptedservice. The framework combines Al, ML, IoI-based sensing
devices, and cloud-edge computing, supported by advanced
communication networks such as 5G/6G. The key goal is to shift healthcare
services from a reactive, hospital-focused approach toward a proactive,
predictive, and patient-centered care model [15].

6.1.2. Real-Time Application Example

Consider a practical scenario in which a patient with a known history
of cardiovascular disease resides in a semi-urban area. The patient uses
smart wearable devices, including an ECG sensor and a blood pressure
monitor, to continuously record physiological indicators such as heart rate
variability, blood pressure, oxygen levels, and daily physical activity. This
data is transmitted in real time over a low-latency 5G network to a nearby
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edge computing unit. At the edge layer, Al-driven anomaly detection
algorithms process the incoming signals to identify abnormal cardiac
patterns that may indicate arrhythmia. When irregularities are detected,
relevant data is securely forwarded to a cloud-based analytics platform,
where ML models integrate real-time sensor readings with the patient’s
electronic health records, prior diagnostic results, and medication history.
Predictive analysis is then performed to assess the likelihood of an
imminent cardiac event, and an automatic alert is generated for the
assigned cardiologist. Using a secure clinical dashboard, the physician
reviews the Al-assisted insights, conducts a remote consultation with the
patient, and updates the treatment plan, thereby avoiding the need for an
immediate hospital visit.

6.1.3. Operational Workflow

In this system, wearable and IoI-based sensors continuously generate
patient data, which are processed at the edge for latency-sensitive tasks
and at the cloud for large-scale analytics. Aland ML models empowerinitial
disease estimate, modified treatment recommendations, and risk
delamination by analyzing multi-source data, including medical imaging
and patient-generated health information. Secure dashboards allow
healthcare providers to access insights for remote consultation,
telemedicine, and optimized clinical workflows. To ensure trust and
regulatory compliance, privacy-retaining apparatuses such as encryption,
access control, and secure data-sharing protocols are implemented.
Interoperability standards enable seamless data exchange among
hospitals, laboratories, and remote monitoring platforms.

6.1.4. Impact

This real-time, data-driven healthcare use case demonstrates how
intelligent analytics and advanced communication infrastructure can
improve clinical outcomes, reduce unnecessary hospital admissions,
enhance patient engagement, and lower healthcare costs. It exemplifies
the practical foundation of future smart healthcare systems that are
proactive, scalable, and patient-focused.

5. Conclusion

Data-driven technologies have emerged as a key driver in the
evolution of modern healthcare, enabling smarter, more efficient, and
patient-centric care delivery. This study has examined the impact of core
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technologies such as wearable systems, telemedicine, and remote patient
monitoring in enhancinginitial disease detection, improving clinical
policymaking, and expanding healthcare access across urban and rural
settings. The integration of next-generation communication networks,
particularly 6G, further strengthens these systems by providing high-
speed, reliable, and low-latency connectivity for real-time healthcare
applications. While data-driven approaches support accurate diagnosis,
optimized treatment planning, and proactive healthcare through
continuous monitoring and predictive analytics, limitations linked to data
secrecy, security, ethical governance, and standardization remain.
Addressing these issues requires coordinated efforts among researchers,
healthcare professionals, and policymakers to ensure the sustainable,
secure, and equitable adoption of data-driven healthcare technologies for
improved patient outcomes and overall healthcare delivery.
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