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Abstract
Internet of Things (IoT) systems have experienced tremendous growth in all spheres 

of life that require a high level of security like smart cities, health, industrial automation, 
and smart transportation, which has resulted in a swelling of the cybersecurity threat 
spectrum. IoT environments may not be well covered by traditional security mechanisms 
because the devices are heterogeneous, have a small amount of computational resources, 
and are deployed in large scale and distributed. The literature review and risk management 
analysis of cryptographic and discrete approaches to cybersecurity of IoT is presented in 
this paper. The research methodologically analyzes lightweight cryptographic primitives, 
key administration protocols, authentication protocols as well as secure communication 
mechanisms specific to resource-constrained IoT devices. Simultaneously, discrete methods, 
such as graph theory, discrete event modeling, finite state machines, and combinatorial 
optimization, are discussed in terms of their usefulness in modeling attack surfaces, intrusion 
detection, trust management, and security policy enforcement. The paper also examines 
the IoT cyber risks by geographically mapping the various threats identified against the 
vulnerabilities and security controls using the current solutions, which reveals gaps between 
the identified vulnerabilities and the current solutions. According to the review, a formal risk 
management framework is addressed to facilitate a secure design of an IoT system, mitigate 
threats, and make decisions. The results highlight that the combination of cryptographic 
security and discrete modeling approaches can be used to increase resilience, scalability, and 
flexibility to changing cyber threats. The article is an informative resource to the researcher 
and practitioners interested in developing effective and resilient security solutions of next-
generation IoT systems.
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1. Introduction  
The Internet of Things (IoT) has become a paradigm shift that allows 

connecting physical devices, sensors, and smart systems smoothly on the 
Internet. IoT technologies are currently popular in various fields of use, i.e. 
smart cities, healthcare monitoring, industrial automation, agriculture, and 
intelligent transport systems [1-2]. IoT systems make the processes of data 
collection, processing, and decision-making more efficient and effective which 
leads to a significant improvement in operational efficiency and service quality 
[3-4]. Nevertheless, the large size, the heterogeneity, and the decentralized 
character of the IoT implementations denote complex security issues that 
traditional network security measures cannot effectively address [5-6]. Limited 
computational resources, memory, energy, and lack of standardized security 
structures across devices and platforms are some of the vulnerabilities present in 
IoT environments [7-8]. These vulnerabilities enable the IoT systems to become 
the target of cyberattacks such as unauthorized access, data breaches, denial-of-
service (DoS) attacks, node capture, and botnet-driven attacks [9-10]. The 
attention to the high-profile cases of large-scale distributed denial-of-service 
attacks being initiated by compromised IoT devices underscores the eminent 
need to have more robust and scalable IoT-specific cybersecurity solutions [11-
12]. The cryptographic methods as illustrated in Figure 1 are central to securing 
the IoT systems in terms of confidentiality, integrity, authentication, and non-
repudiation of data and communications [13-14].  

 

 
Figure 1  

Overview of IoT ecosystem showing benefits, security challenges, and risks. 
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Consequently, a lot of research has been done in computing lightweight 
cryptographic primitives, key management schemes, and secure authentication 
schemes that are optimized to perform in low-power and low-memory space 
[15-16].  

2. Cryptographic Security and Discrete Modeling in IoT  
Numerous studies have been dedicated to the IoT cybersecurity, and the 

initial research results were mainly devoted to defining threats to security and 
architectural vulnerability of IoT ecosystems [17-18]. Theorists have made 
introductory studies on the architecture of IoT and have identified important 
security risks associated with heterogeneity of devices, scalability, and 
communication models that are decentralized [19-20]. These publications 
focused on the fact that conventional Internet security systems cannot be applied 
to the IoT world because of the limited resources and changing network 
topology [21-22]. The researchers have suggested lightweight encryption, hash, 
and authentication schemes, which are able to work effectively on limited 
machines. The literature has addressed frameworks like NIST IoT Risk 
Management and ISO/IEC adaptations of NIST to IoT as based on NIST [15], 
[16]. These papers support the idea of the constant risk evaluation, the 
vulnerability analysis and the evaluation of impact.  

3. Proposed Methodology 
The suggested methodology assumes a hybrid approach to the analysis that 

employs cryptographic tools and discrete modeling methods within a systematic 
approach to the management of cyber risks on the internet of things as presented 
in Figure 2. An IoT network with   heterogeneous devices is modeled as a 
discrete-time system: 
    (   )    (  ( )   ( )   ( )) (1) 
where   ( ) is the security and operational state of IoT device  ,   ( ) 
represents control or update actions,   ( ) denotes adversarial inputs (attacks). 
Secure data transmission between IoT nodes is defined as: 

     ( )      (   ( )     ( )) (2) 

where    ( ) is sensed or control data,    ( ) is a nonce or timestamp, 
    ( ) denotes encryption using shared key    . The probability of successful 
authentication in an IoT network is modeled as: 

        ∏ (         )
 
    (3) 

where         is the probability that device   is compromised. IoT device 
security states are represented using a finite-state model: 

    (   )  {
            ( )   
            ( )   

                ( )   
  (4) 
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where      ,      , and       denote authentication, vulnerability detection, and 
isolation events. Total cryptographic overhead in IoT devices is computed as: 

          ∑ (                     )
 
    (5) 

where       ,       , and         represent encryption, decryption, and hashing 
times.  Cybersecurity risk in IoT systems is expressed as: 
            (6) 
where    is the probability of a cyber attack on device  ,    is the impact severity. 
Overall IoT network risk is calculated as: 
       ∑    

      (7) 
where    is the criticality weight of device  . 
 

 
Figure 2 

Proposed hybrid IoT security methodology. 
 

Algorithm HCD-IoT-Sec 
Input: D  ← Set of IoT devices, G  ← IoT network graph (V, E), T  ← Set of 
possible threats, Rth ← Risk threshold. 
Output: Secure IoT communication and adaptive risk mitigation 
Begin 
1.  Initialize system parameters 
2.  For each device di ∈ D do 
3.      Assess resource constraints of di 
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4.      Generate lightweight cryptographic keys for di 
5.      Authenticate di 
6.      If authentication fails then 
7.          Isolate di 
8.          Log security event 
9.      End If 
10. End For 
11. While system is active do 
12.     Encrypt and transmit IoT data securely 
13.     Attach message authentication codes for integrity 
14.     Model IoT network as graph G(V, E) 
15.     Assign discrete states to devices {Normal, Suspicious, Compromised} 
16.     For each device di ∈ D do 
17.         Monitor state transitions of di 
18.         Detect anomalous behavior 
19.     End For 
20.     For each detected threat tj ∈ T do 
21.         Estimate threat probability Pj 
22.         Estimate impact severity Ij 
23.         Compute risk Rj = Pj × Ij 
24.         If Rj ≥ Rth then 
25.             Apply mitigation strategy 
                   (key update, node isolation, route reconfiguration) 
26.         End If 
27.     End For 
28.     Update cryptographic keys and trust values 
29.     Log system events and security decisions 
30. End While End 

4. Result Analysis and Simulation 
In order to test the efficiency of the suggested hybrid cryptographic-

discrete IoT security system, experiments were performed by means of 
simulation with different network sizes and attack conditions shown in Figure 3, 
Figure 4 and Figure 5. 

 
Figure 3 

Attack Detection Rate Comparison. 
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Improvement of Attack Detection Rate. 
        = Attack Detection Rate of Cryptographic-Only System (%) 
         = Attack Detection Rate of Proposed Hybrid System (%) 

The percentage improvement in detection rate is given by: 

                      
      

     (8) 

This shows that the hybrid system detects ~13% more attacks, attributed to 
the discrete modeling layer identifying multi-stage and stealthy attacks. 
Computational Overhead Analysis 

       = Computational overhead (ms per transaction) of Cryptographic-
Only System 

         = Computational overhead of Proposed Hybrid System 
The relative overhead increase due to hybrid integration: 

                   
     

     (9) 

 

 
Figure 4 

Computational Overhead Comparison. 
 
The hybrid approach introduces a moderate increase in overhead (8–15%), 

which remains acceptable for resource-constrained IoT environments due to the 
use of lightweight cryptographic primitives. Scalability (Response Time) 
Improvement. 
       = Response time of Cryptographic-Only System (ms) 
         = Response time of Proposed Hybrid System (ms) 

The percentage reduction in response time is: 

                   
     

     (10) 

False Positive Reduction 
       = False positive rate (%) of Cryptographic-Only System 
         = False positive rate (%) of Proposed Hybrid System 
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Figure 5 

False Positive Rate Comparison. 
 
The hybrid framework reduces false positives by approximately 50%, 

significantly improving the reliability of automated intrusion detection 
mechanisms. The percentage reduction in false positives: 

                   
     

     (11) 

Overall Performance Index (OPI) is to quantify overall improvement, we 
can define an OPI combining detection rate, overhead, and false positives: 
                         (12) 

Where          are weights (          ) reflecting importance. 
The effectiveness of the suggested solution was contrasted with traditional 

cryptography-based security systems to determine the enhancement in the level 
of security resilience, detection rate, and efficiency of the system. The simulator 
environment represents an implementation of a heterogeneous IoT network 
comprising of a variety of resource-constrained resources, gateways, and 
communication channels. Performance measures such as the accuracy of attack 
detection, response time, the computational overhead, and scalability were 
measured. 

5. Conclusion and Future Work 
The paper examined cryptographic and discrete solutions to internet of 

things cybersecurity and demonstrated that integration of lightweight 
cryptographic design with discrete model and risk management tools are central 
to the security of large scale, heterogeneous, resource-constrained internet of 
things setting against the dynamic threats. Although cryptography provides 
confidence, integrity, and authentication of data, discrete methods allow 
organizing a threat analysis, determining the quantifiable risk, and making a 
security decision at a large scale. Further research directions can be real-world 
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implementation and testing of integrated frameworks, creation of lightweight 
and post-quantum cryptographic solutions, integration of AI-driven discrete risk 
models to adaptive security, formal verification using discrete-event simulations, 
and development of standardized and cross-layer architectures, which can be 
used to bring the IoT to cyberspace resilience, interoperability, and future-
readiness.  
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