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Abstract  
Sixth-generation networks demand robust security under extreme data 

rates, massive connectivity, and ultra-low latency. Conventional cryptographic 
methods based on computational assumptions may be insufficient in such 
environments. This study proposes a cipher-cell-based information-theoretic 
encryption model that partitions data into elementary units and applies entropy-
enhancing transformations to ensure secrecy independent of attacker capability. 
Analysis shows near-uniform entropy, minimal information leakage, and low 
overhead, making the approach suitable for secure, ultra-reliable communication 
in future high-speed 6G systems. 
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1. Introduction  
Rapid progress in wireless communication has driven the vision of sixth-

generation (6G) networks capable of delivering extremely high data rates, ultra-
low latency, massive connectivity, and seamless integration with intelligent and 
autonomous systems. However, these advances also intensify security and 
privacy risks due to open wireless channels, dense device participation, and 
dynamic network conditions. Conventional encryption methods based on 
computational hardness may become inadequate under strict delay constraints 
and potential quantum-enabled attacks. Information-theoretic security offers an 
alternative by ensuring confidentiality independent of an adversary’s 
computational power, though practical deployment challenges remain. To 
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address these issues, this work proposes a cipher-cell-oriented encryption 
framework that partitions data into structured units and applies randomized 
mathematical transformations. The approach aims to minimize information 
leakage, resist statistical attacks, and maintain efficiency for ultra-reliable, low-
latency 6G communication scenarios. 

2. Literature Review  
Recent studies indicate that 6G networks will support ultra-high data rates, 

massive connectivity, and intelligent services while introducing new security 
and privacy challenges [1], [2], [3], [4], [5], [6]. Technologies such as LiFi 
backhaul and advanced architectures are proposed to meet future 
communication demands [2], [5]. Physical layer security schemes, including 
OFDM-based methods, enhance protection against eavesdropping in wireless 
environments [7]. In parallel, cryptographic graph models, passwordless 
authentication protocols, and blockchain-based frameworks strengthen secure 
distributed communication and digital signature verification [8], [10], [11]. 
Research on time-sensitive threats further emphasizes the need for real-time 
defense mechanisms in modern networked systems [9]. 

3. Proposed Cipher-Cell Encryption Architecture 
3.1 Three-Tier Framework Overview 

The proposed Cipher Cell Encryption Architecture (CCEA) is structured as 
a layered security model consisting of three distinct tiers, each responsible for a 
specific mathematical and functional operation. This tiered design promotes 
modular implementation, scalability across network sizes, and strong 
confidentiality guarantees while supporting the low-latency requirements of 6G 
wireless communication systems. 

The architecture comprises the following components: 
 Tier-1: Data and Cipher Cell Construction Layer, which performs 

structured segmentation and initial transformation of input data, as 
illustrated in Figure 1. 

 Tier-2: Information-Theoretic Encryption Layer, where entropy-driven 
encoding and secrecy-preserving transformations are applied to the cipher 
cells, as shown in Figure 2. 

 Tier-3: Secure 6G Transmission and Decoding Layer, responsible for 
protected data transmission over the wireless channel and reliable recovery 
at the receiver, as depicted in Figure 3. 

3.2 Tier-1: Data and Cipher Cell Construction Layer 
Tier-1 converts plaintext into structured cipher cells using deterministic 

discrete operations. Let the message be a binary sequence 
              , where         . The sequence is partitioned into   
non-overlapping cells of length   such that     . Each cell    is mapped to 
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an integer        via weighted binary expansion. The value is then projected 
into a modular domain: 

                 
where   is a large prime and       is a public mixing constant. The resulting 
vector             forms the input to Tier-2, ensuring diffusion, injectivity, 
and entropy readiness without information loss as shown in Figure 1. 

 

 
Figure 1 

Tier-1: Data & Cipher Cell Formation Layer 

3.3 Tier-2: Information-Theoretic Cipher Cell Encryption Layer 
Tier-2 applies entropy amplification and secrecy enforcement to the cipher 

cells from Tier-1 using an information-theoretic approach independent of 
computational assumptions. Let the key sequence be K   𝑘𝑘  𝑘𝑘    𝑘𝑘  , where 

 
Figure 2 

Tier-2: Information-Theoretic Encryption Layer 
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each 𝑘𝑘𝑗𝑗 is independently and uniformly distributed over ℤ𝑝𝑝. Each cipher cell 𝑦𝑦𝑗𝑗 
is encrypted via modular randomization: 

 𝑗𝑗   𝑦𝑦𝑗𝑗  𝑘𝑘𝑗𝑗        
forming the ciphertext vector            . Because keys are uniform, the 
scheme satisfies Shannon’s perfect secrecy condition         , meaning 
ciphertext reveals no information about plaintext. Each encrypted cell achieves 
maximal entropy    𝑗𝑗        , producing statistically indistinguishable 
outputs. The layer ensures independence across cells and strong resistance to 
statistical and known-plaintext attacks while maintaining low computational 
complexity as shown in Figure 2. 

3.4 Tier-3: Secure 6G Transmission and Decoding Layer 
Tier-3 handles secure transmission of encrypted cipher cells over a noisy 

6G wireless channel and guarantees reliable decoding for legitimate receivers, as 
shown in Figure 3. 

 ̂𝑗𝑗   𝑗𝑗   𝑗𝑗  
𝑦̂𝑦𝑗𝑗  ( ̂𝑗𝑗  𝑘𝑘𝑗𝑗)       
 ̂𝑗𝑗  (𝑦̂𝑦𝑗𝑗   𝑗𝑗)       
 ̂𝑗𝑗      ( ̂𝑗𝑗) 

 ̂  ⋃ ̂𝑗𝑗
 

𝑗𝑗  
 

  ( ̂   )   as   𝑗𝑗     
     ∣      

 
Figure 3 

Tier-3: Secure 6G Transmission & Decoding Layer 
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 ( )         
∀j: H(y^j)=H(yj), 

                     ( ) 
                 

      -                                  -                   . 

4. Result Analysis and Discussions 
This section presents a comprehensive analysis of the proposed Cipher Cell 

Encryption Architecture (CCEA) based on analytical metrics and simulation-
driven evaluation. The results are examined with respect to information-
theoretic security strength, robustness under noisy 6G wireless conditions, 
computational efficiency, and communication overhead. Comparative 
observations are also discussed against representative conventional 
cryptographic and physical-layer security approaches. 

4.1 Entropy Characteristics of Ciphertext 
Ciphertext entropy analysis shows that the proposed CCEA achieves 

values close to the theoretical maximum, indicating strong resistance to 
statistical and frequency-based attacks. The near-uniform distribution results 
from independent randomization of each cipher cell and the absence of 
structural dependencies between encrypted blocks. Compared with AES and 
physical-layer security (PLS) schemes, CCEA consistently demonstrates higher 
entropy, validating the entropy optimality stated in Proposition 2, as illustrated 
in Figure 4. 

4.2 Mutual Information Leakage Analysis 
Mutual information between plaintext and ciphertext is measured to 

evaluate residual information leakage. Results show that the proposed CCEA 

 
Figure 4 

Ciphertext entropy comparison of AES, PLS, and the proposed CCEA. 
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achieves values approaching zero, consistent with the perfect secrecy condition, 
indicating that the ciphertext reveals no useful information about the original 
message. Compared with conventional cryptographic and physical-layer 
methods, the scheme exhibits significantly lower leakage, independent of 
channel conditions or adversarial capabilities, as illustrated in Figure 5. 

 

 
Figure 5 

Mutual information leakage between plaintext and ciphertext. 

4.3 Bit Error Rate Performance under Channel Noise 
The bit error rate (BER) performance of the proposed CCEA is evaluated 

across varying SNR levels to assess robustness under channel impairments. 
Results indicate reliable decoding comparable to existing methods, with the 
encryption process not amplifying channel noise or causing significant error 
propagation. Therefore, the scheme meets ultra-reliable low-latency 
communication (URLLC) requirements and is well suited for delay-sensitive, 
mission-critical 6G applications, as illustrated in Figure 6 under AWGN 
conditions. 

 

 
Figure 6 

BER performance under AWGN channel conditions. 
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4.4 Computational Complexity Evaluation 
Computational complexity is analyzed in terms of the number of cipher 

cells processed during encryption and decryption. The proposed scheme exhibits 
linear complexity with respect to the cipher cell count, which represents a 
significant advantage over block ciphers that require multiple iterative rounds. 
This linear complexity profile ensures scalability in large-scale 6G networks 
with massive device connectivity and constrained processing resources. The low 
computational overhead also supports deployment on edge devices and 
resource-limited terminals, which are expected to be prevalent in future wireless 
ecosystems. Figure 7 shows the Computational complexity comparison with 
respect to cipher cell count. 

 

 
Figure 7 

Computational complexity comparison with respect to cipher cell count. 

5. Conclusion 
A layered Cipher Cell Encryption Architecture (CCEA) is proposed for 

secure communication in sixth-generation wireless systems. The framework 
combines structured cipher cell construction, information-theoretic encryption, 
and protected transmission to achieve confidentiality independent of 
computational assumptions. Its mathematical design ensures zero mutual 
information between plaintext and ciphertext, satisfying perfect secrecy. 
Simulation results show near-optimal entropy, negligible information leakage, 
low bit error rates under noisy 6G channels, and linear computational 
complexity. The scheme provides strong security with low latency and minimal 
overhead, making it suitable for future 6G applications. Future work will 
address multi-user scalability, adaptive key management, and real-world 
experimental validation. 
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