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Abstract

Secure multimedia communication over open networks requires techniques that
ensure confidentiality while concealing the existence of hidden data. This paper proposes an
efficient watermark-driven steganographic framework that combines digital watermarking
with adaptive data embedding to provide dual-layer security. A robust watermark is
first embedded into the host signal, and secret information is then concealed within the
watermark structure, improving imperceptibility and resistance to common signal processing
attacks. Performance is evaluated using PSNR, SSIM, embedding capacity, and robustness
metrics. Experimental results demonstrate that the proposed method achieves high visual
quality, increased payload, and strong resilience, making it suitable for secure multimedia
transmission and covert communication applications.

Subject Classification: Primary 93A30, Secondary 49K15.

Keywords: Digital watermarking, Steganography, Multimedia security, Data hiding, Secure
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1. Introduction

The rapid growth of multimedia communication demands secure data
transmission. While cryptography ensures confidentiality, it exposes the
presence of data, unlike steganography, which enables covert communication
but lacks robustness. This paper proposes a watermark-driven steganographic
framework combining both techniques for dual-layer security [6], [7]. The
method enhances imperceptibility, capacity, and robustness against attacks,
ensuring reliable data recovery and improved multimedia quality, making it
suitable for secure communication and digital rights management applications.
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STEGANOGRAPHIC FRAMEWORK FOR SECURE MULTIMEDIA COMMUNICATION 3261

2. Related Work

Recent research has extensively explored steganography and cryptographic
techniques to enhance secure multimedia communication. [1] combined
encryption with steganography to improve data confidentiality, while [2]
proposed an HEVC-based approach integrating compression and encryption for
secure multimedia transmission. LSB-based image steganography remains
popular due to its simplicity and capacity, as demonstrated by [3]. Hybrid
models incorporating visual cryptography and steganography have also been
investigated to strengthen security layers [4], [14]. Several studies focused on
crypto-steganography frameworks that merge encryption, compression, and data
hiding to resist attacks [5], [8], [9]. Wavelet transform—based and pattern-driven
embedding techniques further improve robustness and imperceptibility [12],
[13]. Additionally, chaotic maps and diffusion methods have been applied to
multimedia security for enhanced unpredictability [15]. Despite these advances,
many existing methods face trade-offs between embedding capacity, robustness,
and visual quality, motivating the need for more efficient watermark-driven
steganographic frameworks [10], [11].

3. Proposed Three-Tier Watermark-Driven Steganographic Model
This section presents the proposed Three-Tier Watermark-Driven

Steganographic Model. The host multimedia signal is represented by a real-
valued matrix

He ]RMXN

where M and N denote spatial or temporal dimensions.
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Three-Tier Watermark-Driven Steganographic Model
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A secret key matrix is defined as
K e RM XN
drawn from a pseudo-random key space K. The framework is composed of
three mathematically structured tiers that produce a secure stego signal while
preserving perceptual quality.

3.1 The Three-Tier Watermark-Driven Steganographic Model Overview

The proposed architecture is illustrated conceptually as a layered model
where each tier performs a well-defined function, as shown in Figure 1.

Tier 1 — Key-Dependent Watermark Generation
A robust watermark matrix
W € RM*N
is generated through linear transformation followed by nonlinear normalization.
With full-rank matrices
A,B € RM*M,
the watermark is computed as
W = ®(H,K) = mod (AH + BK + C, 1),
where C € RM*N is a bias matrix and the modular operation maps values to
0,1).
[ )A bounded nonlinear mapping can also be applied:

1
Wi=—mge-,1<i<M 1<j<N.
ij T [ o (AH¥BR); ]

Statistical whitening of the watermark is achieved by
W' = W-tw
ow

’

where
_ 1 M N W 2 _ 1 W 2
Hw =3y - ijl ij,Uw—mzi’j( i~ Hw)*

Tier 2 — Watermark Embedding
Embedding of the watermark into the host signal is controlled by a strength
parameter

a € (0,1).
The watermarked signal becomes
H,=H+aW'.
Energy of embedding distortion is quantified using the Frobenius norm:
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Dy, =l H, — H = a® | W' I},

M
N
2
X ”1272 é Xij-
. j=1
i=1

To ensure imperceptibility, the constraint
D, <¢€
is imposed for a predefined threshold €; > 0.

Frequency-domain embedding may be expressed through a transform
operator T

where

H, = T~Y(T(H) + aT(W")).

Tier 3 — Secret Data Embedding
Binary secret data is represented by
S € {0,1}P>4,

Mapping into real space is performed by a spreading function

P:{0,1}P*9 x I - RM*N,
A common mapping uses bipolar conversion:

B =2S—-1¢€{-1,+1}P*1
Expansion to host dimensions is achieved by a repetition operator R:

S =R(B) € RM*VN,
Key-dependent scrambling is performed by permutation matrix Pg:
Sk = P¢S.
Final secret embedding uses strength parameter
B €(0,1):
Hg, = H,, + [5k.
Total distortion relative to the original signal becomes
Dy =Il Hy — H 3=l aW’ + BS 7.
Using norm properties,
Ds = a? | W' i+ B* Il Sk N+ 2aB(W’, Sk),
where
(X,Y)= Zi,j Xij Yij-

Imperceptibility requires
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Ds < e,.

Blind Watermark Recovery
Watermark estimation is obtained from the stego signal:

W, = S SK

a
When secret data influence is neghglble,

W~
-,

Recovered watermark energy:
Ey =l W' IIZ.
Normalized correlation with the original watermark:
w'w'
W iplw g

Pw =

Secret Data Extraction
Removal of watermark contribution gives
A Hg—H,
Sy ==~
K B
Inverse permutation restores ordering:
SA = PlzlsAK-

S.KUMARET AL.

Binary reconstruction is achieved by threshold detection:

(1, S, =0,
Sij = .
0, $;<o.

Bit error rate is expressed as
1 4 q A
BER = Ezizlz}.:l | Sij — Sij [
Quality and Security Metrics

Signal-to-noise ratio of the stego signal:

2
SNR = 1010g10( 1% )

IHs—HII%

Peak signal-to-noise ratio:

PSNR = 10log;, (MSE) MSE = 3" (Hy — Hygp)?,

Entropy of the stego signal:
H (Hg) = — Xy P 1082 b,
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where p;, represents intensity probability distribution.
For Overall Model Representation, The complete three-tier embedding
process is compactly written as

Hy=H+ a ®(H,K) + B Y¥(S, K).
This formulation provides dual-layer protection, combining robust
watermarking with secure steganographic embedding.

4. Experimental Results and Performance Evaluation

The proposed three-tier watermark-driven steganographic framework
demonstrates high imperceptibility, robustness, and accuracy as shown in Table
1. With PSNR above 42 dB and SSIM near unity, it ensures minimal distortion.
Low BER under attacks confirms reliability, while dual-layer embedding
enhances resilience, achieving an optimal balance between security, capacity,
and visual quality for multimedia communication.

Table 1
Performance Metrics of the Proposed Framework
Test Image PSNR (dB) SSIM MSE BER
Lena 43.21 0.987 3.12 0.002
Baboon 42.08 0.981 3.89 0.003
Peppers 44.05 0.99 2.85 0.001
Cameraman 42.76 0.984 3.45 0.002

As shown in Figure 2 Qualitative results of the watermarking process
showing original images, embedded watermarks, resulting watermarked images,
and successfully extracted watermarks across multiple test samples,
demonstrating imperceptibility and accurate recovery performance of the
proposed method. The Imbalanced datasets often degrade the performance of
learning algorithms by biasing predictions toward the majority of class. To
address this issue, the Synthetic Minority Over-sampling Technique (SMOTE)
is employed to generate artificial samples for the minority class in the feature
space. SMOTE operates by interpolating between existing minority instances
and their nearest neighbors, thereby increasing class balance without simple
duplication.

For a minority sample x; and one of its neighbors x;, a synthetic point is
generated as

Xnew = X; + A(x; — x;),4 € (0,1).
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Watermark embedding preserves quality while enabling

reliable extraction from images.

This procedure preserves the underlying data distribution while expanding

the decision region of the minority class. As illustrated in Figure 3, the majority
class samples are widely distributed, whereas the minority class is sparsely
populated. After applying SMOTE, additional synthetic samples appear along
the line segments joining neighboring minority points, producing a denser and
more representative cluster. This balanced distribution helps classifiers learn
more accurate boundaries and reduces bias toward the dominant class. The
application of SMOTE significantly improves classification robustness, recall
for minority instances, and overall model stability, particularly in security-
sensitive tasks such as intrusion detection, fraud detection, and steganalysis.
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SMOTE-based sampling visualization showing majority samples, original minority
samples, and synthetic minority instances generated through interpolation in the

feature space.
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5. Conclusion

The proposed secure SDN framework provides an effective solution for
dynamic traffic management and cryptography-based tenant isolation in multi-
tenant environments. By integrating centralized control, flow-level encryption,
and scalable key management, the architecture ensures strong security while
maintaining network performance. The use of advanced -cryptographic
techniques, including ECC-based key exchange and lightweight symmetric
encryption, minimizes computational overhead and supports large-scale
deployments. Experimental results demonstrate high detection accuracy, low
false positives, and robust performance under diverse traffic conditions. Overall,
the framework successfully balances security, scalability, and efficiency,
making it suitable for modern cloud, data center, and distributed networking
infrastructure.
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