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Abstract

As computer networks expand, robust Intrusion Detection Systems (IDS) are crucial.
Traditional methods struggle with zero-day attacks and lack interpretability. This study
uses the NSL-KDD dataset and three machine learning models: Random Forest, attention-
based Multilayer Perceptron (MLP), and hybrid CNN-BiLSTM. Models were evaluated on
accuracy, error rate, ROC-AUC, and confusion matrix. The hybrid CNN-BiLSTM achieved
77.84% accuracy; attention-based MLP reached 0.9076 AUC. SHAP (Shapley Additive
Explanations) analyzed key features in the Random Forest model, enhancing transparency.
Results demonstrate the framework’s improved real-time intrusion detection performance
with increased explainability and practical network security applicability.

Subject Classification: Primary 93A30, Secondary 49K15.

Keywords: Intrusion detection system, NSL-KDD dataset, CNN-BiLSTM, Attention MLP,
Explainable AI, SHAP, Network security.

1. Introduction

The growth of digital communication, cloud computing, and IoT has
increased cyber threats like DoS, probing, and unauthorized access, emphasizing
the need for intrusion detection systems (IDS) [1], [2]. IDS methods include
signature-based, effective for known attacks but weak against zero-day threats
[3], and anomaly-based, which detect novel attacks but have high false positives
[4]. Machine learning techniques (Decision Trees, SVM, KNN, Random Forest)
improve detection but require manual feature engineering and struggle with
complex patterns [5]. Deep learning models like CNN and LSTM automatically
extract features and capture spatial-temporal dependencies, enhancing
performance [6], [7]. Hybrid CNN-BiLSTM architectures further improve IDS
accuracy and learning capability [8], [9].

2. Related Work

Machine learning (ML) for intrusion detection evolved from early
anomaly-based IDS frameworks by [1] and [2]. Traditional classifiers like
Decision Trees, SVM, Bayesian models, and Random Forest showed reliable
results but depended on manual feature engineering and lacked temporal
modeling [5]. Deep learning architectures such as CNN and LSTM/RNN
enabled automatic feature extraction and improved detection accuracy [6], [7].
Hybrid CNN-LSTM models enhanced spatial-temporal learning [8], but limited
interpretability hinders adoption in security-critical settings [9]. Explainable Al
methods like LIME [10] and SHAP [11] address this, with SHAP effective in
cybersecurity [13], [14]. Using the NSL-KDD dataset [12], this study explores
hybrid modeling, ROC analysis, and explainability to build a robust IDS
framework [15], [16], emphasizing the need for mathematically structured
models to capture complex attack patterns [21], [22].
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3. Dataset Description

The original KDD Cup 1999 dataset was refined to remove redundancy
and bias, resulting in the improved NSL-KDD benchmark [17]. It contains
labeled traffic records with 41 features and predefined KDDTrain+ and
KDDTest+ splits, ensuring fair evaluation and realistic detection of unseen
attacks.

4. Proposed Methodology and Mathematical Formulation

This section presents an intrusion detection framework combining
traditional ML and CNN-BILSTM, evaluating Random Forest, attention-based
MLP, and CNN-BiLSTM for accuracy, robustness, and transparency.

4.1 Data Preprocessing

The NSL-KDD dataset contains categorical (protocol type, service, flag)
and numerical features. Categorical attributes are label encoded, while
numerical features are standardized using z-score normalization. Class labels are
binarized (0: normal, 1: attack). The predefined KDDTrain+ and KDDTest+
splits are used for training and testing, preserving unseen attack types in the test
set to simulate zero-day attacks.

4.2 Problem Definition
Let
D = {(x; ¥} (1)
denote the NSL-KDD dataset, where
x; € R* (2)
represents the feature vector of the i-th network connection, and
y; € {0,1} 3)

denotes the corresponding class label, with 0 indicating normal traffic and 1
indicating malicious traffic. The objective of the intrusion detection system is to
learn a mapping that effectively distinguishes normal and attack traffic, remains
robust to unseen attacks, and ensures interpretability [18].

fiR* - {0,1} “4)

4.3 Random Forest Classifier

Random Forest uses bootstrap sampling and random features to enhance
generalization [19]. Given a set of T decision trees {h,(x)}_;, the final
prediction is obtained through majority voting:

9 = mode(hy (x), hy (X), ..., Ay (X)) (%)
Random Forest serves as a baseline and supports model explainability due
to its transparent structure.
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4.4 Attention-Based Multilayer Perceptron (MLP)

An attention-based MLP models nonlinear tabular traffic data, enabling
fast training while capturing key feature interactions.

4.4.1 Attention Mechanism
Given an input feature vector x € R*1, attention weights are computed as:

a = softmax(W,x + b,) (6)
where W, and b, are learnable parameters. The attention-weighted
representation is obtained by:

f=a®x (7

allowing the model to emphasize security-relevant features while suppressing
less informative ones.

4.4.2 MLP and Output Layer
The weighted features are passed through a multilayer perceptron:

h;, = o(W; X+ b,),h, = c(W,h; +b,) ®)
where g (-) denotes the ReLU activation function. The final output is computed
using a sigmoid activation:

y = a(W,h; + b,) ®
where § € [0,1] represents the probability of intrusion.

4.5 CNN-BiLSTM Model (Deep Hybrid Model)

A hybrid CNN-BiLSTM model improves representation learning: CNN
layers capture local feature patterns, while BiLSTM models contextual
dependencies, enabling richer hierarchical feature representations [20].

4.5.1 Convolutional Feature Extraction
The one-dimensional convolution operation is defined as:

2z = 0(Téo1 Xe * Wie + by) (19)

where wy, . denotes the convolutional kernel, by, is the bias term, and o(-) is the
ReLU activation function.

4.5.2 Bidirectional LSTM Layer
The LSTM unit is governed by:
fe = oc(Wex, + Ushy_q + by),
iy = o(Wix; + Uihe—1 + by),
¢, = tanh(W,x, + U.h,_; + b.),
=t Oc1+i O,
0y = o(Woxy + Uphy—y + by),
h: = o, © tanh(c;)

(In
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A bidirectional configuration processes the input in both directions:
he' = [hy; hi], (12)
allowing the model to exploit contextual relationships across the entire feature
space.

4.5.3 Output Layer
The final prediction is obtained using:
9 = o(W,h5 +b,) (13)

where y denotes the probability of an intrusion.

4.6 Loss Function

Both deep learning models (MLP and CNN-BILSTM) are trained using
binary cross-entropy loss:

£=—=3.[yilog(3) + (1 — y;) log(1 — 9] (14)

4.7 Evaluation Metrics

Model performance is evaluated using the following metrics:
TP+TN

Accuracy = TPITNTFPIEN (15)

Mean Square Error (MSE) = % Z?{:l(yi -9, (16)
Root Mean Square Error (RMSE) = VMSE (17)
Mean Absolute Error (MAE) = % Nolyi =9 (18)

4.8 Explainability Using SHAP

SHAP (TreeSHAP) is applied to Random Forest for exact, stable feature
importance, ensuring reliable explainability, unlike approximate, costly SHAP
for neural networks, which prioritize high detection performance.

5. Results and Discussion

This section evaluates Random Forest, CNN-BiLSTM, and attention-
based MLP on NSL-KDD using classification metrics, confusion matrices,
ROC-AUC, and SHAP for comprehensive intrusion detection analysis.

5.1 Overall Performance Comparison

Table 1 reports accuracy, MSE, RMSE, and MAE for all models. Random
Forest achieved 77.23% accuracy with relatively higher errors. CNN-BiLSTM
obtained the highest accuracy (77.84%) and lower error metrics, indicating
better spatial-temporal learning. The attention-based MLP achieved 75.49%
accuracy under the NSL-KDD zero-day setting. Overall, the hybrid model
shows improved error reduction and discrimination over the baseline.
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Table 1
Quantitative Performance of all Three Models
Model Accuracy MSE RMSE MAE
Random Forest 77% 0.2277 0.4772 0.2277
CNN-BiLSTM 78% 0.2216 0.4707 0.2216
Attention-MLP 75% 0.2450763 0.49505181 0.2450763

5.2 CNN-BiLSTM and Attention-Based MLP Classification Analysis

Table 2 and Figure 1 present CNN-BIiLSTM and attention-based MLP
results. CNN-BILSTM achieves 0.97 precision and 0.63 attack recall, while
MLP records 0.64 precision and 0.97 recall on NSL-KDD KDDTest+. Normal
recall remains high (0.98 vs. 0.97). CNN-BiLSTM performs slightly better with
78% accuracy and 0.78 F1 compared to 0.75 F1 for MLP.

Table 2
Classification Report for CNN-BiLSTM and Attention-Based MLP
CNN-BIiLSTM precision recall fl-score
0 0.67 0.98 0.79
1 0.97 0.63 0.76

Attention-Based MLP

0 0.64 0.97 0.77
1 0.97 0.58 0.73

5.3 ROC-AUC Analysis

ROC analysis evaluates performance independent of decision thresholds.
CNN-BiLSTM achieves AUC = 0.8608, while the attention-based MLP reaches
AUC = 0.9076 despite slightly lower accuracy as shown in Figure 2. In the
imbalanced NSL-KDD zero-day setting, higher AUC indicates more stable
discrimination for IDS deployment.

5.4 Attention-Based MLP Performance Interpretation

Despite slightly lower accuracy, the attention-based MLP achieves higher
ROC-AUC (0.9076), indicating better generalization via attention-driven
features. Stable errors (MSE 0.2451, RMSE 0.4951, MAE 0.2451) support
reliable IDS anomaly ranking.
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Confusion Matrix - CNN-BIiLSTM Confusion Matrix - Attention-MLP
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Figure 1

Confusion matric for CNN-BIiLSTM and Attention MLP

5.5 Explainability Analysis Using SHAP

SHAP is applied to the Random Forest to obtain stable feature importance
(Table 3, Figure 3). Key indicators include src_bytes and dst_bytes,
highlighting abnormal traffic volume as a primary intrusion signal. Protocol and
host-based features (flag, protocol type, logged in, dst host same srv_rate,
dst_host_srv_count) also significantly influence predictions.

ROC Curve - CNN-BiLSTM ROC Curve - Attention-MLP

— AUC=0.8608 "~ | — AUC=0.9076

0.8 08
8 2

€ 06 € 06
o o
2 2
K] G
e ¢

o 04 o 04
2 g
= =

02 02

0.0 0.0

0.0 02 04 0.6 08 1.0 0.0 02 04 06 08 1.0
False Positive Rate False Positive Rate
Figure 2

ROC Curve for CNN-BIiLSTM and Attention MLP
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Figure 3

Top-10 features mean absolute value of NSL-KDD dataset by SHAP

5.6 Discussion and Practical Implications

Accuracy alone is inadequate for IDS evaluation. CNN-BiLSTM achieves
the highest accuracy, the attention-based MLP shows stronger ROC-AUC
ranking, and Random Forest provides SHAP-based interpretability. The 70-80%
accuracy reflects the imbalanced NSL-KDD setting. Combining multiple
models, evaluation metrics, and explainability creates a robust IDS framework
and strengthens network defense strategies [23].

Table 3

Top-10 features mean absolute value of NSL-KDD dataset by SHAP

Feature Mean_Absolute SHAP Value
src_bytes 0.09861012
dst_bytes 0.07026382
flag 0.03975828
dst host same srv_rate 0.03760904

Contd...
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dst _host srv_count 0.03466709

logged in 0.03088819

same srv_rate 0.03060301

count 0.02637384

dst_host diff srv rate 0.02502235

protocol_type 0.02282233
Conclusion

This study evaluates intrusion detection on NSL-KDD using a hybrid ML—
DL framework under zero-day conditions. Random Forest, attention-based
MLP, and CNN-BiLSTM were analyzed. CNN-BiLSTM achieved the highest
accuracy, while the attention-based MLP showed stronger ROC—AUC. Random
Forest provided baseline performance with SHAP-based interpretability,
highlighting key features such as src_bytes, dst_bytes, and protocol behavior.
Overall, combining deep learning with interpretable ML supports a practical
IDS framework, with future work targeting multi-class detection and
transformer models.
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