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Abstract

This paper proposes a spectral graph-theoretic framework for cryptanalysis using
Cipher Transition Graphs (CTGs) and metrics such as eigenvalues, spectral gap, entropy,
clustering, and path length. Results show that plaintext and Caesar cipher share identical
properties (spectral gap 1.2056, entropy 12.6732), indicating weak transformation; Vigenere
shows slight variation (gap 1.2652, clustering 0.1545); while Playfair exhibits higher
clustering (0.1824) but lower entropy (11.4216). Overall, all ciphers retain structural patterns,
confirming their moderate security and limitations.
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1. Introduction

Cryptography ensures secure communication by transforming plaintext
into ciphertext to maintain confidentiality and integrity. Despite their historical
importance, classical ciphers such as Caesar, Vigenere, and Playfair exhibit
structural weaknesses that can be exploited by modern techniques. Graph-
theoretic methods provide an effective way to model ciphertext as networks,
while spectral graph theory reveals hidden structural patterns using eigenvalues
and matrix representations [1], [2]. These approaches have been successfully
applied in areas like network science and data analysis, and are increasingly
used in cryptography [3]-[5]. Entropy-based measures further help quantify
randomness in encryption schemes [6], [7]. However, most existing research
focuses on modern cryptographic systems, with limited spectral analysis of
classical ciphers. Traditional cryptanalysis methods rely mainly on frequency
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and statistical analysis, which may not capture deeper structural dependencies.
To address this gap, this paper proposes a spectral graph-theoretic framework
that models ciphertext as a Cipher Transition Graph (CTG) and evaluates it
using eigenvalues, spectral gap, entropy, and network metrics, providing a
unified approach to assess cipher strength and identify vulnerabilities.

2. Literature Review

Recent studies highlight the growing use of graph theory and spectral
analysis in cryptography to model data relationships and evaluate security [3],
[5]. Graph-based encryption frameworks improve structural understanding and
algorithmic performance [3], [4], while spectral graph theory uses eigenvalues
and Laplacian matrices to reveal connectivity and hidden patterns in networks
[1], [8]. Entropy-based measures are also widely used to assess randomness,
with higher entropy indicating stronger resistance to attacks [6], [7]. Further
advancements include chaos-based and hybrid cryptographic models [9], post-
quantum approaches using mathematical and graph structures [10], and graph
neural networks for complex system analysis [2]. However, spectral graph-
theoretic analysis of classical ciphers remains limited [11], [12], [13], as most
work focuses on modern encryption or specialized domains. This gap motivates
the need for a unified framework integrating graph theory, spectral analysis, and
entropy to better evaluate classical ciphers, which is addressed in this work.

4. Methodology

The study proposes a unified spectral graph-theoretic framework for
analyzing classical ciphers by modeling ciphertext as a Cipher Transition Graph
(CTG). After preprocessing plaintext and applying Caesar, Vigenére, and
Playfair encryption, ciphertext is represented as a directed graph of character
transitions. From this, adjacency and Laplacian matrices are derived to compute
spectral properties such as eigenvalues and spectral gap [1], [2]. Entropy is
calculated using probabilistic transitions to measure randomness [3], while
structural metrics like density, clustering coefficient, and average path length
assess network complexity [2], [4]. Together, these measures provide a
comprehensive evaluation of cipher security, as outlined in Figure 1.

Plaintext T is preprocessed by retaining only uppercase alphabetic
characters [14], [15], [16], [17], [18], [19]:

T'"={ceTlceA},A={AB,..,Z} (1)
The processed text is encrypted using classical ciphers:
Ci = (P, + k)mod26 2)
C; = (P; + K;)mod 26 3)
(€1, C)) = f(Py, P, M) 4)

where M is a 5 X 5 key matrix.
Ciphertext is modeled as a directed Cipher Transition Graph (CTG) [14—
19]:
G=(V,E) )
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Figure 1
Spectral graph-based cryptanalysis framework for classical ciphers

E={(c;,ciy1)01i=1,..,n—1} (6)
with edge weights w(u, v) representing transition frequency. The weighted
adjacency matrix is:

Ay = w(v;,v;), ifedge e).cists

0, otherwise
Spectral properties are obtained from eigenvalues [14—19]:
A; € eig(A) ®
A =21 -1, ©)
A smaller AA indicates higher structural regularity. The Laplacian matrix

(7

is:
L=D-A (10)

Structural metrics include density, clustering, and path length [14—19]:

. 2Bl
Density = Tiavi-D (12)
1 2e;

= Wi Ly kilki-D (13)

1
L= VI(VI-1) Zi#}'d(vi’vf) (14)
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Finally, entropy is computed from transition probabilities [14—19]:

_ _w@ij
P;;i = S Wk (15)
H=-— zi,jpij 10g2 PU (16)

These combined spectral and structural measures enable comprehensive
cryptanalysis.

5. Results and Discussion

The effectiveness of the proposed spectral graph-theoretic cryptanalysis
framework is validated through a combination of spectral plots, graph
visualizations, and quantitative metrics, as summarized in Table 1 and illustrated
in Figures 2 to 6. The spectral and Laplacian analyses of Cipher Transition
Graphs (CTGs) for Plain text, Caesar, Vigenére, and Playfair ciphers (Figure 2—
5) reveal consistent structural patterns, where dominant eigenvalues indicate
non-random behavior and preserved transition dependencies. Plain text and
Caesar show nearly identical spectra and Laplacian characteristics, confirming
identical spectral gap (1.2056) and weak security due to unchanged topology,
while Vigenére and Playfair exhibit slightly more distributed eigenvalues and
Laplacian spreads, indicating moderate variability and improved diffusion.
Graph structures (Figure 6) further support this, with Plain and Caesar showing
similar connectivity, Vigenére displaying more distributed transitions, and
Playfair exhibiting localized clustering consistent with its higher clustering
coefficient. Comparative metrics (Figure 7) show all ciphers have similar
spectral gaps (1.20-1.26), with Vigenére highest, entropy highest for Plain and
Caesar (12.6732) but lower for Playfair (11.4216), sparse density (~0.10-0.12),
highest clustering for Playfair (0.1824), and longest path length for Playfair
(2.6324). Overall, as summarized in Table 1, all ciphers remain moderately
secure: Caesar offers negligible improvement, Vigenére introduces slight
randomness, and Playfair increases local complexity without significant spectral
enhancement. These results validate that classical ciphers retain exploitable
structural patterns, and the proposed framework effectively captures both global
and local properties for cryptanalysis
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Figure 2
Eigenvalue and Laplacian spectra of the Plain text transition graph.
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Figure 3
Eigenvalue and Laplacian spectra of the Caesar cipher transition graph.
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Figure 4
Eigenvalue and Laplacian spectra of the Playfair cipher transition graph.
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Eigenvalue and Laplacian spectra of the Vigenére cipher transition graph.
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Cipher Transition Graphs (CTGs) for Plain, Caesar, Vigenére, and Playfair ciphers.
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Comparative analysis of spectral and structural metrics across classical ciphers.
Table 1
Spectral and Structural Analysis of Classical Ciphers
CIPHER SPE((;::?A L ENTROPY DENSITY CLUSTERING ?X’S—I SECURITY
Ay — Ay) (H) COEFFICIENT LENGTH LEVEL
PLAIN 1.2056 12.6732 0.1176 0.1165 2.2059 |Moderately
Secure
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CAESAR 1.2056 12.6732 0.1176 0.1165 2.2059 |Moderately
Secure

VIGENERE 1.2652 12.1699 0.1078 0.1545 2.4248 |Moderately
Secure

PLAYFAIR 1.2415 11.4216 0.1066 0.1824 2.6324 |Moderately
Secure

6. Conclusion

This study presents a spectral graph-theoretic framework for analyzing
classical ciphers using Cipher Transition Graphs and combined spectral and
network metrics. Results show that the Caesar cipher preserves plaintext
structure (spectral gap 1.2056, entropy 12.6732), indicating high vulnerability,
while Vigenére and Playfair introduce only moderate improvements in
variability and local complexity. Despite these differences, all ciphers remain
moderately secure and retain exploitable structural patterns. The framework
effectively captures both global and local properties, validating its usefulness for
cryptanalysis and providing a foundation for extending graph-based methods to
modern encryption systems.
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