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1. Introduction 
In the last decade, group ring based cryptography has received paramount 

attention due to being post-quantum and efficient (see [4, 7, 8, 10, 12, 13, 14, 15]). 
In particular, the discrete logarithm problem in group ring (DLPGR), which is an 
extension of DLP in groups, is a quantum safe hard problem with small parameter 
sizes [13]. We refer to [11, 5, 13] for a comprehensive literature on group ring 
along with few initial works in the direction of group ring cryptography. Further, 
we also refer to [12, 6, 8, 9] for some of the most recent works that employed 
group ring to build new quantum secure crypto primitives. 

http://www.tarupublications.com
http://dx.doi.org/10.47974/JDMSC-2614
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Recently, Mittal, Kumar, and Kumar [16] proposed group ring analogue of 
McEliece public key encryption (PKE). Specifically, this PKE employs the 
generator matrix of Goppa codes [2] and units in group ring to encrypt the data. 
The main advantage of this PKE over conventional McEliece PKE is that it works 
with considerably small parameters, which leads to the efficiency and small 
bandwidth requirement. However, by incorporating the idea of Niederreiter [2], 
one may further reduce the efficiency of this PKE by employing the dual matrix 
associated with Goppa codes instead of its generator matrix. Consequently, in this 
paper, we propose the efficient dual version of McEliece group ring based PKE 
and show it is IND-CPA secure. 

Next, it is well known that one can also construct a secure key encapsulation 
mechanism (KEM) (i.e., IND-CCA2 secure) from IND-CPA PKE using the 
Fujisaki-Okamoto (F-O) transform [3]. Additionally, one can also convert 
IND-CCA2 KEM to IND-CCA2 PKE using a secure symmetric encryption 
scheme. Using these ideas, we also construct IND-CCA2 KEM and IND-CCA2 
PKE from above-mentioned IND-CPA KEM. We emphasize that all the three 
schemes discussed in this paper are quantum secure or post-quantum. 

Organization: We discuss a few preliminaries in Section 2. Section 3 is devoted 
to construction of PKEs and KEM. The corresponding securities of these schemes 
are also discussed in this section. Section 4 is devoted to a toy example and last 
section involves some concluding remarks. 

2. Preliminaries 
We discuss basic terminologies related to group ring and security models in 

this section.  

Definition 2.1: PKE and KEM: A PKE is an encryption scheme in which public 
key encrypts the messages and private key decrypts them. A KEM is one in which 
public key is used to obtain a key and the corresponding ciphertext. The 
ciphertext is decrypted using private key, which yields the key. Thus, both parties 
get the same key, which can be used for symmetric encryption.  

Definition 2.2: Group Ring [11]: Let   be a ring and   be a group, both finite. 
We define    as the set  
                                      

Under canonical addition   and multiplication  , respectively,    is a 
group and also a ring. We denote its identity by  .  

Definition 2.3: Unit: Let      . Then    is said to be a unit if there exists 
      such that                 

Definition 2.4: DLPGR [13]: Given          such that      
  for     . 

Find  .  
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The most efficient algorithm to solve DLPGR is a collision algorithm 
discussed in [13], which is sub-exponential in nature. Consequently, DLPGR is a 
hard task even for quantum computers. Next, we discuss the IND-CPA 
(indistinguishability under chosen plaintext attack) and IND-CCA2 
(indistinguishability under adaptive chosen ciphertext attack) security models 
(see [1]).  

Definition 2.5: IND-CPA secure [1]: Let   be an adversary and   be a 
challenger. Let    be two messages picked by   for      .   submits these 
to  , which in response, picks         and encrypts    and submits it back to 
 .   responds with         . If     , PKE is IND-CPA secure .  

Definition 2.6: IND-CCA  secure [1]: Let   be an adversary and   be a 
challenger.   adaptively picks any ciphertext of his choice and gets the 
corresponding plaintext from  . After querying polynomially many ciphertexts, 
let    be two messages picked by   for      .   submits these to  , which 
in response, picks         and encrypts    and submits it back to  . Again, 
  adaptively picks any ciphertext of his choice and get the corresponding 
plaintext from   (he cannot submit the challenged one). After polynomially 
many queries,   responds with         . If     , PKE is IND-CCA  
secure.  

We note that IND-CCA2 is highest security (or golden standard) as if any 
PKE is IND-CCA2 secure, then it is also non-malleable as well as secure against 
adaptive chosen ciphertext attack (CCA2 secure).  

3. IND-CPA and IND-CCA2 Group Ring based PKE and KEM 
In this section, we propose group ring based IND-CPA secure PKE based on 

Niederreiter dual version of McEleice PKE. Furthermore, we also discuss its 
security and the associated parameters. We also see how to convert our IND-CPA 
secure PKE to IND-CCA2 secure KEM and PKE.  

3.1 IND-CPA PKE 
The PKE is described in the following three algorithms.  

3.1.1 Parameters and Key Generation 
Let                     be a finite group. Let    be a finite 

group ring and let   be its unit of large order. Let   be a        -linear Goppa 
code. Let   be its parity check matrix. Its dimension is        . Let   be 
a non-singular matrix of order     and let   be a permutation matrix of order 
 . Both of these are random. The public key is                 for some 
secret     . The private key is          . Note that     is a part of public 
key as inverse computation is not an easy task in group ring. Let            
   be a canonical mapping defined as  
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where         (otherwise it can be broken into chunks) Note that   is a 
bijection from          to the image of  .  

3.1.2 Encryption 
Let plaintext be a vector          of length   and weight    (done 

via a suitable encoding). Further, compute  ̃               and 
subsequently deduce    ̃    . The ciphertext is         for  

                ̃         
where      is randomly chosen (also known as nonce or ephemeral key).  

3.1.3 Decryption 
After receiving ciphertext, first compute        using private key. Further, 

compute  ̃              and subsequently compute     ̃ . For code  , 
apply a syndrome decoding and multiply the result by     to obtain the plaintext.  

Correctness. In the following result, we discuss the correctness of our PKE.  

Theorem 3.1: The group ring based PKE defined above is Mathematically 
correct.  

Proof: For decryption, first we need to compute       , which yields  
          ̃                     ̃   

By computing            , we get  ̃. Further, multiplying this with     
to get  

              
By applying syndrome decoding, we further obtain   . Finally, we 

multiply the last quantity by     to get  . Thus, result.  

3.2 Security of our PKE 
In this subsection, we discuss the security of our PKE, i.e., we show it is 

IND-CPA secure. First we show that   should be used to encrypt only one 
message. Otherwise, there is a catch. Second, we discuss the IND-CPA security of 
our PKE.  

Theorem 3.2: In our PKE, if same   is used to encrypt more than one messages, 
then our scheme succumbs to chosen-plaintext attack.  

Proof: Suppose   is used to encrypt two messages      . The corresponding 
ciphertexts are  

                 ̃                           ̃          
This means that  

     
  
    ̃  

   ̃  
        
       

  ̃ 
 ̃ 
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Clearly, if          is known, then above equality implies that one may 
obtain   . Thus,   should be used only once.  

Theorem 3.3: Our PKE is IND-CPA secure as per Definition if DLPGR is a hard 
problem.  

Proof: As per Definition 2.5,   picks messages    for      .   randomly 
picks         and sends  

                            
In response,   comes out with          and   wins if  

                                                   
This is only possible if     , which is a computationally infeasible task as 

DLPGR is a hard problem. Also, in terms of probability, if order     , where 
  is a large positive integer, then probability that      is  

 . This is negligible. 
Hence, our scheme is IND-CPA secure.  

We know that DLPGR is a quantum-safe hard problem. Thus, our PKE is 
IND-CPA secure in quantum sense.  

3.3 IND-CCA2 KEM 
In this subsection, we show that our IND-CPA secure PKE can be easily 

converted to a IND-CCA2 KEM (key encapsulation mechanism) using the F-O 
transform (slightly tweaked) provided by Fujisaki and Okamoto [3] as follows. 
The main purpose of KEM is to produce a key and the corresponding ciphertext.  

Let   and   be two hash functions from        (arbitrary length bit 
strings) with outputs         bits, respectively. Let pk, sk denote the pubic and 
private keys, respectively.  

3.3.1 Key Generation 
Same as that of IND-CPA PKE. Additionally, let   be a     bit secret 

binary vector, which is a part of sk.  

3.3.2 Encapsulation 
Pick            randomly. Let   ̂                 Deduce 

           Encrypt(      using public key pk of IND-CPA PKE. Further, 
compute  

           ̂   
The symmetric key is   and encapsulated key (or ciphertext) is  . The 

ciphertext is send to other end.  

3.3.3 Decapsulation 
After getting  , apply decryption using IND-CPA PKE to get   . Let 

  ̂                    Deduce               Encrypt(         using 
public key pk of IND-CPA PKE. If     , then  
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           ̂   
Otherwise output  

            

3.3.4 Security of our KEM 
Fujisaki and Okamoto [3] shown that any IND-CPA Psecure KE can be 

converted into an IND-CCA2 secure KEM by using F-O transform. Therefore, 
our KEM is IND-CCA2 secure as per Definition 2.6, provided   and   are 
strong cryptographic hash functions. This KEM achieves the highest possible 
security.  

3.3.5 Features of our KEM 
•  KEM provides a shared key of     bits. It can be easily changed by using a 

new hash function that provides outputs of different sizes.  
•  Note that our KEM never returns failure. Instead it outputs  , which is the 

result of hashing of a secret vector   that is a part of the private key along 
with the ciphertext. This protects against failure boosting attacks.  

•  It does not need padding in contrary to PKE scheme.  
•  It is quantum secure as   and   are strong cryptographic hash functions 

and PKE is IND-CPA secure.  

3.4 IND-CCA2 PKE 
Finally, we propose the last scheme of our work, which is IND-CCA2 secure 

PKE. We obtain this by incorporating IND-CCA2 KEM along with CCA2 
symmetric encryption scheme (SES), e.g., AES-256. This is defined in the 
following algorithms.  

3.4.1 Key Generation 
Same as that of KEM.  

3.4.2 Encryption 
Let          be the message to be signed. We run IND-CCA2 KEM to 

generate      , where   is 256-bit key and   is the ciphertext. Further, we 
encrypt message   using key   via CCA2 SES (i.e., AES-256). The 
corresponding ciphertext is   . The overall ciphertext is       .  

3.4.3 Decryption 
First, decapsulate   via IND-CCA2 KEM to get  . Use this   to decrypt 

   using CCA2 SES. This provides  . 

3.4.4 Security 
It is well-known that combining IND-CCA2 KEM with a CCA2 SES yields 

IND-CCA2 PKE. Thus, our PKE is IND-CCA2. It is also quantum secure as both 
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KEM and SES are. 

4. Parameters for our schemes and Comparison Analysis 
4.1 Recommended Parameters 

From [13], we know that     should be atleast     to attain     bits of 
security via DLPGR. Further, we may take         (Galois field of order  ). 
For Goppa codes, current recommendations are                    . 
This gives         . So, we may take any group of order    . 
Accordingly, to encrypt   bits, we utilize IND-CCA2 PKE, which is the most 
secure. This uses IND-CCA2 KEM as well as SES. The ciphertext size of SES is 
  bits (if its block size divides  ). The size of the ciphertext (or encapsulated 
key) provided by IND-CCA2 KEM is as follows. We note that the total length of 
the message that can be encrypted in one go has length       . We need to 
encrypt     bits via our IND-CCA2 KEM (which further uses IND-CPA PKE) 
(256 bits randomly picked and 256 bits pseudorandom vector, which is output of 
hash function), which means that size of   should be atleast     . 
Consequently, size of ciphertext of IND-CPA PKE becomes      bits. Thus, 
total ciphertext size becomes        bits. We take      , which means 
the size is     . This is very small in comparison to Classic-McEliece ciphertext 
size, which is in several hundred bytes. 

4.2 Comparison with scheme of [16] 
A group ring based PKE was designed in [16] that depends on McEliece 

PKE. For encryption, one can see that IND-CCA2 secure PKE scheme of this 
paper is very fast in comparison to [16]. This is because of usage of KEM (or AES 
for bulk encryption) as well as syndrome computation, both of which are 
lightweight. Especially, matrix multiplication in McEliece is slower than 
syndrome computation. Thus, in terms of computational complexity of 
encryption algorithm, our IND-CCA2 PKE is much faster than that of [16]. The 
complexity of decryption is almost same. 

5. Toy example 
We consider         and       (dihedral group having    

elements). We may represent     as  
                            

We consider the Goppa code         and its parity check matrix as  

  [      
      ]  

We consider matrices   and   as  

  [  
  ]    [

    
    
    

]
   

          [    ]  

Here    is a     identity matrix. This means that  
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   [      
      ]  

Let           with  
                        

The public key is                 for    , where  
                        

The private key is          . 
Let the message to be encrypted be  

  [           ]   
Clearly, its weight is  . We note that  

 ̃      [      
      ]  

[
 
 
 
 
   
 
 
 
 ]
 
 
 
 
 

 [  ]  

Further, we may see that the mapping   is such that  
                                                   

               
The above mapping implies that    ̃      . 

Encryption: We pick     and accordingly, we get  
                           ̃                  
Thus, the ciphertext is        . 

Decryption: First, we obtain      
       

  and subsequently  

 ̃           
   [  ]  

Next, we derive     ̃  Finally, for code  , we apply a syndrome decoding 
and multiply the result by     to obtain the plaintext. 

6. Discussion 
We have put forward three post-quantum schemes in this paper. First one is 

IND-CPA PKE based on group ring and Niederreiter PKE. Further, using this 
PKE, we have proposed an IND-CCA2 KEM. Finally, using this KEM and CCA2 
SES, we have proposed a IND-CCA2 PKE. We have discussed the security of 
these schemes and shown their advantages in comparison to the McEliece version 
of group ring based PKE. We have also discussed a toy example along with the 
parameters sizes to showcase the validity of our IND-CPA PKE scheme. This also 
implies the validity of our IND-CCA2 PKE and IND-CCA2 KEM schemes. 
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