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Abstract
In this work, we introduce a novel asymmetric encryption scheme founded on a non-

commutative algebraic group defined over a specialized group ring, with the proposed 
system relying on the computational hardness of both the factorization with discrete 
logarithm problem (FDLP) and the conjugacy search problem (CSP), which holds a pivotal 
role in preserving the scheme’s security. Security analysis confirms that the scheme 
meets basic cryptographic standards, providing a good level of protection against known 
cryptographic attacks.
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In this work, we introduce a novel asymmetric encryption scheme founded 

on a non-commutative algebraic group defined over a specialized group ring, with 
the proposed system relying on the computational hardness of both the 
factorization with discrete logarithm problem (FDLP) and the conjugacy search 
problem (CSP), which holds a pivotal role in preserving the schemeâ€™s 
security. Security analysis confirms that the scheme meets basic cryptographic 
standards, providing a good level of protection against known cryptographic 
attacks. 
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1. Introduction 
Historically, the development of public key cryptography has been based on 

algebraic structures and hard number theoretic problems, including the integer 
factorization problem (IFP) and the discrete logarithm problem (DLP).  

Prominent examples include the Diffie and Hellman algorithm in 1976 (see 
[1]), the RSA algorithm proposed by Rivest, Shamir, and Adleman (see [2]) in 
1978, and the ElGamal cryptosystem (see [3]), which appeared in 1985. Yet with 
quantum computing threats getting more serious, and ciphers needing to be 
hardened against these, the rise in interest in non-commutative algebraic schemes 
is tangible (see [4-13]). 

In this context, group rings and their associated algebraic structures have 
emerged as promising platforms for the design of public-key cryptosystems. 

http://www.tarupublications.com
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Recent works have demonstrated that cryptographic constructions based on group 
rings, integral group rings, and related algebraic units can provide rich 
non-commutative environments suitable for secure key exchange and encryption 
schemes (see [14],[15]). In particular, Mittal et al. proposed novel public-key 
cryptosystems exploiting the algebraic structure of group rings in combination 
with NTRU-like constructions, highlighting the potential of group ring-based 
frameworks in modern cryptography (see [14]). Similarly, Küsmüş and 
Hanoymak introduced a public-key encryption scheme relying on Bass cyclic 
units in integral group rings, further emphasizing the cryptographic relevance of 
non-commutative group ring structures (see [15]). 

Motivated by these developments, the general linear group over group ring 
constitute a rich platform for constructing cryptographic schemes using the 
algebraic richness and non-commutative properties of these structures. Inspired 
by this idea several recent constructions have suggested protocols relying on the 
factorization with discrete logarithm problem, a computationally hard problem 
designed to give more resistance to the known attacks (see [8, 16]).  

The proposed work develops a new public-key cryptosystem utilizing the 
structure of the general linear group built on a special group ring        where 
   is a finite field of order   (  is a power of a prime  ) and    is the dihedral 
group of order    (     ), we provide a description of the processes of key 
generation, encryption, and decryption. The security of our cryptosystem relies on 
the joint hardness of two problems: the factorization with discrete logarithm 
problem (FDLP) and the conjugacy search problem (CSP) (see [5, 17]). By 
embedding both problems in a non-abelian environment, the proposed system 
aims to achieve effective resistance against well-known classical attacks, 
including: Ciphertext-only attacks, Known-plaintext attacks, and Chosen- 
plaintext attacks. 

This paper is organized as follows. The first section provides preliminary 
overview of essential definitions and concepts required throughout the paper. The 
second section presents the proposed public key cryptosystem, including the key 
generation, encryption, and decryption processes. The third section illustrates the 
system through a numerical example, while the final section analyzes and 
discusses the security of the proposed cryptographic scheme. 

2. Preliminaries 
We begin this section by introducing some definitions that will be important 

in what follows.  
Definition 2.1: (FDLP). Consider a finite non commutative group   (of order 
      ) and two known elements        The FDLP asks for the 
identification of an element     together with an integer     satisfying: 
     .  

Definition 2.2: (Conjugacy Search Problem (CSP)). Consider a non commutative 
group  , and       be conjugate if their exists    , such that        . 
The conjugacy problem is to find the element  .  
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Remark 2.1: The security and computational hardness of the FDLP and CSP are 
discussed in [8, 13, 16]. Moreover, the common cryptographic attacks described 
in [10, 17] have been shown to be ineffective against these problems.  

Definition 2.3: (Dihedral group). Let      , the dihedral group    is 
given by:  
                           
                                             
and        .  

Definition 2.4: (Group ring [18]). Consider a field   and a group  . The group 
ring      consists of all finite sums of the form:  
    ∑                    . 

Given two elements   ∑         and   ∑        , the operations of 
addition and multiplication in      are defined as follows:  
      (∑        )  (∑        )  ∑     (     )   
and  
     (∑        ) ∑          ∑     (∑            )   

Example 2.1: Consider the dihedral group                       
    , and the group ring        with identity  . Let           , such that:  

        
               

Then:  
                   
                  

Now, we consider the general linear group            , consisting of all 
invertible     matrices under matrix multiplication. Let       
           , such that:  

     [
   
   
   

]     [
   
   
   

]  

Then: 

     [
    
    
      

]  [
    
            

                    
]  

3. Cryptographic protocol 
In this section, we present a cryptographic protocol that utilizes the general 

linear group over a group ring. This cryptosystem is based on two hard problems 
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are: the conjugacy search problem (CSP) and the factorization with discrete 
logarithm problem (FDLP).  

Definition 3.1: (Public Key Cryptography (PKC) [19]). A public key 
cryptosystem is defined as a triplet         such that:  
•    denotes a finite set referred to as the key space. 
•    denotes a finite set referred to as the plaintext space. 
•    denotes a finite set referred to as the ciphertext space. 
•  For every pair          , there exist an encryption function     and a 

decryption function     satisfying:  
1. For any plaintext    , the ciphertext is:              .  
2. For any ciphertext    , the plaintext is:              .  
3. For any plaintext    :                    .  

Definition 3.2: (Homomorphic Encryption [20]). A public key encryption 
scheme         is said to be homomorphic if, for every key pair         
 , there exist algebraic structures      ,       such that:  
•    is the plaintext space and             is the ciphertext space.  
•  For all messages        , and for ciphertexts         where 

              and              , we have:  
                     

3.1 Our cryptosystem 
Our encryption scheme consists of three stages: key generation, encryption, 

and decryption. We consider two users, denoted by "Bilel" and "Amel". Suppose 
that "Bilel" wishes to transmit a message to "Amel" over a potentially insecure 
communication channel. 

Let        be the group ring, and define               the group of 
all invertible     matrices whose elements are in       . Let   be a 
commutative subgroup of  , and let     of order   (where   is very large). 
We denote by       the centralizer of   in   . The public parameters are: 
     , and  .  

Key generation 
Amel chooses                  , and                 , 

she computes: 

{
 

        
        
       
        

 

Then takes: {                                  
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Encryption 
1.  Bilel chooses at random an element           along with a secret 

positive integer   where        , and then computes          
2.  The message is transformed by Bilel into a matrix  , belonging to the 

semigroup           .  
3.  Bilel encrypts the message   using the encryption function:  

                          
           

 where {                         
  ∏   

                           
 

4.  Bilel sends the encrypted message           to Amel .  

Decryption 

1.  Amel computes: 

{
 

          
          
         
          

  

2.  Amel decrypts the message   using the decryption function:  
                          

           
 

Correctness 
Since:       and      , then: 

{
 

  
                              

                                  
                               
                                  

 

And we have, for any             :                       
               

Proposition 3.1: Let    and    be two messages in the semigroup 
          , we have:  

                          

Proof: Let    and    from the semigroup           , then:  
                  

             

                
 

Corollary 3.1: The cryptosystem proposed is homomorphic encryption.  
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Remark 3.1: We regard the message as belonging to the semigroup 
          , as neither encryption nor decryption requires the inversion of the 
matrix  .  

4. Numerical example 
Let be the dihedral group                           . We 

consider the group            , and define the abelian subgroup   

{[
   
   
   

]            } and   [
    
    
   

] of order     .  

Key generation 
Amel chooses the values of                 where           

        , along with the matrices   [
   
   
   

]      [
   
   
     

]. 

The following computations are then performed: 

       [
    
    
   

] [
   
   
   

]  [
    
    
   

]; 

        [
   
     
   

] [
   
   
     

]  [
   
     
     

]; 

       [
    
    
   

] [
   
   
     

]  [
    
    
     

]; 

        [
   
   
   

] [
   
   
       

]  [
   
   
       

]  

Amel's private key is                   , and the corresponding public 
key is                   .  

Encryption 

Bilel chooses             and   [
   
   
      

].  

Then computes: 

       [
    
     
   

] [
   
   
      

]  [
    
     
      

]   
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         [
    
     
   

] [
    
    
   

] [
   
   

      
] 

 [
    
     

           
]; 

         [
    
     
   

] [
   
     

     
] [

   
   

      
] 

  [
   
   

            
]; 

         [
    
     
   

] [
    
    
     

] [
   
   

      
] 

  [
    
    

            
]; 

         [
    
     
   

] [
   
   

       
] [

   
   

      
] 

  [
    
    

              
]; 

               [
    
     

              
]

     [
   
     

                          
]

 [
    
    

                          
]  

  

and its inverse:  

    [
   
    

                                
]  
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Let the message   [
     
   
    

]            . Then Bilel computes: 

          

[
     

     
                                              

]   

Then sends the ciphertext           to Amel. 

Decryption 
For decryption, Amel computes: 

         [
    
    
   

] [
    
     
      

] [
   
   
   

] 

  [
    
     

           
]; 

          [
   
     
   

] [
    
     
      

] [
   
   

     
] 

 [
   
   

            
]; 

         [
    
    
   

] [
    
     
      

] [
   
   
     

] 

  [
    
    

            
]; 

          [
   
   
   

] [
    
     
      

] [
   
   

       
] 

 [
    
    

              
]; 

and                                 [
     
   
    

]      
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Security 
We study three famous attacks:  

1.  COA security model: 
 Let us take the ciphertext           corresponding to the plaintext    

where     . This leads to the system:  

{         
          

 

 Consequently, recovering the plaintext from the ciphertext requires 
knowledge of    and   . However, this task is as difficult as solving the 
problem of finding the conjugation in a non commutative group and the 
factorization with the discrete logarithm problem [8, 16]. As a result, it is 
infeasible to determine      . Instead, the attacker assumes a randomly 
invertible element     , leading to   

        . The consequence is 
a complex system of equations that cannot be solved efficiently.  

2. KPA security model: 
 Given a known plaintext ciphertext pair         for     , an attacker's 

objective is to determine the plaintext      linked to the ciphertext     . In 
our designed public-key cryptosystem (PKC), new private keys       are 
selected for each encryption process, ensuring that the session key 
        varies with every session. As a result, knowing a previous 
plaintext-ciphertext pair does not reveal any details concerning later pairs, 
there by ensuring the security of our protocol against this type of threat.  

3.  CCA security model: 
 In a chosen ciphertext setting, an attacker can determine the original 

message that corresponds to a given ciphertext          . By choosing 
an invertible matrix               at random, the attacker can 
compute a modified ciphertext             , which results in     . 
Subsequently, the attacker can derive the original plaintext by computing 
         . Nevertheless, in the system we propose, the ciphertext is 
structured as           ∏   

        ∏   
        . Given that   and 

  do not commute, executing this attack is not possible.  

Conclusion 
In this work, we proposed a cryptosystem based on the factorization with 

discrete logarithm problem (FDLP) and cojugacy search problem (CCP) utilizing 
the general linear group constructed on the group ring       . Through our 
analysis, we showed that the proposed scheme offers a good level of security and 
can resist several known attacks commonly targeting such cryptographic 
protocols.  
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