
©

Solving noisy systems of equations to enhance side-channel attacks on 
Dilithium

Konstanty Junosza-Szaniawski *
Piotr Lewandowski †

Faculty of Mathematics and Information Science
Warsaw University of Technology
Pl. Politechniki 1
00-661 Warsaw
Poland

Abstract
 CRYSTALS-Dilithium, known also as FIPS-204 is one of the post-quantum signature 

schemes standardized by NIST. In this paper we investigate and enhance a side-channel 
attack on Dilithium proposed by Marzougui et al. [18], which leverages leaked data to recover 
parts of the private key. Recovery involves employing a MILP model to solve a noisy system 
of linear equations. We propose two new integer optimisation models, one linear and one 
nonlinear, which aimed at improving the efficiency of the attack. In particular, the nonlinear 
model improved success rates by up to 84 percentage points, significantly improving the 
practicality of attacks in scenarios with limited data and higher levels of noise. Our results 
emphasize the need for defensive measures in Dilithium implementations, protecting against 
side-channel attacks. 

Subject Classification:  94A60, 90C05, 90C26. 

Keywords: Dilithium, Side-channel attacks.

*	E-mail:	konstanty.szaniawski@pw.edu.pl (Corresponding Author)
†	 E-mail:	piotr.lewandowski11.stud@pw.edu.pl

*	ORCID-ID: 0000-0003-0352-8583

Journal of Discrete Mathematical Sciences & Cryptography
ISSN  0972-0529 (Print), ISSN  2169-0065 (Online)
Vol. 29 (2026), No. 6,  pp. 2333–2347
DOI : 10.47974/JDMSC-2598

 
 
CRYSTALS-Dilithium, known also as FIPS-204 is one of the post-quantum 

signature schemes standardized by NIST. In this paper we investigate and 
enhance a side-channel attack on Dilithium proposed by Marzougui et al., which 
leverages leaked data to recover parts of the private key. Recovery involves 
employing a MILP model to solve a noisy system of linear equations. We propose 
two new integer optimisation models, one linear and one nonlinear, which aimed 
at improving the efficiency of the attack. In particular, the nonlinear model 
improved success rates by up to 84 percentage points, significantly improving the 
practicality of attacks in scenarios with limited data and higher levels of noise. 
Our results emphasize the need for defensive measures in Dilithium 
implementations, protecting against side-channel attacks.  
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1. Introduction 
The National Institute of Standards and Technology (NIST), which is part of 

the U.S. Department of Commerce, released a standard for a 
Module-Lattice-Based Digital Signature on August 13, 2024 [1]. It is one of the 
results of a 7 years long effort to design and standardize new digital signature and 
encryption algorithms [2], that would remain secure even in the presence of a 
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results of a 7 years long effort to design and standardize new digital signature and 
encryption algorithms [2], that would remain secure even in the presence of a 
general purpose quantum computer. We have known for almost 30 years that the 
currently used cryptographic methods as well as many designed nowadays [3, 4], 
based on the number factorisation or discrete logarithm , can theoretically be 
broken by employing Shor's algorithm [5]. There are also cryptosystems and 
digital signatures [6, 7] based on quadratic residue problem, but there is also 
quantum algorithms for that problem [8]. 

The need to replace those schemes has become more urgent due to rising 
interest in creating a quantum computer, with research in that field being funded 
by organisations such as Google, Microsoft and NASA [9, 10, 11]. 

With Shor's algorithm and a quantum computer at hand, we would have a 
way of efficiently solving both the factorization and discrete logarithm problems, 
which are the basis of the widely used RSA and ECDSA schemes. Proposed 
alternatives to these include lattice, isogeny, code, multivariable and hash based 
solutions [12, 13, 14, 15, 16]. Out of the three post quantum standards released by 
NIST two are lattice-based and one is hash-based. The aforementioned 
Module-Lattice-Based Digital Signature is derived from CRYSTALS-Dilithium 
(or simply Dilithium) [17], which is the main focus of this paper. 

In particular, we will analyse a known side-channel attack on Dilithium, 
described in Marzougui et al. [18]. Side-channel attacks are one of the more 
potent and hard to prevent ways of compromising security of a system, as they 
depend on exploiting an unexpected vector of attack. Some known examples 
include measuring power consumption of a processor [19], response times of an 
application, execution time of some particular operations [20] or even the sounds 
produced by a keyboard or a monitor in some critical moment [21, 22]. In our case 
it is a power based attack, aimed at one of the helper functions in the reference 
implementation of Dilithium. It is not necesarilly an issue with the method itself, 
but still some precautions should be taken to defend against it, whenever one tries 
to implement either Dilithium or it's successor in FIPS 204. 

Security of Dilithium relies on the hardness of the Learning With Errors 
problem (LWE) [12]. In short, we consider solving a system of equations of the 
form         for known     and small but unknown   to be 
computationally difficult. In particular, at one point in the signature generation 
algorithm we perform an assignment of the form               where   and 
  are publicly available as a part of the signature and    is a part of the private 
key. In general, obtaining    is computationally hard, but using a side-channel 
leak in a different part of the procedure allows an attacker to gain information 
about which elements of   are equal to zero, with some probability of a false 
positive [18]. This leads to a new system of equations of the form       with 
some being incorrect. Directly solving this system would therefore yield a 
solution  ̂ that is different from    that we would like to obtain. In the original 
attack a simple MIP model is employed to find an integer solution that maximises 
the number of solved equations, which, if the majority of equations is correct, 
should be equal     Ravi et al. [23] it is shown that knowing only    is enough to 
allow an attacker to forge signatures. 
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In this work, we propose two alternative models for the integer optimisation 
problem employed in the attack from [18]. It is used to solve a noisy set of 
equations, by looking for values that maximise the number of fulfilled equations. 
The main idea behind the new models is expanding the objective function to value 
not only fulfilled equations, but also equations that are off by a small value. We 
were looking for a way to increase the value of partially correct solutions, while 
possibly limiting the impact of errors. The intuition for that approach is that 
getting most of the values right should result in the differences being small for the 
correct equations, and large for the erroneous ones. From our tests, the proposed 
model with an exponential objective function performs significantly better than 
both the original model, and our linear alternative, which are similar to each other 
in performance. 

2. Background 
Dilithium is a variation of the Fiat-Shamir with aborts approach to 

constructing signature schemes. Particular implementations are dependent on 11 
parameters. Following in the footsteps of Marzougui et al. [18] we focus on 
values corresponding to NIST Security Level 2, which are presented in table 1: 

 
Table 1 

Parameters of Dilithium 
 

NIST Security Level 2 
Parameters  

  [polynomial degree]  256 
  [modulus]  8380417 
  [dropped bits from  ]  13 
  [# of ±1’s in  ]  39 
Challenge entropy [           ]  192 
   [  coefficient range]      
   [low-order rounding range]           
      [dimensions of  ]  (4, 4) 
  [secret key range]  2 
  [   ]  78 
  [max. # of 1’s in the hint  ]  80 

 
To explain the general notion of the attack we present below a simplified 

description of the signature generation algorithm in Dilithium. It is important to 
note that     and    are 4--element vectors of polynomials from             - 
the ring of polynomials with integer coefficients modulo  , reduced by the 
polynomial         while               is just a single polynomial. 
Polynomials in   and   have potentially large coefficients, up to      
       the set of all such polynomials is denoted       The possible 
coefficients of    are               and in the case of   just              
denotes a set of polynomials with coefficients          that contain exactly   
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non-zero elements. Function SampleInBall generates such a polynomial for a 
given seed.   is an extended output function (XOF), in particular SHAKE-256. 
HighBits and LowBits are supporting algorithms specified in [17], that extract 
either the high or low bits from an element of     The signature generation 
algorithm proceeds as follows. First         is generated pseudo-randomly, 
with the seed depending on the secret key and message. Then using   and the 
message we generate the polynomial       With   and   we can calculate 
         If   fulfils the condition ‖ ‖       or if ‖           
        ‖       then   is discarded and the procedure is restarted. 
Otherwise       is returned as the signature.  

 
Algorithm 1 Dilithium Signature Generation  

1: function SIGN sk =            , m 
2:       
3:  while     do 
4:            
5:        
6:            
7:   if ‖ ‖       or ‖                   ‖       
 then 
8:         
9:   end if 
10:  end while 
11:  return         
12: end function 
 
The leak enabling our attack happens in the process of generating   in line 4. 
Reference implementation of Dilithium uses a function that can be power profiled 
to reveal whether certain positions of   are equal to 0. In line 6 we can notice that 
the value of   depends on     and     Values of     are publicly know, as they 
form the signature itself. Which means that, with the additional knowledge of   
from the leaking function, the only unknown that remains is     which is a part of 
the secret key. To retrieve    we need to:  
1.  Sign some messages while monitoring power consumption.  
2. On the generated power profile run a machine learning model that 

recognises whether some coefficients in   are 0, with some error 
probability.  

3. For each found 0 at some position   we get a single linear equation of the 
form           , in which the variables are the coefficients of the i--th 
polynomial in     Incorrect classifications introduce noise into the system.  

4. Solve the noisy system of equations using optimisation methods to retrieve 
  .  
In this work we focus on improving step 4, by altering the model introduced 

in [18]. The attack described in [18] followed the framework described above. In 
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more technical terms, a ChipWhisperer device is used for power profiling the 
polyz_unpack function from the reference implementation of Dilithium. 
Messages to sign were chosen uniformly at random. For       the 
corresponding coefficient in   is small with high probability -          
       To decrease the chance of a false-positive, the machine learning classifier 
was only run if   contained such a small coefficient. Each positive classification 
on     resulted in an additional equation            being recorded. 
Afterwards, the generated set of equations was solved using a least squares 
method to provide a solution candidate: a non-integer vector, with values that 
might be close to coefficients of     Two MILP models were then run, one base 
and the other extending it by considering the candidate solution as a hint. We 
aimed to improve the base model, as all of our modifications could be just as well 
performed on the model with hints. 

3. Models 
The noisy system of equations obtained from the leak is solved with the help 

of a mixed integer programming model. The base model, introduced in [18] aims 
to maximise the number of fulfilled equations. For an alternative form of the 
equations, obtained by moving every term to the left hand side to get     
      ̂      we consider the value of the left hand side. Every 0 on the left side 
contributes 1 to the objective, while every other value does not contribute at all. 
The idea behind the new models is to also reward small, but non-zero left side 
values, scaled with the distance from 0. Let   be the value of the left hand side, 
             ̂     Then, for the linear model the reward is          

     
while in the nonlinear case, the reward is   

 
    Plot in Figure 1 displays the three 

functions side by side. 
  

 
Figure 1 

Plot of objective function contribution for an equation that diverges from equality by 
a certain amount 
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We limited our experiments to just the first vector in     as every vector can, 
and even should be retrieved independently, to limit the dimension of the 
optimization problem. From this point, whenever    is referenced it signifies just 
the first vector. All of the models are written with just that single vector of 256 
variables in mind. Each model takes as input a set of equations indexed by two 
numbers        where   is the position in   that was classified as 0, and   is the 
number of the message that was signed to generate the equation. We will denote 
the set of indices by    For every         we have an equation of the form 
          ̂      where  ̂ is the unknown vector. The parameter       is a 
rough estimate of a small integer that is still larger then the left hand side values.  

3.1 Base model 
This model uses two sets of variables: integer   ̂                  

and binary                       

 

     ∑             
     ∑   

          ̂    ∑     
            ̂                              

     ∑   
          ̂    ∑     

            ̂                            
     ̂                                                                                                    

 

For a given         an assignment       indicates that  

      ∑   
          ̂    ∑     

            ̂        
so the equation           ̂   holds. Our objective is to maximise the number of 
        for which        so the number of fulfilled equations. 

3.2 Linear relaxation 
This model builds on the base model by modifying existing constraints and 
adding new ones for the purpose of altering the objective function. The goal was 
to assign a positive value to equations that are slightly off. Position of the cut-off 
point, which corresponds also to the slope of the objective function, was 
determined experimentally and set to 5. Hence in this model the input to the 
objective function for each         is          

            ̂    . To 
achieve that, we use four sets of variables:  
•    ̂                  - represent the value of the current solution,  
•                     - represent the distance from 0 in the equation 

indexed        We can estimate the possible distance for the incorrect 
equations using the bounds introduced in [18]. We know that        ̂    
     and that                with high probability, where       
are parameters of Dilithium (as specified in table 1) and  

            
    

Therefore ⌊          ̂  ⌋       
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•                      - equal to 1 when the distance is smaller than 5 and 
equal to 0 when it is larger,  

•                      - value of the objective function contribution for 
the equation, as described above.  

 

     ∑             
     ∑   

          ̂    ∑     
            ̂                                   

     ∑   
          ̂    ∑     

            ̂                                
                                                                                                 
                                                                                                         
          

                                                                                  
                                                                                                                 
     ̂                                                                                              

 

Substituting the right hand side in the first two constraints of the base model 
gives us  
           ∑   

          ̂    ∑     
            ̂         

We then relate the other variables to     as follows. For a given         
an assignment       indicates that               conversely an 
assignment       indicates that               So       if and only if 
the distance     is not larger than 5. Furthermore for       we get       
   
  and       we get       which means that we get the desired objective 

function contribution:  

      {  
   
            

          
 

3.3 Nonlinear relaxation 
This model achieves a similar objective function to the linear model (see 

figure 1) with three times fewer auxiliary variables, by using a nonlinear objective 
function. The only variables used are:  
•    ̂                  - represent the value of the current solution,  
•                     - represent the distance from 0 in the equation 

indexed        with the constraints derived the same way as in the linear 
model above.  

     ∑           
 
     

     ∑   
          ̂    ∑     

            ̂                                     

      ∑   
          ̂    ∑     

            ̂                                 
     ̂                                                                                              
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This model changes existing constraints from the base model in the same 
way as the linear model, without introducing new ones. The  

  coefficient in the 
objective function was chosen experimentally. 

4. Experimental Setup and Results 
4.1 Experimental Setup 

We simulated the leak by collecting the relevant data from the signing 
process for a known private key. We collected 900 equations and about 40000 
potential false positives from 300000 signatures. Then, for certain values of 
parameters     we have randomly chosen       equations from the first set 
and   of the equations from the second set. We wanted to minimize the number 
of equations that would still allow us to retrieve    with a certain number of 
errors. Using more than 256 correct equations for 256 variables in     means that 
they form an overdetermined system, with a solution equal to     For each pair of 
                   and              we generated 50 data sets. 

Each set was run with each model on an Intel i5-1340P processor, using up 
to 16 threads. Execution was stopped after 5 minutes or after reaching a 6% 
primal/dual gap, at which point, the returned solution was recorded. We marked 
the run as a success if the obtained solution was equal to     and as a failure 
otherwise. 

4.2 Experimental Results 
The main conclusion states that the exponential model emerged as a clear 

winner, with noticeably better performance, especially in the data sets with larger 
numbers of errors. For the harder inputs it outperforms the other models by 50, 52 
or even 84 percentage points, which significantly improves the potential for a 
successful attack. This advantage is especially crucial in scenarios with limited 
amounts of leaked information, further enhancing the practical applicability of the 
nonlinear model. 

Table 2 
Number of timeouts out of 50 runs 

data set model 
(lr)1-5 errors correct base linear nonlinear 

20 256 32 27 15 
20 261 23 22 4 
20 266 16 15 4 

 
A second conclusion is that the base and linear models exhibit similar 

performance; although, the linear model has an objective function closer to that of 
the nonlinear model. On the downside, it involves the highest number of variables 
and constraints out of our three models, which appears to outweigh the 
advantages granted by the improved objective function. However there are still 
cases in which the linear model performs better than the base one. Table 2 shows 
the results for cases in which the linear model reached the time limit in fewer runs 
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than the base model. This gives hope that increasing the timeout may allow the 
linear model to achieve better results than the base model. 

[H] Exact results of the experiments are presented in figures 2, 3 and 4.  
  

  
Figure 2 

Performance of the original model,   axis 
signifies the number of correctly classified 
equations, the   axis indicates the number 

of errors 

Figure 3 
Performance of the new model,   

axis signifies the number of correctly 
classified equations, the   axis 
indicates the number of errors 

  

 
Figure 4 

Performance of the new model,   axis signifies the number of correctly classified 
equations, the   axis indicates the number of errors 

5. Future work 
We believe that there are still some aspects of our work that could benefit 

from further investigation. Future research could focus on tweaking parameters in 
our test setup, changing the used model and solver, or using different data sets, 
including real life data. 

The most natural follow-up to this work would be a more in-depth analysis 
of model performance in relation to test parameters. Adjusting the primal-dual 
gap might improve execution time, by allowing the solver to finish earlier. In 
particular it might be interesting to experiment with gaps correlated to the number 
of errors in data, as that is possible to approximate based on the accuracy of 
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whatever classifier we are using. Setting a different timeout might also provide 
more accurate data about the differences in speed between the models. Our 
chosen timeout of 5 minutes turned out to be adequate to compare their 
performance, but there is a possibility that a longer, but still acceptable in practice 
timeout, for example 10 or 15 minutes could increase the number of successful 
runs and further differentiate between the linear and base models. 

Another potential area of investigation covers the use of other solvers. For 
our experiments we have used Gurobi while the original work of Marzogui et al. 
[18] used SCIP. It might be interesting to see whether the differences between 
model performance are preserved when using a different solver. 

There is also a direction that we have not explored at all - attempting to 
retrieve the key from a smaller number of equations. Using an underdetermined 
system would mean foregoing the guarantee that the key is the optimal solution, 
but it might still be recovered as one of the possible solutions. With some 
additional method of checking alternative solutions, it might provide a way to 
facilitate attacks requiring an even smaller number of equations. 

Performing the tests on "real life" data, which was generated by actually 
performing the power analysis of a processor would verify our results in a 
practical setting. Unfortunately that requires access to specialised hardware, for 
example a ChipWhisperer device, which was used in the original attack. Access to 
this kind of data would also provide opportunities to devise more specialised test 
cases, as well as attempt extending them to a full end-to-end attack. 

Appendix 
A. Code Listings of AMPL models 
A.1 Base 
# global parameters  
param POLY_DEGREE = 255;  
set INDICES = 0 .. POLY_DEGREE; 
 
# set of message numbers  
set L dimen 2; 
 
# system of equations we are trying to solve  
# z = c * s  
param zL integer;  
param CL, INDICES integer;  
var sINDICES integer; 
 
# auxiliary variable to model equality as two inequalities  
param K = 700; 
 
# whether a given equation is satisfied  
var xL binary; 
 
# we are looking for the solution that satisfies the most equations  
maximize number_of_equations: sum (m,j) in L x[m,j]; 
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subject to equation_right (m,j) in L:  
 z[m,j] - sum i in INDICES: i <= j C[m,j,i]*s[j - i]  
  + sum i in INDICES: i > j C[m,j,i]*s[POLY_DEGREE + 1 + j - i]  
   <= (1 - x[m,j]) * K; 
 
subject to equation_left (m,j) in L:  
z[m,j] - sum i in INDICES: i <= j C[m,j,i]*s[j - i]  
 + sum i in INDICES: i > j C[m,j,i]*s[POLY_DEGREE + 1 + j - i]  
 >= - (1 - x[m,j]) * K; 
 
subject to small_s i in INDICES: -2 <= s[i] <= 2;  

A.2 Linear 
# global parameters  
param POLY_DEGREE = 255;  
set INDICES = 0 .. POLY_DEGREE; 
 
# set of message numbers  
set L dimen 2; 
 
# system of equations we are trying to solve  
# z = c * s  
param zL integer;  
param CL, INDICES integer;  
var sINDICES integer; 
 
# auxiliary variable to model equality as two inequalities  
param K = 700; 
 
# relaxation parameters  
param max_relaxation = 91;  
param rel_coef = 1 / card(L);  
var rL >= 0, <= max_relaxation; 
 
# cut-off reward function  
param cutoff = 5;  
param reward_coef = 1;  
var reward_valueL >= 0, <= reward_coef;  
var reward_activeL binary; 
 
# reward small errors as well as satisfied equations  
maximize distnace_rewards: sum (m,j) in L (reward_value[m,j]); 
 
subject to equation_right (m,j) in L:  
 z[m,j] - sum i in INDICES: i <= j C[m,j,i]*s[j - i]  
  + sum i in INDICES: i > j C[m,j,i]*s[POLY_DEGREE + 1 + j - i]  
  <= r[m,j]; 
 
subject to equation_left (m,j) in L:  
z[m,j] - sum i in INDICES: i <= j C[m,j,i]*s[j - i]  
 + sum i in INDICES: i > j C[m,j,i]*s[POLY_DEGREE + 1 + j - i]  
 >= - r[m,j]; 
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subject to no_reward_for_big_errors (m,j) in L:  
 r[m,j] - cutoff <= K * (1 - reward_active[m,j]); 
 
subject to reward_smaller_errors (m,j) in L:  
 cutoff - r[m,j] <= K * reward_active[m,j]; 
 
subject to reward_value_bound (m,j) in L:  
 reward_value[m,j] <= reward_coef - (reward_coef / cutoff) * r[m,j] + K * (1 - 
reward_active[m,j]); 
 
subject to reward_only_when_active (m,j) in L:  
 reward_value[m,j] <= reward_active[m,j]; 
 
subject to s_size i in INDICES : -2 <= s[i] <= 2; 
 

A.3 Nonlinear 
# global parameters  
param POLY_DEGREE = 255;  
set INDICES = 0 .. POLY_DEGREE; 
 
# set of message numbers  
set L dimen 2; 
 
# system of equations we are trying to solve  
# z = c * s  
param zL integer;  
param CL, INDICES integer;  
var sINDICES integer; 
 
# auxiliary variable to model equality as two inequalities  
param K = 700; 
 
# relaxation parameters  
param max_relaxation = 91;  
param rel_coef = 1 / card(L);  
var rL >= 0, <= max_relaxation;  
param exp_coef = 0.5; 
 
# reward small errors as well as satisfied equations  
maximize distnace_rewards: sum (m,j) in L (exp(-r[m,j] * exp_coef)); 
 
subject to equation_right (m,j) in L:  
 z[m,j] - sum i in INDICES: i <= j C[m,j,i]*s[j - i]  
  + sum i in INDICES: i > j C[m,j,i]*s[POLY_DEGREE + 1 + j - i]  
   <= r[m,j]; 
 
subject to equation_left (m,j) in L:  
z[m,j] - sum i in INDICES: i <= j C[m,j,i]*s[j - i]  
 + sum i in INDICES: i > j C[m,j,i]*s[POLY_DEGREE + 1 + j - i]  
  >= - r[m,j]; 
 
subject to s_size i in INDICES : -2 <= s[i] <= 2;  
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