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Abstract 
The need of safe information hiding has been on the rise in the context of 

the digital communication with the growth of sharing of online data spread 
exponentially. This paper presents a new method called the optimized 
Heterogeneous Image Steganography Network (HISN) in which the various 
attributes of heterogeneous images are used to greatly improve data hiding and 
security. HISN makes secret images highly invisible and accurate under cover 
images using convolutional neural networks. HISN, being made of three 
networks, which are interconnected, the Preparation Network, the Hiding 
Network and the Reveal Network is highly sensitive to control the optimized 
embedding processes and the decoding processes. HISN is strong and reliable, 
with a training accuracy of 92.64% and a testing accuracy of 90.47. The cover 
images are similar to the original images and the results of the encoder images, 
the secret images are similar to the original images, so there is an effective data 
hiding and recovery.  
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1. Introduction 
The necessity to secure confidential data against unauthorized access by 

the third parties has increased due to the blistering development of the online 
data share in the digital world. Some of the fundamental methods in the area of 
information security are cryptography, watermarking, and steganography [1]. 
Image steganography generally embeds secret data within digital images by 
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preserving the visual fidelity of the cover media [2–4]. Contrastingly, 
heterogeneously distributed images that consist of images with different format, 
compression schemes, resolution, textures, and color statistics give intrinsic 
variability which forms a powerful obstruct to steganalysis models. To an 
attacker, the variability of images in and of itself might impose generalization in 
heterogeneous distributions, making the detection more inaccurate with 
improved security of the secret communication. JPEG uses lossy compression 
mechanism that changes the frequency coefficients and frequently damages or 
removes the data embedded in it hence making it hard to hide [5]. PNG is 
lossless, but has a fairly limited embedding capability and is not as flexible in a 
variety of applications [6]. BMP images have pixel-level accuracy but have 
excessive storage and transmission overheads [7]. Robustness can be enhanced 
through frequency-domain methods, but maintaining invisibility at all formats is 
a difficulty [8].  

Also, a number of steganographic systems that are based on deep learning 
(DL) are developed on homogeneous data and, therefore, have low 
generalizability on a wide range of image types like BMP, PNG, and JPEG [9]. 
These constraints are also revealed by the more developed steganalysis 
structures, which uses the format-specific, and the dataset-specific artifact to 
identify the concealed content [10]. Based on these insights, the paper suggests a 
DL-driven model, the Heterogeneous Image Steganography Network, that is 
meant to capitalize on the inherent benefits of heterogeneous images to the 
security of data hiding.  

This paper presents HISN as an emerging paradigm that is explicit in 
exploring image heterogeneity to provide steganographic security, 
imperceptibility, and resistance to state-of-the-art steganalysis.  

2. Related works 
In this section, the author will review some of the major advances in the 

field of image steganography by classifying previous works according to their 
method.  

2.1 Traditional Embedding-Based Steganography 
Sarkar and Samanta [11] came up with a method that conceals information 

in portions of the image with high variation (edges) and thus it is more difficult 
to detect. The small 2x2 blocks of pixels together with a scrambling technique 
known as the Arnold Map were employed by Pattanayak et al. [14] to make the 
hidden data less predictable, and thereby enhance the security, yet making it 
susceptible to noise and image format alterations. As proposed by Shawkat, 
Tagougui, and Kherallah [16] and Lan, Wang, and Lin [17], the techniques rely 
on optimization and complex mathematical patterns to conceal greater volumes 
of data, but they tend to fail when the image is subjected to various alterations 
Rai et al. [18]. 
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2.2 Deep Learning–Based Steganography 
Sarkar et al. [12] addressed the issue of color fading during hidden-image 

technologies, particularly in images generated in Internet of Things (IoT) 
equipment. Kiltz et al. [13] were interested in preserving the quality of the 
images and also ensuring the possibility of tracing the changes in case they were 
necessary.  

2.3 Heterogeneous and Multi-Format Steganography 
Giboulot, Pevný, and Ker [8] demonstrated that it is more difficult to use 

detection tools to detect hidden content when one works with broad types of 
images. Halboos and Albakry [9] examined systems that adapt to varying image 
features and found that the more the increased the complexity of things when 
different image types are involved. A method that was proposed by Taheri and 
Rahbar [15] conceals the data but not the image itself; it uses fragments of 
natural images in its place. Shahid and Imtiaz [10] have suggested a cloud-based 
system, which consists of hidden-image that can be used to store the images 
securely yet due to the fact that it relies on the particular image formats. Dabas 
et al. [19] discussed the effect of data fairness in the image processing 
applications. 

Most of the works, however, do not cover more than one area. The 
problem is that there remains an apparent void in coming up with a single 
methodology to harness all these strengths particularly one that can be 
compatible with a broad array of image formats. This is the primary problem 
that the proposed HISN method should resolve. 

3. Proposed Methodology 
The methodology presented here has been proposed to solve the problem 

of securing digital images in case of steganography, namely; Heterogeneous 
Image Steganography Network (HISN).  

It makes use of dissimilar images of different resolutions, color 
distributions, and texture properties, creating a complex embedding pattern. The 
HISN technique will be able to support various image formats considering the 
way each of them manages and compresses data. To stabilize the process in 
these formats, all the images are decoded and turned into a common form. At 
that, they are resized and brought to the same scale. The procedure of Figure 1 
combines superior preprocessing, embedding schemes, and effective data 
extraction algorithms of the secure data concealment. 

Image-centric process has the data preparation, normalization, analysis of 
pixels, and training. The tiny-ImageNet data is loaded, normalized, resized and 
pre-processed to fit deep learning systems.  

              
         
   

  (1) 

Image resizing is crucial in providing uniform input sizes throughout the 
dataset, which is useful in processing images in batches in neural networks. 
Mathematically, the resizing transformation of pixel value I (x, y) of the original 
image to the resized image is as, 
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Figure 1 
Flow chart for the suggested methodology 
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This step subtracts the mean pixel values           (calculated over the 
ImageNet dataset) to centre the pixel distribution around zero, as shown in 
equation (3). 
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The JPEG decoding whose mathematical representation is the inverse DCT 
(IDCT) can be represented as equation 4 below: 
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In this case, C(u, v) is the DCT coefficients and NNN is the block size (in 
JPEG, 8 x 8 is usually used). As an example, the single pixel at location (x, y) in 
any format is denoted to be, 
   (   )      (   )  (   )  (   )   (5) 

In which R, G, B represent the intensity of the red, green and blue colors, 
respectively.  

3.1 Feature Extraction for Pixel Analysis 
The rationale of using pixel-wise feature extraction in this piece of work is 

that it is able to preserve the fine details and spatial features of the images and 
this is necessary to good steganography. Compared to lightweight feature 
extractors, which focus on computational efficiency, VGG16 offers a richer set 
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of discriminative representations (features), which makes it easier to embed an 
image imperceptibly.  

The complete steganography model consists of three linked networks: the 
Preparation Network, the Hiding Network, and the Reveal Network, all having a 
crucial part in concealing and revealing secret images within other images as 
shown in Figure 2. This design aims to guarantee the hidden data is highly 
imperceptible and can be recovered robustly.  

 

 

Figure 2 
Network architecture for Feature extraction 

 
The first convolutional layer applies a filter F1 of size 3x3 with 50 filters, 

yielding an intermediate feature map C1 as, 
         (      (                   ))  (6) 

A second convolutional layer, with filter F2 also of size 3x3 and 50 filters, 
further processes C1 to produce C2 as, 
         (      (                   ))  (7) 

The final convolutional layer in the Preparation Network ensures the 
output P has the same shape as the input image S with 3 channels as, 
        (      (                    ))  (8) 

Overall, the process involves preparation of the secret image, insertion of 
the secret image into the cover image and subsequently successful removal of 
the secret image out of the secretly coded cover image.  

3.2 Model Development 
Heterogeneous Image Steganography Network (HISN) is a novel model, 

which hides and discloses secret images in images using convolutional neural 
networks. The Table 1 gives the detailed description of the network architecture 
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displaying the specific layers and configurations used in HISN. The model 
architecture is given by Figure 3. 

 

 

Figure 3 
Overall network architecture layer-wise 

 
Mini-ImageNet dataset was chosen to test the suggested HISN framework 

due to the offered high diversity and difficulty of the presented dataset of natural 
images with a significant range of variations in texture, color distribution, light, 
and semantic information.  

4. Results and Analysis 
This section has done the testing and evaluation of the proposed model on 

the dataset. The mini-Image dataset that has been introduced by has been used 
by us in the evaluation of small-scale learning. Nevertheless, it needs fewer 
infrastructures and resources to execute compared to executing it on the full 
ImageNet dataset.To achieve reproducibility, the HISN model was trained with 
a batch size (16) and 25 epochs. An Adam optimizer was used and its starting 
rate was 0.001, and remained unchanged during the training to achieve 
consistent convergence. Implementation of the model was done with 
TensorFlow/Keras with the loss term of Mean Squared Error (MSE) being used 
to cover and extract secret image in cover images, and the training accuracy of 
the model showed 92.64%. The computational speed was also efficient in the 
model where the overall training time was 5.40 seconds and memory 
consumption was 19.85 GB. The training loss reduced to 0.1191 by the 25 th 
epoch, which shows that the model is able to learn and to optimize. Such  steady  

Table 1 
Model testing Results 

Metric Value 
Average Total Loss (Test 1) 0.0925052097439766 
Average Cover Loss (Test 1) 0.042521752566099164 
Average Secret Loss (Test 1) 0.0499834568798542 
Average Total Loss (Test 2) 0.0952513039112091 
Average Cover Loss (Test 2) 0.04438441462814808 
Average Secret Loss (Test 2) 0.05086688831448555 
Testing Accuracy 0.9047486960887909 
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reduction in loss signifies better performance in the cover image preservation 
and secret image reconstruction. 

HISN was experimented with test data in two different situations with an 
average total loss of 0.0925 in the former case and marginally high of 0.0953 in 
the latter. Accuracy of the HISN model in recreating cover and secret images as 
well as cover and secret loss values are high. Its testing reliability is 
approximately 90.47, which means that there is stable hidden image retrieval.  

 

 

Figure 4 
Generated Predictions by the Model 

 
Figure 4 presents the predictions of the HISN, and the images are classified 

into four parts namely the cover, secret, encoded cover, and decoded secret 
images. In Secret images in the form of decoded images exhibit certain detail 
misrepresentation and distortion of colors owing to steganography processes 
complexity and the limitations of the models. 

5. Comparative analysis 
This section entails a comparative analysis of the working steganography 

framework as compared to the current methods in terms of accuracy percentage 
as the evaluation parameter. This is carried in Figure 5 respectively. 

Figure 5 shows that Heterogeneous Image Steganography Network (HISN) 
has a better performance than its competitors with the highest testing accuracy 
of 90.47. This is much higher than the performance of the existing models and 
methods described in the literature. Although SRNet achieved 86.22% and U-
Net achieved 87.62%, HISN model shows the significant increase in accuracy. It 
is observed that the proposed HISN model is more accurate (90.47) by 4.25 of 
the SRNet model (86.22), 2.54 of the U-Net vs AG-Net models (87.93), 2.85 of 
the U-Net vs V-Net models (87.62), and 10.80 of the SRNet Proposed model 
(79.67).  

HISN has a high level of imperceptibility (SSIM: 0.987) and good 
performance with payload rates between 0.4 and 0.5 bpp, giving it a tradeoff 
between computational cost and security. The conventional approaches such as 
the U-Net and V-Net have a moderate level of resilience and invisibility but are 
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not effective in working with a variety of image collections, whereas the 
methods such as Deng-Net and SRNet are more successful in adversarial 
training but more computationally expensive.  

 

 

Figure 5 
Comparative analysis between our proposed approach and other approaches based 

on accuracy percentage 

6. Conclusion and Future work 
The article describes the Heterogeneous Image Steganography Network 

(HISN) which is a new model designed to conceal and retrieve hidden images 
within other images. HISN had high accuracy and efficiency having undergone a 
vigorous training and testing, with a training accuracy of 92.64% and a testing 
accuracy of 90.47%. HISN is notably useful in real-life cases where streaming 
media between multi-platforms is involved and sharing of images between 
applications different in terms of applying compression and formatting criteria 
are common.  

Our work can be expanded in the future to make the proposed 
steganography structure more robust, secure, and quality. One such field of 
research is the enhancement of the Mean Squared Error (MSE), so that there is 
the least amount of distortion between the cover image and the encoded image, 
and still the integrity of the secret image should not be compromised. Also, 
more sophisticated metrics and methods, e.g., perceptual quality analysis, 
adversarial robustness, might be added to make the system more resistant to the 
contemporary steganalysis attacks. 
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