
©

A secure and intelligent framework for cyber threat detection using 
machine learning

Ravi Shankar Shukla §

Department of Computer Science
College of Computing and Informatics
Saudi Electronic University
Riyadh 11673
Saudi Arabia

Danish Ather †

Department of Artificial Intelligence
Tashkent University of Information Technologies 
Named After Muhammad Al-Khwarizmi
Tashkent 100084
Uzbekistan

Dharm Raj *
Department of Computer Science & Engineering
Sharda School of Computing Science & Engineering
Sharda University
Noida 201310
Uttar Pradesh
India

Abhishek Jain ‡

Department of Information Technology
Guru Ghasidas Vishwavidyalaya
A Central University
Bilaspur 495009 
Chhattisgarh
India

§	 E-mail:	ravipraful@gmail.com
†	 E-mail:	danishather@gmail.com
*	E-mail:	dharmraj4u@gmail.com (Corresponding Author)
‡	 E-mail:	ajain.nit@gmail.com

Journal of Discrete Mathematical Sciences & Cryptography
ISSN  0972-0529 (Print), ISSN  2169-0065 (Online)
Vol. 29 (2026), No. 6,  pp. 2441–2457
DOI : 10.47974/JDMSC-2752

http://www.tarupublications.com
http://dx.doi.org/10.47974/JDMSC-2752


2442� R. S. SHUKLA ET AL. 

Tiyas Sarkar @

Manik Rakhra #

Department of Computer Science and Engineering
School of Computer Science and Engineering
Lovely Professional University 
Punjab 144411
India

Abstract
The expanding interrelated digital systems across the board have significantly 

increased the number and advanced nature of cyber threats, thus making traditional 
rule-based security approaches inadequate. This paper proposes a secure and intelligent 
framework that is used for detecting cyber threats using machine learning techniques. 
The proposed framework supplements the above-mentioned techniques through a well-
planned combination of data preprocessing, discriminative feature selection, ensemble-
based supervised learning, and adaptive threat classification, which accurately identifies 
the malicious activities in the complex network environments. By taking advantage of 
machine learning models that were trained using benchmark datasets of intrusion detection 
tests, the framework was able to differentiate between normal and malicious traffic highly 
effectively, while minimizing false alarms. Experimental results show that the proposed 
method outperforms the conventional machine learning classifiers based on the results of 
accuracy, recall, F1-score, and false alarm rate. The framework further includes adaptability 
(periodic retraining) that facilitates resilience to changing patterns of threats. Owing to its 
modular design, scalability, and powerful detection capabilities, the proposed solution is 
suitable to be implemented in enterprise networks, cloud infrastructures, and other real 
world cybersecurity networks.
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conventional machine learning classifiers based on the results of accuracy, 
recall, F1-score, and false alarm rate. The framework further includes 
adaptability (periodic retraining) that facilitates resilience to changing patterns 
of threats. Owing to its modular design, scalability, and powerful detection 
capabilities, the proposed solution is suitable to be implemented in enterprise 
networks, cloud infrastructures, and other real world cybersecurity networks. 
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1. Introduction 
The rate of theft of the cyberspace and uptake of the digital technology in 

general, modern information systems have become highly interconnected, and 
information fuelled. Networked infrastructures, cloud applications as well as 
smart platforms are increasingly relied upon by organizations operating in every 
sector of government, industry and academia to support vital service and 
operations. Even though this digital transformation has also made life easier and 
more convenient, this has also exposed cyber systems to a world of security 
threats simultaneously. 

Cyber-attacks have progressed from dirty tricks involving unauthorized 
entry to advanced and persistent operations involving malware, ransomware, 
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phishing, denial of service attack and zero-day exploits. These attacks are often 
meticulously designed in order to attempt to bypass traditional security measures 
as well as go undetected for extended periods of time. As a consequence, the 
traditional signature-based intrusion detection systems and static rule applied 
firewall are no longer enough to cope with the dynamic nature of the modern 
cyber threats. 

Machine learning has emerged as a promising solution to intelligent cyber 
threat detection given its capability of processing large volume of data and 
finding hidden patterns and adaptation to attack behaviors that were never seen 
before. When trained wisely on data obtained through network traffic, system 
logs, and records of user activity, machine learning models can be used to 
identify benign and malicious behavior with significantly greater precision. This 
strength shows that machine learning methods will be especially adapted to 
detect advanced and constantly changing cyber-attacks. 

The current research is inspired by such issues and provides a security-
intelligent system to detect cyber-threats based on machine learning. The 
suggested architecture will combine initial pre-processing of data, selection of 
features, the supervised classification process, and the adaptive threat analysis in 
a way that will provide a tradeoff between the accuracy of data detection and the 
efficiency of the system. The design is supposed to be scalable and applicable 
into the real-world setting, such as enterprise networks, cloud infrastructure and 
critical information infrastructure. 

2. Related Work 
The trend, however, in the cybersecurity research has been over the last 

few years, shifting that, it did not emphasize on the old prescriptive methods of 
defense based on rules, but toward the smart, databased, or data-driven 
approaches that rely on machine learning and artificial intelligence. The 
importance of learning methods with respect to extracting salient patterns on a 
large and diverse data source has been highlighted in the early surveys and 
review articles with problematic areas of feature extraction, computational 
complexity and model generalization in the high data intensive environments 
highlighted; Rastogi, Singh, and Ather [1]. The most important point that is 
offered in this foundational work is the necessity to possess the powerful 
learning pipelines that are capable of working at the noise of noisy and high-
dimensional environments, which the real-world cyber-security applications 
operate in. 

Machine learning based intrusion detection systems have been researched 
comprehensively in differences of anomaly detection and multi-class attack 
classification. Comparisons of the advantages and disadvantages of the 
traditional machine learning classifiers and the deep neural network classifier 
have shown that the quality of their detection performances is greatly affected 
by the algorithms used in the process of the feature selection and the 
characteristics of the data and the approach to the issue of the class imbalance; 
Sarker [2]. Generalization has improved intrusion detection tree-based based 
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schemes that adopt deep learning schemes to increase detection rates and reduce 
overfitting and increase in detection rates on benchmark datasets; Alowaidi [3]. 
These deep architectures might however be computationally intensive and 
therefore they may not be able to be used in real-time systems or devices that 
have more resources. 

Recent developments have largely been in the area of deep learning and 
representation learning for cyber threat detection, especially Internet-of-Things 
and industrial IoT environments. Transformer-based and large language models-
based approaches have shown impressive performances by learning complex 
representations of structured network traffic data with low inference latency and 
model size; Ferrag et al. [4]. Federated and reinforcement learning frameworks 
have also been introduced to address privacy concerns and collaborative 
learning requirements, demonstrating enhanced resilience against zero-day 
attacks in the distributed environment; Feng et al. [5]. 

Hybrid and domain-specific learning models have attracted much attention 
in the past few years. Autoencoder based hybrid model coupled with multilayer 
perception have been shown to be efficient for capturing latent patterns and 
anomalies in financial and transactional cyber security data, resulting in a better 
accuracy of impeding the detection of fraud and unauthorized access attempts; 
Almahadeen et al. [6]. Advanced filter-based supervised frameworks have 
further proved the importance of optimized feature selection and scalable 
classification techniques for large-scale threat detection especially when 
handling massive datasets with high dimensional feature spaces; Byrapuneni and 
SaidiReddy [7]. 

More than the traditional paradigm of intrusion detection, more holistic 
threat-intelligence and assessment frameworks have also been created to 
increase the overall resiliency of cybersecurity. The threat intelligence based 
multi-layered architectures, which are engineered to consume a wide variety of 
data sources such as network logs, open-source intelligence, and external threat 
feeds, have shown remarkable detection performance because of the ensemble 
learning and full-fusion of features; Alazab et al. [8]. In parallel, systematic 
approaches for assessing emerging cyber-attacks enabled by sophisticated AI 
systems have been introduced, focusing on end-to-end attack chain analysis and 
risk assessment methodologies structured for AI-enabled cyber threats; 
Rodriguez et al. [9]. 

The recent developments in cybersecurity studies have focused on the 
implementation of machine learning and smart architectures to address more 
advanced cybercrimes. Gandhar et al. [10] showed that hybrid machine learning 
and deep learning models are much better than the detectors of fraud in the more 
complicated digital setting. On the same note, Chaudhary et al. used supervised 
learning in detecting phishing links, which is beneficial to use feature-driven 
classifiers to identify malicious activities; Chaudhary et al. [14]. 

Some review papers have been conducted to examine the available 
methods to detect malicious links, and the challenges observed include issues of 
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scalability, generalization, and changing patterns of attacks; Chaudhary et al. 
[15]. The deep learning architecture has also been explored to evaluate the richer 
contextual association in a security data, and BiLSTM-based designs exhibit 
significant gains in identifying malicious and misleading online content; Naitik 
et al. [17]. 

More than being detected, secure communication and creating trust are 
critical issues. Rai et al. reviewed quantum cryptography as a contemporary 
paradigm and security that has the potential to deal with future threats in 
computing; Rai et al. [11]. There has been authentication-based research that has 
suggested a behavioral and continuous verification system with touch dynamics 
and usage patterns being used to enhance the security of mobile devices; 
Shankar and Singh [16], Dagar et al. [18]. 

There are also suggested comprehensive security systems that combine 
vulnerability scanning and access control policies to maintain the end-to-end 
security of web-based systems; Sharma et al. [12]. Investigatively, cyber 
forensic analyses are crucial in the interpretation of threats detected and post-
incident response as has been emphasized in comparative forensic research; Raj, 
Gupta, and Krishna [13]. 

Regardless of such advances, many of the available solutions either use 
computationally intensive models or have remained security problem specific. 
Conversely, this current study suggests a safe, smart, and effective cyber threat 
detection system that applies systematic preprocessing, discriminatory feature 
selection, ensemble learning, and adaptive retraining to obtain a high detection 
rate with low false alarms to overcome the major weaknesses observed in the 
previous research. 

 

 
Figure 1 

Proposed secure and intelligent cyber threat detection  
framework using machine learning. 

3. Methodology 
This section outlines the proposed secure and intelligent framework for the 

cyber threat detection method using machine learning techniques. The proposed 
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methodology is aimed at systematically extracting the salient features and 
discriminative features and classifying cyber threats with the highest precision 
out of raw network data. The stepwise workflow of the proposed framework is 
depicted in Figure 1 and it outlines the chronological steps used in the process of 
threat detection and decision-making. 

The architecture consists of a logical pipeline, which consists of data 
collection, preprocessing, attribute selection, machine-learning-based threat 
detection, and ultimate threat categorization, using decision-analytic methods. 
All the components have been designed to improve performance of detection 
without affecting scalability and resilience to the ever-changing threat 
environment. 

3.1 Data Acquisition 
Data of network traffic is usually obtained through systems which are 

observed through some packet-capture tools, and the records of intrusion 
detection and/or benchmark datasets that are publicly available. The obtained 
corpus summarizes both malicious and benign behaviors in a range of network 
settings. Let denote the set of obtained data as 

    *(     )+     
   , (1) 

where       denotes the feature vector corresponding to the ith network 
record, yi represents the associated class label indicating normal or malicious 
behavior,   is the total number of extracted features, and N denotes the total 
number of samples in the dataset. This representation enables systematic 
learning of patterns associated with cyber threats. 

3.2 Data Preprocessing 
Raw network data are often noisy, incomplete, redundant, and differ in 

feature scale. Consequently, data preprocessing is used to increase the quality of 
the data and the efficiency of learning algorithms that will be applied 
subsequently. Redundant and noisy records are removed; missing data values 
are treated by statistical imputation methods; categorical attributes are converted 
to numeric for the machine learning algorithms. Moreover, the numeric features 
are normalized so that they are scaled equally across attributes. 

Feature normalization is done by min-max scaling, which is transforming 
each feature to a fixed range as follows: 
           

         
  (2) 

where      and      denote the minimum and maximum values of the feature, 
respectively. This normalization step prevents attributes with larger numerical 
ranges from dominating the learning process. 

3.3 Feature Selection 
The dimensionality of features spaces is a factor that may make 

computational processes more demanding, and thus, affect the performance of 
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detection adversely owing to redundancy and irrelevant information. The feature 
selection is thus resorted to so as to keep the most informative attributes and 
discard the less significant ones. Let F = *            + represent the original 
feature set. The objective is to obtain a reduced feature subset    such as that. 
  F  ⊆ F and |F | ≪ |F|. (3) 

The evaluation of the feature relevance is done using statistical correlation 
analysis and information gain. The information gain of a feature    is defined as 
    (  )     (  )     (  |  )  (4) 
where  ( ) denotes the entropy of the class labels and  (  |  ) represents the 
conditional entropy given the feature     This results in features with increased 
information gain being given higher rank in terms of discriminative features and 
consequently chosen to be used in further model training. 

3.4 Machine Learning-Based Threat Detection 
A training of supervised machine learning classifier in detecting threats 

involves the selected feature subset. The learning problem can be defined as 
mapping a set of functions. 
            (5) 
which determines the corresponding class label of the input feature vectors. 
Ensemble learning is used to achieve robustness and minimize the threat of 
overfitting by using a combination of several base classifiers. 

Given the base classifiers   as *            +, and  ̂ as the final 
prediction is determined using a majority voting strategy expressed as 
            ∑  (  ( )   )  

     (6) 
where  (·) is the indicator function. The ensemble based decision making 
mechanism improves the accuracy of the detection and robustness against 
attacker manipulations in input data. 

3.5 Threat Classification and Decision Module 
The bad activities are then singled into a few categories of attack, which 

are denial-of-service, probing, user-to-root, and remote-to-local attack. The 
process of classification would then lead to formulation of alerts that would be 
stored to be run and responded to afterwards. Common performance measures 
i.e. accuracy, precision, recall and F1 scores are used to measure the 
performance of the detection framework and it can be defined as: 

,Accuracy  TP + TN
TP + TN + FP + FN

 (7) 

,Precision  TP
TP + FP

 (8) 

,Recall  TP
TP + FN

 (9) 
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,
2 × Precision × RecallF1-score

Precision + Recall
   (10) 

where TP, TN, FP, and FN denote true positives, true negatives, false positives, 
and false negatives, respectively. 

3.6 Security and Adaptability Considerations 
To guarantee further delivery of performance in the dynamic cyber worlds, 

the proposed framework is defined by periodical retraining depending on the 
acquisition of new network information. This adaptable learning capability 
enables the system to respond positively to the fluctuate of attack pattern besides 
mitigating the worsening performance over time. Besides, the framework is 
modular, thus making it compatible with the existing security infrastructure and 
therefore making its deployment on both enterprise networks, and cloud 
systems, as well as on major information systems, possible. 

4. Experimental Setup and Dataset 
Here, the datasets that will be employed in validating the proposed system 

are also defined along with the experimental set-up, specifications of the 
implementation and performance measurement that will confirm the security of 
the system and the intelligence. The installation will provide a sensible, 
reproducible, and overall testing of the approach under natural cyber-security 
conditions. 

4.1 Dataset Description 
To check the efficacy of the suggested framework, experiments are 

conducted based on a publicly available benchmark intrusion detection data set. 
These benchmark datasets are highly popular in cyber security research because 
these data permit the provision of labeled network traffic traces of benign and 
malicious activities in different contexts. The dataset of the present research 
comprises numerous traffic characteristics based on the network flows and the 
system logs that can be applied to the behavioral analysis of the cyber threats in 
detail. 

Let the dataset be represented as 

    *(     )+     
   , (11) 

where    denotes the     network traffic instance characterized by   features and 
     *   + denotes the respective label of the classes, 0 normal traffic, and 1 
malicious activity. The Henri code dataset has a variety of attack scenarios like 
denial-of-service attack, probing, scanning, and attempts to escalate user to root 
capability, remote-to-local breakages. A broad spectrum of realistic cyber 
threats is combined in these types of attack and are generally invoked to test the 
generalization capability of intrusion detection systems. 
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4.2 Data Partitioning 
In order to ensure that it is evaluated unbiasedly, dataset is divided into 

training and testing data set. Let   be the total number of samples in the data 
set. Rithi Strategy of partitioning is defined as 
                  (12) 

In the experimental setup, 70% of the data are used to train the machine 
learning models and 30% of the data are used to test the models. Stratified 
sampling is used in the partitioning phase to maintain the original distribution of 
classes in both the subsets, and this helps to reduce the impact of the issue of 
class imbalance and hence ensures the consistent characteristic in performance 
evaluation. 

4.3 Experimental Environment 
All experiments were conducted on an ordinary computing platform so that 

they can be reproducible and accessible. The experimental environment was a 
modern multiple core processor with adequate memory resources and a 
Windows or a Linux operating system. The implementation has been done using 
the Python Programming language with the help of widely used scientific and 
machine learning libraries like NumPy, Pandas, Scikit-learn and Matplotlib. The 
use of open-source tools and commonly available hardware makes sure that the 
proposed framework can be easily replicated and extended by other researchers. 

4.4 Model Training and Parameter Settings 
Multiple supervised machine learning classifiers were built from the 

reduced set of features obtained from the feature selection stage. Hyperlipidemia 
tuning was conducted with a grid search approach to obtain optimal parameter 
settings for each classifier. Let θ denote the set of trainable parameters of a 
given model. The training objective is to minimize the empirical risk function 
that is given by. 

   ( )   
      

∑    (    )      
      ) (13) 

where ℓ(·) denotes the loss function associated with the classifier and f(·) 
represents the learned decision function. In order to increase robustness and 
reduce model variance, the approach of ensemble learning is embraced whereby 
a number of classifiers are combined to improve generalization over a range of 
attack patterns. 

4.5 Evaluation Metrics 
The performance of the framework is measured based on the traditional 

metrics of evaluation that are common in cyber-security studies, i.e., accuracy, 
precision, recall, F1-score, and false-alarm rate. Particularly the false-alarm rate 
provides a salient measure of the practical viability of the system and is defined 
as 
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,FAR FP=
FP + TN

 (14) 

In this case, FP and TN will represent false positives and true negatives, 
respectively. To complement these quantitative signals, confusion matrices are 
examined to provide more comprehensive information on the dynamics of the 
classification process of the framework concerning various attack types. 

4.6 Experimental Procedure 
It is an experimental protocol that starts with loading the dataset, 

preprocessing, feature selection, and data partitioning. Finally, the selected 
machine-learning models are trained on the training set and tested on unknown 
test data. The performance measures are calculated to determine the detection 
accuracy and reliability, and the results are analyzed in the different categories 
of attack to reveal the strengths and weaknesses of the approach. This 
procedural framework facilitates equitable, transparent and comprehensive 
review of the cyber-threat detection framework. 

5. Security Analysis and Threat Model 
This part performs a formal security analysis of the presented framework, 

which formally defines the underlying threat model. The main aim is to test the 
integrity of the framework to the realistic opposing actions and to test the 
engineering solution to the possible security threats in the dynamic cyber space. 

5.1 Threat Model 
The threat model makes assumptions about the capabilities of adversaries, 

the boundaries of the system(s), and the goals of the attacks. In this work, the 
adversary is assumed to have capabilities to create malicious network traffic 
which mimics the legitimate behavior as much as possible and consequently, 
tries to avoid being detected. The attacker may launch known and previously 
unseen zero-day attacks and may have partial access to the network 
communication channels. However, the adversary is also assumed to have no 
direct access to the internal parameters, the architecture, and the training data of 
the deployed detection model. 

The main goal of the adversary is to evade detection as it carries out 
nefarious actions such as denial-of-service attacks, unauthorized access to 
systems, data exfiltration, or privilege escalation. Let us say A is the adversary 
and S is the proposed detection system. The opposite objective adversarial can 
be expressed formally as 
          

         
      , (15) 

where       is the detection function of the system, and         is the malarial 
input space created by the attacker. The intent of the adversary is contained in 
this formulation, to increase the odds that the adversary will go undetected, and 
yet retain the malicious intent. 
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5.2 Security Objectives 
The suggested framework is planned to address lower-level security 

objectives that, in turn, will allow operation to be reliable and trustworthy. The 
secret of confidentiality is maintained by securing sensitive network data and 
system logs at any point of the detection pipeline. Integrity is possibly 
guaranteed through refusing the misuse of the classifications and the reliability 
of the detection choice Availability is managed by permitting the persistent 
functionality of a system with large volumes(s) of traffic and with active attack. 
Further, detection robustness is pointed out to withstand evasion and adversarial 
data input contamination. These security objectives are what will give direct 
consideration to the architectural and algorithm decisions in the design of the 
proposed framework. 

5.3 Attack Surface Analysis 
The framework has been established to satisfy the basic security 

objectives, which are all the building-blocks of quality and trusted operation. 
The records of systems and networks of valuable data are offered secrecy at the 
stage of data protection during the detection pipeline. The integrity is ensured by 
the means of avoiding the unauthorized manipulation of the classification results 
and the correctness of the detection decision. Availability is obtained with the 
assistance of sustained usage under the conditions of high traffic and active 
assaults. Moreover, the resilience to detection is emphasized to be capable of 
withstanding evasion and manipulation of adversarial examples with input data. 
These security objectives directly relate to the architectural and algorithmic 
choices which constitute the design of the system. 

5.4 Adversarial Resilience of the Proposed Framework 
The ensemble-based learning method contributes greatly to adversarial 

robustness through decentralization of decision making by a group of classifiers 
called many and not just one. Suppose that the constituents of the ensemble are 
denoted by *            +. The boundaries of the decisions of an adversarial 
input    will necessitate at once fulfilment in order to prevent detection and may 
be represented as: 
       *       +   (  )            (16) 

This is what requires the adversarial evasion much more effort. In addition, 
adaptive retraining will also enable the system to constantly accommodate new 
forms of attack, which will continuously increase the resilience to new and 
unknown forms of attack. 

5.5 Security Architecture Visualization 
Figure 2 shows the high-level security structure and model of interactions 

of threats of the proposed framework. The book presents how network traffic 
moves across potential enemies of both sides of the detection modules and 
accounts the mitigation actions to be employed depending on the detection 
activity of the threats as indicated. 
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The diagrams show how malicious traffic is caught, monitored, and 
classified before it receives actions toward mitigation hence supporting 
proactive threats containment and actions. 

The analysis of the security has confirmed that the suggested framework 
can manage the most common cyber threat scenarios and provide the high 
detection rates and the low false alarms. By improving the model and applying 
the concept of ensemble learning, adaptive retraining and a concise threat 
model, the framework finds a middle and viable path to security solutions when 
applied in real-life. In spite of the high resilience of the framework to a high 
diversity of attacks, advanced adversarial machine learning methods can still 
become challenging. To enhance our understanding, adversarial training 
schemes and explainable artificial intelligence technology can be included in the 
future to strengthen the transparency, reliability, and defense of the system. 

 
Figure 2 

Security analysis and threat interaction model of the proposed cyber threat 
detection framework 

6. Results and Discussion 
This section provides a detailed evaluation of the secure and intelligent 

cyber-threats detection framework proposed in this paper. The results obtained 
experimentally are analyzed using standard classification measures and 
compared with popular baseline machine learning models. Both tabular data and 
visualization are provided to explicitly show the method’s efficacy, resilience, 
and practical applicability. 

The performance of the proposed framework was overall evaluated with 
the help of accuracy, precision, recall, F1-score, and false alarm rate (FAR). 
Table 1 shows results of the comparative results using various machine learning 
models. 

The empirical findings are rather straight forward and demonstrate that 
there is no case that the proposed framework has lower performance when 
compared to individual machine learning classifiers in all the evaluation criteria. 
The high accuracy and F1 score of the framework indicate its better 
classification ability whereas the significantly lower false-alarm rate indicates its 
performance to produce unnecessary security alerts. In order to additionally 
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emphasize the advantages of the performance, the comparative visualizations are 
introduced in Figures 3 and 4. These visualizations enable easy interpretation of 
quantitative results. 

Table 1 
Overall Performance Comparison of Different Models 

Model Accuracy (%) Precision Recall F1-score FAR 
Decision Tree 94.21 0.93 0.94 0.94 0.056 
Support Vector Machine 95.08 0.95 0.94 0.94 0.041 
Random Forest 96.84 0.97 0.96 0.96 0.032 
Proposed Framework 98.23 0.98 0.98 0.98 0.018 

 
As Figure 3 shows, the suggested framework is the most accurate in terms 

of detection in all cases, which supports the advantages of ensemble learning 
and optimized feature selection. As shown in Figure 4 the framework 
significantly minimizes false- alarms as compared to the baseline models. This 
is essential to real world deployment where false alarms will overload security 
analysts and reduce the usability of the system. 

Attack-by-attack detection is tested in order to examine the strength of 
attack detection in the face of various cyber-threats. Table 2 shows values of 
recall on each type of attack and it is clear that the framework provides 
significant higher recall on all classes. This gain is specifically strong when 
considering low-frequency and complex attacks, e.g. U2R and R2L, which are 
also extremely difficult to detect, because of the imbalance of classes and 
refined behavioral patterns. 

 

 
Figure 3 

Comparative accuracy analysis of different machine learning models 
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Figure 4 

False alarm rate comparison of different machine learning models 
 

Table 2 
Attack-wise Detection Performance (Recall) 

Attack Type Decision Tree SVM Random Forest Proposed Framework 
DoS 0.95 0.96 0.97 0.99 
Probing 0.93 0.94 0.95 0.98 
U2R 0.88 0.90 0.92 0.96 
R2L 0.89 0.91 0.93 0.97 

 
The proposed framework has been made a more effective and better 

framework due to its intensive preprocessing, discriminative features selection 
and using ensemble-based classification. Features-selection is also used to 
reduce noise and redundancy that enhances the generalization process, but the 
ensemble approach enhances overfitting resistance and adversarial examples. 

Finally, the framework is module and can be extended in an easy way, 
thus, has the potential to operate to accommodate the increasing data masses and 
evolving attack patterns. Re-training is also a practice of one of the primary 
ways of maintaining stay on performance in the shifting cyber ambit that defines 
enterprise networks, cloud systems, and critical infrastructure systems. 

Overall, the results of the experiment confirm the sense that the specified 
secure and intelligent framework is a valid, scalable, and efficient tool of 
deploying cyber threats earlier than the traditional approaches that rely on 
machine learning techniques. 

7. Conclusion and Future Work 
The presented manuscript presents a safe and smart way to resolve the 

issue of cyber threat detection, which utilizes the strength of machine learning 
algorithms, and consequently, solves the issue of increased complexity and 
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sophistication inherent in modern cyber-attacks. The proposed framework offers 
a strong tradeoff between judgement completeness, computational framework, 
and reliability in functioning by way of data preprocessing, feature choice, 
ensemble-based supervised learning, and adaptive threat classification. 
Extensive experimental analysis demonstrates that the framework has better 
rates of performance of traditional machine learning models in terms of 
accuracy, recall, F1-score, and false alarm rate, and is therefore useful in 
identifying various instances of cyber threat. 

The findings are to support the applicability of the presented approach to 
actual cyber security scenarios. In addition, the ensemble learning and self-
retraining capabilities of the system allow it to identify high-frequency attacks, 
including denial-of-service attacks, the strength of the framework against 
changing attacks can therefore be used in the deployment of the system in the 
dynamic and large-scale network infrastructure. 

Security wise, owing to the suggested threat model and its corresponding 
analysis, we demonstrate that the framework can be useful in curbing some of 
the attack vectors that are prevalent most of the attacks such as evasion and 
flooding attacks and still retain the systems available and whole. The modular 
design can also be easily incorporated into establishing the current security 
infrastructure like intrusion detection systems, security information and event 
management systems and cloud-based monitoring solutions. 

Although the performance is good, it also has several areas where the 
performance of this framework can be improved. Future studies will be based on 
incorporating deep learning models like recurrence and attention-based models 
in order to observe rich temporal dependencies that do exist in network traffic. 
The blend of adversarial training methods will, as well, be explored to improve 
resistance towards advanced adversarial machine-learning attacks. Also, it is 
promising to extend the framework to facilitate real-time, distributed 
deployment in cloud and edge application aisles to achieve such possibilities in 
actual scalability. 

The other area of the future research that is salient involves the 
implementation of explainable artificial intelligence methods to improve the 
transparency and confidence levels in the machine learning-based cybersecurity 
predispositions. Providing decodable information about the outcomes of the 
detections will assist security analysts comprehend the actions of threats and 
move at the discretion of likely approaches to reduce the threats. Lastly, it will 
make the framework even more relevant and effective by expanding the scope to 
multi modalities of cyber security scenarios, which will contain Internet of 
Things, industrial control systems, and smart city infrastructure. 

Overall, it can be concluded that this publication contributes to a robust, 
scalable, and intelligent cyber - threat detection framework that advances the 
state of the art in machine -learning based cyber security, it forms a solid 
research and implementation foundation in real -world systems. 
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