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Abstract

This work presents a novel cryptosystem, UQTRU, based on the QTRU cryptosystem,
using truncated polynomial rings whose coefficients are roots of unity. This multidimensional
public key cryptosystems be the base on a quaternion algebra of W, [z]/(z¥~1); n € N.
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1. Introduction

In recent years, wireless communications have developed and spread
widely, and security has become a critical issue. Encryption has emerged as an
optimal solutions to these problems, which has necessitated emergence for many
public-key encryption system since the presentation of the fundamental Diffie
and Hellman [1] paper In 2022, through the proposed NTRU public key by
Hoffstein, Pipher, and Silverman [2] cryptosystem, which relied on the lattice
problem rather than numbers, using truncated polynomials with integer
coefficients. NTRU plays an important role because it offers high speed and
requires less memory than public-key cryptosystems, making it a suitable choice
for data transmission. In 2011, the author studied the QTRU cryptosystem based
on quaternion algebra [3]. Many authors have studied different concepts in
algebra and topology, see [4-10].

Definition 1: The rotation of the complex plane about the origin can be
parametrized by the angle measure 6 and identified with the imaginary line in
the complex plane {0i: 8 € R} The exponential map for this group is given by
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0i » w = e = cos(0) + isin(6)
For any € N , the unit circle ,, — 327”1', the group of unit complex
numbers is called a cyclic group and denoted by W, .

Definition 2: Let ( , +, .") be a ring with W, = {w° = 1, w', w?*, ..., w™'}
2T, . . o . . .
where w = 7%, n is an integer number, addition and multiplication are defined
as:
wkit wke = glatkemodn. g < .k, <n—1
and
whk! ke = yykakamod n0< kl: kz <n-1
The zero element «+° = 1 does not have the multiplicative inverse.

In this ring (W, +/, ."), the char(W,) is the smallest positive number n
such that:

w.ow.w. ... =w"=1
when p is a prime number then (W,,, +, .) is a field.

2. Main Results

Definition 2.1: Let C be a complex field. Then, the quaternion algebra A

defined over C is illustrated in Tables 1 and 2:
2m,2m

A=(=")={g =0+pi+0j+upk\opbu € C,i%=
2m,j% = 2mij = k = —ji},

Table 1
Addition table of the elements 1, i, j, k in the quaternion algebra A
T 3
+ 1=2n i=3 j=m = 7”
1 k j i
G
L= E k j i 1
j=m j i 1 k
3n
k=— k i i 1
5 J
Table 2
Addition table of elements 1, i, j, k (mod 27)
T . 3
1=2m i=5 j=m k= -
1 k j i
i
j=m j i 1 k
3
= — k j l 1
k > J
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The set {1, 1, j, k} is basis for A (i.e. A is algebra of four dimensions).
Now, consider three quaternion algebra A, A, and Ay as follows:
A = {a(2) + ;D)1 + a,(2)]j + az(Dk |ag, a1, a3, a3
€ Wy[z]/(z" - 1)}

A, = {Bo(@) + B1(2)i + B (2)]j + B3(2)k |Bo, B1, B2, B3 € Wy /(2" — 1)}
Aq = {00(2) + 01.(D)i + 0,(2)j + 03(2)k |6, 01,0,,05 € W, /(2" — 1)}
Assume that
@1, %2 € AporfAg, g, = ayg(z) + a1(2)i + a,(2)j + az(z)k and
g, = Bo(z) + B1(2)i + B,(2)j + B3(2)k, then the addition and
multiplication of the two-quaternion defined as following:
d1+a, = (ao(2)+Bo(2)) + (a1 (D) +B1(2)i + (a2 (2)+B(2)))
+ (az(2)+P3(2))k.
G’ G2 = (ao(2) * Bo(2)= a1(2) * Br(2) = ax(2) * Ba(2) — a3(2) * B3(2)) +
(ap(z) * ﬁl(Z),-l'-al(Z) % Bo(2z) = as(z) * Ba(2) tay(z % B5(2))i +
(0(3(Z) * Br(2)+ay(2) * Bo(2)+ ag(2) * Br(2)~a, (2) + ﬂs(z))] +
(a,(2) % B, (2)+ay(2) * B3(2)Lay(2) % Py (2)+a3 (Z)‘Faoﬁo(z))k’
Where, + , and % denotes the convolution product on W, [z] as
@0 (2)HBo(2) = (w0 + w0) + - + (w+ wyN)z"

ag+bg ay-1+by-1_N-1
n + A

when kt" coefficient %k is

8 = Xhco 20Tk aj by

ao(z) 4 Bo(z) = 1];1;& w;ck Bkmodn 7k
so quaternion algebra be the alternative, associatives, but non-commutatives.

A conjugate g; norm N(g,) and multiplicative inverse g of g, are
defined as follows:
G1 = a0(2) — a1 (2)i — ay(2)j — az(2)k,
N(g1) = ao(2)* + a1 (2)* + a,(2)* + a3(2)?,

1

47! = 75 = (@@ + (@) + @ @) + a5(2)?) @ (D) — @i -

a,(2)j + as(z)k, where N(g,) # O.

Proposed Scheme of UQTRU 2.2:

The UQRTU public key cryptosystem depends on parameters N, p, q have
the same properties in UNTRU and the subsets lg, [y, L-,1,, © A consists of
all polynomials in the quaternion algebra that are described in the table 3:
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Table 3
Polynomial subsets in the quaternion algebra used in the UQTRU cryptosystem
Notation Definition
lr {Fo(2) + F1(2)i + Fo(2)j + F3(2)k € AI|F; € W,[2]/(zN — 1);n >

2 has dg coefficients equal to w*!, (d¢ — 1) equal to w1,

the rest w? = 1}
ly {90(2) + 91 (D)i + g2 (2)j + g3(DDk € A lg;
€ W,[z]/(zYN —1);n>2
has dcoefficients equal to w*?, d,; equal to w1, the rest w© = 1}
L- {ro(2) + m(Di + 12(2)j + 13(2)k € A |7
€ W,[z]/(ZN —1);n>2
has d,. coefficients equal to «*?, d,. equal to w1, the rest w® = 1}
Ly {my(2) + m,(2)i + m(2)j + m3(2)k € A | coefficients of
m; € Wy[z]/(z" — 1) ;n > 2 is chosen modulo between
w P and , wP/?}

UQTRU Phases 2.3:

The constructions for the UQTRU cryptosystems can describ as:

1) Key Generation:
key generated in the UQTRU by selecting a quaternions F & g s.t, F has
inverses on W, & W, denoted by F_} and F_§ and is calculated by the
following:

h=F_ 4 xg(mod w)

The quaternion F, F_ gand F_p are the private keys.

2) Encryption:
Initially, a random quaternion #~ € [,. generated, which is called the
blinding quaternion. The input message must be written quaternion form

m = mg + myi + m,j + mzk €1,
The ciphertext e is e = wPh * » + m.
Encryption needs one quaternion multiplication, including four polynomial
additions with O(N) complexity, and sixteen convolution multiplications
with O(N?) complexity.
3) Decryption:
After receiving e, the quaternion B is calculated by:
B =F%e=F%* (wPh +r +m) (modw?)
= Fx (wP F;t 4 g) * 4+ m) (mod w)
Where the coefficient of all polynomials in the last result lie in the interval
(w-q/z,wq/z ]
Let
D = B (mod w?) = w? g % r+ F+ m(mod w?)
= F * m (mod w1)
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By left multiplication form by F M_j;, we get the original message m such
that the resulting coefficients lie in the interval (wr~P/2, 4P/2].

3. Conclusion

We present novel cryptosystems based on the QTRU cryptosystem, using

truncated polynomial rings whose coefficients are roots of unity and are denoted
by UQTRU.
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