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Abstract

In several encryption algorithms, the key exchange scheme (KES) type: Diffie-Hellman
is used as a fundamental tool. In this paper, a new KES model has been proposed as an
alternative contribution for using the matrix of Fibonacci numbers (IFM,,,). On the proposed
model, the private keys are created as the IFMs, , through selecting the Fibonacci numbers
(FNs) randomly over F,, where p is a prime. The power IFMs,,, from left (right) side is
calculated (LPIFM, ,(RPIFM, ,)). These matrices are also used to compute public keys. A new

algorithm of the proposed scheme, namely IFM, ,-KES, is presented in this work. New results

2x2.
are displayed for small parameter values, implemented in Python. The difficult computations
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of LPIFM,,, and RPIFM,, simultaneously determine the security of the proposed algorithm.
The proposed IFM, ,-KES is considered a bright point for the communication scheme.
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1. Introduction

In general, mathematics, with its multidisciplinary nature, has been
used to solve many problems, for instance, in graph theory [1], in solving
life problems in applied algebra [2], [3], and in computer science [4], [5],
[6], [7], [8]. On the other hand, mathematical cryptography [9], especially
ECC [10], has been widely used in several areas, depending on several
mathematical problems to increase security.

Matrix algebra is also used to improve the key exchange scheme and
to design several encryption algorithms. In 2012, the authors [11] used
non-commutative rings to construct matrices to improve the Diffie-
Hellman key exchange scheme. In 2013, authors [12] proposed an
encrypted scheme based on DHKE using small matrices defined on a
group ring.

In 2019, the authors [13] proposed a public-key cryptosystem using a
subgroup of GL(k, Z,), where n, k€ Z*. They also discussed the security
issues of their proposed cryptosystem. The security is determined by
solving nonlinear systems of integers, which is considered an NP-hard
problem.

In 2023, the authors [14] presented an efficient version of the DHKE
scheme using block matrices over elliptic curves to increase security. Also
in the same year, author [15] proposed a new definition of integer matrix
size 2x2 (IM,,,) to represent a scalar in a core operation of the ECCs
through the integer sub-decomposition concept. Furthermore, Ajeena [15]
presented an alternative DHKE version, called IM, ,-DHKE. Left (right)
power integer matrices size 2x 2 have been generated, which are used to
create a shared secret key (55K) between two users in more secure way.

In this work, the IFM, , is used to develop a new KES model. A new
IFM, ,-KES algorithm has been presented. New results are discussed for
small parameter values, implemented in Python. On the proposed
algorithm, the security level has been determined.

The organization of this work is: The important concepts from
mathematics are displayed in Section 2. Section 3 discusses the proposed
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IFM, ,-KES algorithm. New implemented results are discussed in Section
4. The security issues are determined in Section 5. The explanation of the
conclusions is done in the final section.

2. Preliminaries

The integer matrix (IM,,,) has been used in many cryptographic
applications [15]. In a more specific way, the integer matrix of Fibonacci
numbers with size 2x2 (IFM,,,) is also defined by

Com,. {gl 82}(modp> )
X E E

3 4

where ¢ is an element in a prime field F, and
T, (C,) + T (G ) = (6, +€,) + (6, +€,) = {, where ¢, fori=1,...4

are Fibonacci numbers have been selected randomly.

A power integer matrix size of FNs with size 2 x 2 from a right-side (RPIFM, ,)
on F, is expressed by a matrix C_.'IFM defined in Equation (1) to the power by
Fibonacci matrix of integer "™>2 which is also defined by

: B
L™ (mod p) = Ll 2 (modyp)=,

3 4

G5 B8 Tmodp)=|™ ™ |(modp)=4,, (modp). ?)
glet &g a, a, 2

3. The IFM, ,-KES Algorithm

The proposed IFM, ,-KES to create the SSK is presented in the
following algorithm.

Algorithm 1. The algorithm of IFM, ,-KES.

2x2

Input. The elements p and g in Fp.
Output. Return SSK.

1. The integers a, b [2, p-1] are selected secretly as private keys of two
users.

2. For {, a, and b, the IFMs, , are generated randomly.
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3. Thepublickeys A, and B, havebeencomputed forboth users.

The integers A and B are recovered from A, and B, and
22 22
exchanged between two users.

5. The integer B reaches to first user and she/he computes the new
BIFMM.While the integer A reaches to second user, so he/she
calculates new A, .

6. The matrices 4y, and By, are computed by two users

respectively.
7. A;FMM = B;FMM (mOd P) = SSK.

4. Implemented Results on the IFM, ,-KES Algorithm

Various numerical results are implemented in Python for various
values of p. In Table 1, the private, public keys, and SSK are computed in
this section.

Table 1

Shows the implemented results of IFM,_-KES algorithm.

plg| M, | L |IFM,, | R [IFM,,| A | IEM,,, | B | IFM,,, | SSK

59 | 34 [2 3} 29 [3 5} 43 {3 5} 3 [2 1} 25 204 40

s 21 § 13 31 00 1 0]

71|44 ;1 123 16 [; ﬂ 17 [; Z} 4 [f ;} 24 1; f 10
73 | 47 153 281 18 E ﬂ 29 E 153} 37 2; v 24 1;’ ; 39
97 | 71 i’: 231 60 F: 3;} 18 [i ﬂ 95 ii i’g 89 Zﬁ Z 38
97 | 71 i’: 231 60 {153 3;} 10 E ﬂ 95 i i’g 30 216 z 79

5. Security Issue and Conclusion

In the proposed IFM, ,-KES algorithm, creating the matrices IFM,_,,
LPIFM,,, and RPIFM,,,randomly over a prime field F, with a huge prime
p is considered a strong point to compute the SSK. The probability to
determine the correct private keys is

P = P(a)+P(b) = 8/p.

Secretkeys
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Thus, generating IFMs, , to compute the SSK in the proposed

algorithm provides a higher level of security for encryption schemes. With
IFM sizes of 3x3 or 4x4, the security level for computing the SSK has been
increased.
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