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1. Introduction  
The discovery of DNA revolutionized medicine, genetic engineering, 

crime detection and analysis, identification, and massive data storage instead of 
disks. Researchers interested in cryptography have also worked with this 
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structure to encrypted data. We will review several studies that present DNA-
based data encryption methods. The authors in [1] presented the first use of 
DNA for computational operations, which paved the way for extensive research 
in this field. The authors in [2] introduced an index-based symmetric DNA 
cryptosystem via an index of a block cipher and a string to encode a message 
[2]. A technology for storing data inside DNA was developed in 2012 [3]. In 
2017, a more efficient model was proposed, emphasizing the use of DNA 
technology to improve data storage and retrieval efficiency [4]. In 2018, further 
work focused on increasing the complexity of DNA sequencing [5]. After two 
years, a new mRNA-based S-box was introduced, generating the required 
number of boxes using a secret key [6]. Comparative studies between 
asymmetric and symmetric DNA cryptosystems were also conducted [7]. 
Additionally, a DNA cryptosystem integrated with the NTRU system was 
proposed to enhance security [8]. In 2025, a PDNA encryption system based on 
coding theory and polynomials was introduced [9]. In 2020, an FDNA 
encryption scheme with high security was proposed, utilizing DNA and a 
truncated polynomial ring [10]. Furthermore, several encryption systems have 
been developed based on specific mathematical structures [11]. 

2. PDNA Cryptosystem 
Deoxyribonucleic acid (DNA) is made up of small units is said nucleotide. 

A nucleotide consists of three parts: nitrogenous bases, a five-carbon sugar, and 
a phosphate acid. Each set of three nitrogenous bases is called a codon [9]. The 
PDNA based on the truncated polynomials ring 𝒯𝒯   [ ]          = 
{polynomials of degree     with coefficients of integer}, subset    ={ 
  𝒯𝒯     has   , and    -1 coefficients equal positive one, and negative one, 
respectively, and equal zero to the others,    = {   𝒯𝒯    has    , and     -1, 
coefficients equal positive one, and negative one, respectively, and zero to the 
other, and one public key and two private keys. The security of PDNA on one 
polynomial and the standard DNA strand. 

3. Suggested Method 
Assume that every four nitrogenous bases form a codon, which is the basis 

for building the new encryption method, since there are four nucleotides that 
make up DNA (there are 256 different codons, as shown in the following Table 
1, allowing all keyboard symbols to be covered in comparison of the DNA and 
PDNA methods. Also, Tables 2, 3, and 4 are created for use in the system 
phases.  
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Table 1 
Shows the process of encoding the four codons. 
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GG ΛΛ ∁∁ TT 
T 
∁ 
Λ 
G 

T 
∁ 
Λ 
G 

TGTT 
TGT∁ 
TGTΛ 
TGTG 
TG∁T 
TG∁∁ 
TG∁Λ 
TG∁G 
TGΛT 
TGΛ∁ 
TGΛΛ 
TGΛG 
TGGT 
TGG∁ 
TGGΛ 
TGGG 

TΛTT 
TΛT∁ 
TΛTΛ 
TΛTG 
TΛ∁T 
TΛ∁∁ 
TΛ∁Λ 
TΛ∁G 
TΛΛT 
TΛΛ∁ 
TΛΛΛ 
TΛΛG 
TΛGT 
TΛG∁ 
TΛGΛ 
TΛGG 

T∁TT 
T∁T∁ 
T∁TΛ 
T∁TG 
T∁∁T 
T∁∁∁ 
T∁∁Λ 
T∁∁G 
T∁ΛT 
T∁Λ∁ 
T∁ΛΛ 
T∁ΛG 
T∁GT 
T∁G∁ 
T∁GΛ 
T∁GG 

TTTT 
TTT∁ 
TTTΛ 
TTTG 
TT∁T 
TT∁∁ 
TT∁Λ 
TT∁G 
TTΛT 
TTΛ∁ 
TTΛΛ 
TTΛG 
TTGT 
TTG∁ 
TTGΛ 
TTGG 

T 
 

T 
∁ 
Λ 
G 

T 
∁ 
Λ 
G 
 

∁GTT 
∁GT∁ 
∁GTΛ 
∁GTG 
∁G∁T 
∁G∁∁ 
∁G∁Λ 
∁G∁G 
∁GΛT 
∁GΛ∁ 
∁GΛΛ 
∁GΛG 
∁GGT 
∁GG∁ 
∁GGΛ 
∁GGG 

∁ΛTT 
∁ΛT∁ 
∁ΛTΛ 
∁ΛTG 
∁Λ∁T 
∁Λ∁∁ 
∁Λ∁Λ 
∁Λ∁G 
∁ΛΛT 
∁ΛΛ∁ 
∁ΛΛΛ 
∁ΛΛG 
∁ΛGT 
∁ΛG∁ 
∁ΛGΛ 
∁ΛGG 

∁∁TT 
∁∁T∁ 
∁∁TΛ 
∁∁TG 
∁∁∁T 
∁∁∁∁ 
∁∁∁Λ 
∁∁∁G 
∁∁ΛT 
∁∁Λ∁ 
∁∁ΛΛ 
∁∁ΛG 
∁∁GT 
∁∁G∁ 
∁∁GΛ 
∁∁GG 

∁TTT 
∁TT∁ 
∁TTΛ 
∁TTG 
∁T∁T 
∁T∁∁ 
∁T∁Λ 
∁T∁G 
∁TΛT 
∁TΛ∁ 
∁TΛΛ 
∁TΛG 
∁TGT 
∁TG∁ 
∁TGΛ 
∁TGG 

∁ 

T 
∁ 
Λ 
G 

T 
∁ 
Λ 
G 

ΛGTT 
ΛGT∁ 
ΛGTΛ 
ΛGTG 
ΛG∁T 
ΛG∁∁ 
ΛG∁Λ 
ΛG∁G 
ΛGΛT 
ΛGΛ∁ 
ΛGΛΛ 
ΛGΛG 

ΛΛTT 
ΛΛT∁ 
ΛΛTΛ 
ΛΛTG 
ΛΛ∁T 
ΛΛ∁∁ 
ΛΛ∁Λ 
ΛΛ∁G 
ΛΛΛT 
ΛΛΛ∁ 
ΛΛΛΛ 
ΛΛΛG 

Λ∁TT 
Λ∁T∁ 
Λ∁TΛ 
Λ∁TG 
Λ∁∁T 
Λ∁∁∁ 
Λ∁∁Λ 
Λ∁∁G 
Λ∁ΛT 
Λ∁Λ∁ 
Λ∁ΛΛ 
Λ∁ΛG 

ΛTTT 
ΛTT∁ 
ΛTTΛ 
ΛTTG 
ΛT∁T 
ΛT∁∁ 
ΛT∁Λ 
ΛT∁G 
ΛTΛT 
ΛTΛ∁ 
ΛTΛΛ 
ΛTΛG 

Λ 
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ΛGGT 
ΛGG∁ 
ΛGGΛ 
ΛGGG 

ΛΛGT 
ΛΛG∁ 
ΛΛGΛ 
ΛΛGG 

Λ∁GT 
Λ∁G∁ 
Λ∁GΛ 
Λ∁GG 

ΛTGT 
ΛTG∁ 
ΛTGΛ 
ΛTGG 

T 
∁ 
Λ 
G 

T 
∁ 
Λ 
G 

GGTT 
GGT∁ 
GGTΛ 
GGTG 
GG∁T 
GG∁∁ 
GG∁Λ 
GG∁G 
GGΛT 
GGΛ∁ 
GGΛΛ 
GGΛG 
GGGT 
GGG∁ 
GGGΛ 
GGGG 

GΛTT 
GΛT∁ 
GΛTΛ 
GΛTG 
GΛ∁T 
GΛ∁∁ 
GΛ∁Λ 
GΛ∁G 
GΛΛT 
GΛΛ∁ 
GΛΛΛ 
GΛΛG 
GΛGT 
GΛG∁ 
GΛGΛ 
GΛGG 

G∁TT 
G∁T∁ 
G∁TΛ 
G∁TG 
G∁∁T 
G∁∁∁ 
G∁∁Λ 
G∁∁G 
G∁ΛT 
G∁Λ∁ 
G∁ΛΛ 
G∁ΛG 
G∁GT 
G∁G∁ 
G∁GΛ 
G∁GG 

GTTT 
GTT∁ 
GTTΛ 
GTTG 
GT∁T 
GT∁∁ 
∁T∁Λ 
GT∁G 
GTΛT 
GTΛ∁ 
GTΛΛ 
GTΛG 
GTGT 
GTG∁ 
GTGΛ 
GTGG 

G 

 
 

Table 2 
Coding of plaintext characters into codons according to their position. 

Odd Codon Odd Codon Even Codon Even Codon 
a TTT∁ n GTΛ∁ A TΛTG N GΛ∁G 
b T∁∁Λ o GT∁Λ B TG∁Λ O G∁∁∁ 
c ΛΛTG p Λ∁GΛ C ΛGTT P ΛGGΛ 
d ΛT∁∁ q Λ∁∁Λ D ΛΛ∁Λ Q ΛTTΛ 
e ΛTΛΛ r Λ∁ΛG E ΛGΛG R ΛΛGΛ 
f GTT∁ s ∁Λ∁Λ F GΛ∁∁ S ∁G∁Λ 
g GGΛ∁ t ∁∁TG G GΛGΛ T ∁TTΛ 
h T∁Λ∁ u TGΛΛ H TΛΛΛ U TΛ∁Λ 
i TGG∁ v TΛG∁ I T∁GG V TTGG 
j ∁∁ΛT w TTΛ∁ J ∁ΛG∁ W TT∁∁ 
k ∁GGT x ∁ΛΛΛ K ∁GΛ∁ X ∁∁∁Λ 
l ΛTGG y ∁∁GT L ΛΛΛΛ Y ∁TG∁ 

m Λ∁TΛ z ∁T∁Λ M ΛG∁Λ Z ∁TΛΛ 
 
For example, a in the word (are) is odd because the sequence of a in the 

word (are) is odd,   is even because its sequence is even, and e is odd. 
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Table 3 
The converting two nitrogenous bases into an English letter. 

Standard 
DNA 

strand 

A DNA strand 
generated 

from plaintext 
encoding 

The 
English 
letter 

encoded 
the two 
bases 

Standard 
DNA 

strand 

A DNA strand 
generated 

from plaintext 
encoding 

The 
English 
letter 

encoded 
the two 
bases 

T T B T Λ D 
G T H G Λ I 
Λ T K Λ Λ R 
∁ T M ∁ Λ P 
T G S T ∁ X 
G G V G ∁ W 
Λ G Y Λ ∁ Z 
∁ G E ∁ ∁ F 

 
Table 4 

Coding of nitrogenous bases in the binary system 
Binary system Nitrogenous base 

T 11 
∁ 01 
Λ 00 
G 10 

 
The ATDNA (Atwar DNA) cryptosystem relies on the concept of DNA- 

based cryptography. The ATDNA encryption system is explained as follows: 

3.1 Key Generation 
Selecting polynomial      Z[ ] /     , such that   is ring of 

truncated polynomial of degree     with coefficients of integers and has   , 
   -1 coefficients equal 1, -1, respectively and other values are zero. The 
polynomial   should have inverse of multiplicative modulo 𝒫𝒫 denoted by  𝒫𝒫  , 
such that 𝒫𝒫 and   are positive integer numbers. Selecting a strand of DNA and 
this information is available in databases at international centers in genetic 
engineering and studying the functioning of genes, as well as many internet sites 
(GENBANK, EMBL). 

3.2 Encryption 
In order to encrypt the message M, the sender proceeds with the following steps: 
1- The plaintext consists of multiple sequences of English alphabet letters, 

which include 26 characters, which are encoded into codons according to 
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Table 2 where each letter is assigned a specific codon based on its position 
(odd or even) in the text.  

2- Using the key in step (2) of the key generation phase with the codons from 
the last step, we obtain the English letters based on Table 3, these letters 
are converted into binary form based on their order in the English alphabet. 

3- Convert the binary system chain into a polynomial called   belonging to 
the   based on length  . By utilizing the key   selected during the key 
generation phase, 𝒸𝒸 is derived using the following formula 𝒸𝒸    
      𝒫𝒫  Transform 𝒸𝒸 into the binary system. By Table 4, convert the 
binary chain to string of nitrogenous which is the ciphertext  . 

3.3 Decryption 
The recipient carries out the following steps to decrypt the message  : 
1- With the help of Table 4, transform the nitrogenous base string into a 

binary chain. Transform the binary chain into a polynomial 𝜃𝜃 of length  . 
2- Compute 𝒜𝒜     𝒫𝒫   * 𝜃𝜃 (mod 𝒫𝒫), then convert 𝒜𝒜 into the binary system 

chain. Convert the binary system chain into letters based on their sequence 
in the English alphabet, then convert letters into codons according to Table 
3. 

3- Convert the codons into message M according to Table 2.  

4. Security Analysis 
The security of the ATDNA encryption scheme relies on access to the 

DNA string key and the truncated polynomial key, requiring an attacker to 
search the edge space   and the DNA string convolutionally (taking each 
polynomial key with all possible DNA string key probabilities) based on the 
polynomial degree, nonzero coefficients, and DNA string length, respectively. 
Furthermore, the fact that each of the four bases contains four characters instead 
of three edges increases the randomness of this method, making it difficult for 
an attacker to access the keys, thus providing high security for data transmitted 
over an insecure medium. 

5. Conclusion 
In this paper, we present a new method, ATDNA, for data encryption 

based on DNA sequences and polynomials. This method develops a set of 
substitution codon tables, providing a higher level of security than DNA-based 
encryption methods, polynomial-ring-based methods such as NTRU, or hybrid 
methods that combine polynomial rings and DNA, such as PDNA. This 
approach is particularly effective against guesswork-based attacks, such as 
brute-force attacks, because of its random nature. This makes it effective and 
suitable for many electronic transactions that transmit highly sensitive data that 
could cause significant damage if viewed by an unauthorized third party. 

 
 



HYBRID SECURE ENCRYPTION SCHEME� 1901

References 

	 [1]	 L. M. Adleman, “Molecular computation of solutions to combinato-
rial problems,” Science, vol. 266, no. 5187, pp. 1021–1024 (1994). 

	 [2]	 Y. Yunpeng, Z. Yu, W. Zhong, and R. O. Sinnott, “Index-based sym-
metric DNA encryption algorithm,” in Proc. 2011 4th Int. Congr. Image 
Signal Process., IEEE, vol. 5, pp. 2290–2294 (2011).

	 [3]	 G. M. Church, Y. Gao, and S. Kosuri, “Next-generation digital infor-
mation storage in DNA,” Science, vol. 337, no. 6102, pp. 1628–1628 
(2012).

	 [4]	 Y. Erlich and D. Zielinski, “DNA Fountain enables a robust and ef-
ficient storage architecture,” Science, vol. 355, no. 6328, pp. 950–954 
(2017).

	 [5]	 E. Vidhya and R. Rathipriya, “Two level text data encryption using 
DNA cryptography,” Int. J. Comput. Intell. Inform., vol. 8, no. 3, pp. 
106–118 (2018).

	 [6]	 A. K. Farhan, R. S. Ali, H. R. Yassein, N. M. G. Al-Saidi, and G. H. 
Abdul-Majeed, “A new approach to generate multi S-boxes based on 
RNA computing,” Int. J. Innov. Comput. Inf. Control, vol. 16, no. 1, pp. 
331–348 (2020).

	 [7]	 B. T. Hammad, A. M. Sagheer, I. T. Ahmed, and N. Jamil, “A com-
parative review on symmetric and asymmetric DNA-based cryptog-
raphy,” Bull. Electr. Eng. Inform., vol. 9, no. 6, pp. 2484–2491 (2020).

	 [8]	 U. S. D. Satriyo, F. Rahutomo, B. Harjito, and H. Prasetyo, “DNA 
cryptography based on NTRU cryptosystem to improve security,” in 
Proc. 2022 IEEE 8th Int. Inf. Technol. Int. Semin. (ITIS), Surabaya, Indo-
nesia, pp. 27–31 (Oct. 2022).

	 [9]	 F. H. Albakaa and H. R. Yassein, “A New Encryption Scheme Based 
on DNA and Polynomials with More Security,” Int. J. Math. Comput. 
Sci., vol. 20, pp. 1–14 (2017).

[10]	 A. Chillali and M. Sahmoudi, “SCC-Cryptosystem on an algebraic 
closure ring,” Journal of Discrete Mathematical Sciences and Cryptogra-
phy, vol. 23, no. 8, pp. 1475–1485 (2020).

[11]	 D. K. Verma, M. Rani, R. K. Tyagi, and B. B. Sagar, “Baptista chaotic 
cryptosystem based on alternate superior dynamic lookup table,” 
Journal of Discrete Mathematical Sciences and Cryptography, vol. 22, no. 
8, pp. 1383–1392 (2019).

		  Received May, 2025


