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Abstract

In this study, a novel encryption system is proposed that uses four nucleotide bases
instead three in the original system DNA, which provides a high secure that helps to
protect the data from surges and makes it suitable for many information that require high
secure when transmitted through in unsecure conductive medium due to the significant
randomness resulting from the increased number of bases in DNA.
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1. Introduction

The discovery of DNA revolutionized medicine, genetic engineering,
crime detection and analysis, identification, and massive data storage instead of
disks. Researchers interested in cryptography have also worked with this
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structure to encrypted data. We will review several studies that present DNA-
based data encryption methods. The authors in [1] presented the first use of
DNA for computational operations, which paved the way for extensive research
in this field. The authors in [2] introduced an index-based symmetric DNA
cryptosystem via an index of a block cipher and a string to encode a message
[2]. A technology for storing data inside DNA was developed in 2012 [3]. In
2017, a more efficient model was proposed, emphasizing the use of DNA
technology to improve data storage and retrieval efficiency [4]. In 2018, further
work focused on increasing the complexity of DNA sequencing [5]. After two
years, a new mRNA-based S-box was introduced, generating the required
number of boxes using a secret key [6]. Comparative studies between
asymmetric and symmetric DNA cryptosystems were also conducted [7].
Additionally, a DNA cryptosystem integrated with the NTRU system was
proposed to enhance security [8]. In 2025, a PDNA encryption system based on
coding theory and polynomials was introduced [9]. In 2020, an FDNA
encryption scheme with high security was proposed, utilizing DNA and a
truncated polynomial ring [10]. Furthermore, several encryption systems have
been developed based on specific mathematical structures [11].

2. PDNA Cryptosystem

Deoxyribonucleic acid (DNA) is made up of small units is said nucleotide.
A nucleotide consists of three parts: nitrogenous bases, a five-carbon sugar, and
a phosphate acid. Each set of three nitrogenous bases is called a codon [9]. The
PDNA based on the truncated polynomials ring 7 =Z[x]/(xN —1)=
{polynomials of degree N —1 with coefficients of integer}, subset €3 ={
# € T\ #has d;, and dj -1 coefficients equal positive one, and negative one,
respectively, and equal zero to the others, €, = { g € T\ g has dg, and dg -1,
coefficients equal positive one, and negative one, respectively, and zero to the
other, and one public key and two private keys. The security of PDNA on one
polynomial and the standard DNA strand.

3. Suggested Method

Assume that every four nitrogenous bases form a codon, which is the basis
for building the new encryption method, since there are four nucleotides that
make up DNA (there are 256 different codons, as shown in the following Table
1, allowing all keyboard symbols to be covered in comparison of the DNA and
PDNA methods. Also, Tables 2, 3, and 4 are created for use in the system
phases.
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First rule

Table 1
Shows the process of encoding the four codons.
Second rule Third
T C A G rule

TTTT TCTT TATT TGTT T T
TTTC TCTC TATC TGTC C C
TTTA TCTA TATA TGTA A A
TTTG TCTG TATG TGTG G G
TTCT TCCT TACT TGCT

TTCC TCCC TACC TGCC

TTCA TCCA TACA TGCA

TTCG TCCG TACG TGCG

TTAT TCAT TAAT TGAT

TTAC TCAC TAAC TGAC

TTAA TCAA TAAA TGAA

TTAG TCAG TAAG TGAG

TTGT TCGT TAGT TGGT

TTGC TCGC TAGC TGGC

TTGA TCGA TAGA TGGA

TTGG TCGG TAGG TGGG

CTTT CCTT CATT CGTT T T
CTTC CCTC CATC CGTC C C
CTTA CCTA CATA CGTA A A
CTTG CCTG CATG CGTG G G
CTCT CCCT CACT CGCT

CTCC CCCC CACC CGCC

CTCA CCCA CACA CGCA

CTCG CCca CACG CGCG

CTAT CCAT CAAT CGAT

CTAC CCAC CAAC CGAC

CTAA CCAA CAAA CGAA

CTAG CCAG CAAG CGAG

CTGT CCGT CAGT CGGT

CTGC CCGC CAGC CGGC

CTGA CCGA CAGA CGGA

CTGG CCGG CAGG CGGG

ATTT ACTT AATT AGTT T T
ATTC ACTC AATC AGTC C C
ATTA ACTA AATA AGTA A A
ATTG ACTG AATG AGTG G G
ATCT ACCT AACT AGCT

ATCC ACCC AACC AGCC

ATCA ACCA AACA AGCA

ATCG ACCG AACG AGCG

ATAT ACAT AAAT AGAT

ATAC ACAC AAAC AGAC

ATAA ACAA AAAA AGAA

ATAG ACAG AAAG AGAG

Four rule
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ATGT ACGT AAGT AGGT
ATGC ACGC AAGC AGGC
ATGA ACGA AAGA AGGA

ATGG ACGG AAGG AGGG

G GTTT GCTT GATT GGTT T T
GTTC GCTC GATC GGTC C C
GTTA GCTA GATA GGTA A A
GTTG GCTG GATG GGTG G G
GTCT GCCT GACT GGCT
GTCC GCCC GACC GGCC
CTCA GCCA GACA GGCA
GTCG GCCG GACG GGCG

GTAT GCAT GAAT GGAT
GTAC GCAC GAAC GGAC
GTAA GCAA GAAA GGAA
GTAG GCAG GAAG GGAG
GTGT GCGT GAGT GGGT
GTGC GCGC GAGC GGGC
GTGA GCGA GAGA GGGA
GTGG GCGG GAGG GGGG

Table 2
Coding of plaintext characters into codons according to their position.

Odd | Codon Odd Codon Even Codon Even Codon
a TTTC n GTAC A TATG N GACG
b TCCA o GTCA B TGCA o GCCC
c AATG p ACGA C AGTT P AGGA
d ATCC q ACCA D AACA Q ATTA
e ATAA r ACAG E AGAG R AAGA
f GTTC S CACA F GACC S CGCA
g GGAC t CCTG G GAGA T CTTA
h TCAC u TGAA H TAAA U TACA
i TGGC v TAGC I TCGG v TTGG
j CCAT w TTAC J CAGC W TTCC
k CGGT X CAAA K CGAC X Cccca
1 ATGG y CCGT L AAAA Y CTGC
m ACTA z CTCA M AGCA Z CTAA

For example, a in the word (are) is odd because the sequence of a in the
word (are) is odd, r is even because its sequence is even, and e is odd.
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Table 3
The converting two nitrogenous bases into an English letter.
The The
Standard A DNA strand| English Standard A DNA strand| English
generated letter generated letter
DNA . DNA .
from plaintext | encoded from plaintext| encoded
strand . strand .
encoding the two encoding the two
bases bases
T T B T A D
G T H G A I
A T K A A R
C T M C A P
T G S T C X
G G \Y G C W
A G Y A C Z
C G E C C F
Table 4
Coding of nitrogenous bases in the binary system
Binary system Nitrogenous base
T 11
C 01
A 00
G 10

The ATDNA (Atwar DNA) cryptosystem relies on the concept of DNA-
based cryptography. The ATDNA encryption system is explained as follows:

3.1 Key Generation

Selecting polynomial f € ¢ = Z[x] /xN — 1, such that ¢ is ring of
truncated polynomial of degree N — 1 with coefficients of integers and has dj,
dg -1 coefficients equal 1, -1, respectively and other values are zero. The
polynomial f should have inverse of multiplicative modulo P denoted by ff5!,
such that P and N are positive integer numbers. Selecting a strand of DNA and
this information is available in databases at international centers in genetic

engineering and studying the functioning of genes, as well as many internet sites
(GENBANK, EMBL).

3.2 Encryption
In order to encrypt the message M, the sender proceeds with the following steps:

1-  The plaintext consists of multiple sequences of English alphabet letters,
which include 26 characters, which are encoded into codons according to
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Table 2 where each letter is assigned a specific codon based on its position
(odd or even) in the text.

2-  Using the key in step (2) of the key generation phase with the codons from
the last step, we obtain the English letters based on Table 3, these letters
are converted into binary form based on their order in the English alphabet.

3-  Convert the binary system chain into a polynomial called g belonging to
the ¢ based on length N. By utilizing the key f selected during the key
generation phase, ¢ is derived using the following formula ¢ =f *
g mod P. Transform ¢ into the binary system. By Table 4, convert the
binary chain to string of nitrogenous which is the ciphertext E.

3.3 Decryption
The recipient carries out the following steps to decrypt the message E:

1-  With the help of Table 4, transform the nitrogenous base string into a
binary chain. Transform the binary chain into a polynomial g of length N.

2-  Compute A = fz'* § (mod P), then convert 4 into the binary system
chain. Convert the binary system chain into letters based on their sequence

in the English alphabet, then convert letters into codons according to Table
3.

3-  Convert the codons into message M according to Table 2.

4. Security Analysis

The security of the ATDNA encryption scheme relies on access to the
DNA string key and the truncated polynomial key, requiring an attacker to
search the edge space f and the DNA string convolutionally (taking each
polynomial key with all possible DNA string key probabilities) based on the
polynomial degree, nonzero coefficients, and DNA string length, respectively.
Furthermore, the fact that each of the four bases contains four characters instead
of three edges increases the randomness of this method, making it difficult for
an attacker to access the keys, thus providing high security for data transmitted
over an insecure medium.

5. Conclusion

In this paper, we present a new method, ATDNA, for data encryption
based on DNA sequences and polynomials. This method develops a set of
substitution codon tables, providing a higher level of security than DNA-based
encryption methods, polynomial-ring-based methods such as NTRU, or hybrid
methods that combine polynomial rings and DNA, such as PDNA. This
approach is particularly effective against guesswork-based attacks, such as
brute-force attacks, because of its random nature. This makes it effective and
suitable for many electronic transactions that transmit highly sensitive data that
could cause significant damage if viewed by an unauthorized third party.
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