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Orbit (LEO) spacecraft. As LEO constellations become critical infrastructure, ensuring their
cybersecurity and the confidentiality of transmitted data is paramount. We investigate
novel microprocessor architectures and intelligent algorithms for real-time threat detection,
intrusion prevention, and autonomous response tailored to the resource-constrained
environment of LEO satellites. Furthermore, we delve into advanced cryptographic methods
optimized for high-throughput data streams and the unique challenges of space-based
communication, including latency and intermittent connectivity. The paper proposes a
layered security framework that leverages on-board intelligent processing for proactive
cyber defence and robust encryption to safeguard sensitive data transmitted to and from
LEO assets. The potential benefits of this integrated approach include enhanced resilience
against cyber threats, improved data security, and increased operational efficiency for future
LEO missions.

Subject Classification: 68P25.

Keywords: Cyber defence, Intelligent systems, Microprocessot, Encryption, High-speed data, LEO
satellites, Spacecraft security.

1. Introduction

Low Earth Orbit (LEO) satellite constellations are rapidly expanding
and play a crucial role in global communications, Earth observation,
navigation and scientific missions. These systems generate and transmit
large volumes of sensitive data, often under stringent real-time constraints
and limited on-board resources. At the same time, their increasing
connectivity and reliance on software-defined functions expose them to a
growing spectrum of cyber threats, including eavesdropping, jamming,
spoofing, command injection and denial-of-service attacks. Recent studies
on cyber security for space and cyber-physical systems highlight that
traditional terrestrial defense mechanisms and perimeter-based security
models are not sufficient for space infrastructures [1]-[5]. Many existing
solutions assume stable network connectivity, abundant computing
resources and the possibility of frequent human intervention, assumptions
that seldom hold for LEO spacecraft. Spaceborne platforms must operate
autonomously for long periods, under intermittent contact with ground
stations and in harsh environmental conditions, which significantly
constrains the design and deployment of security mechanisms.

High-speed space communication links further exacerbate these
challenges. Conventional encryption schemes, when implemented without
careful optimization, can introduce latency and processing overhead that
limit achievable throughput on resource-constrained on-board processors.
To address this, several works investigate hybrid and optimized
cryptographic schemes. For example, new key-management scenarios that
combine Feistel structures with the Advanced Encryption Standard (AES)
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are proposed to strengthen resistance against brute-force and side-channel
attacks [6]-[10]. Other research explores hybrid block-cipher constructions
and multi-round authentication methods, such as combinations of AES
and Blowfish, to improve both performance and robustness in high-speed
data environments [11]-[12]. Lightweight cryptographic primitives and
intrusion detection mechanisms have also been considered for satellite
and space communication networks, particularly in connection with
emerging applications such as secure Internet-of-Things (IoI) and
cyber-physical systems [13]-[16].

Despite these advances, there is still no comprehensive and integrated
framework that jointly addresses intelligent cyber defense and high-speed
data encryption at the microprocessor level for LEO spacecraft. Most
existing approaches focus either on link-level encryption without explicit
consideration of on-board intelligent defense, or on intrusion detection
and response without deeply integrating high-throughput encryption
into the embedded architecture. As a result, current solutions may leave
blind spots to sophisticate, multi-stage attacks or become bottlenecks
when confronted with the high data rates typical of modern LEO missions.
This paper proposes a microprocessor-based intelligent cyber defense and
high-speed encryption framework tailored to the constraints and
requirements of LEO spacecraft. The primary goal is to design and
evaluate an integrated, layered security architecture that combines
on-board intelligent threat detection and response with efficient,
high-throughput data protection [17]-[19]. To achieve the goal of securing
Low Earth Orbit (LEO) satellites, this paper pursues the following
objectives: (1) analyzing primary cyber threats and vulnerabilities specific
to LEO satellites; (2) evaluating candidate space-qualified microprocessor
architectures for supporting intelligent cyber defense and high-speed
encryption within resource constraints; (3) developing lightweight
intelligent cyber defense algorithms for on-board anomaly detection,
intrusion prevention, and autonomous response; (4) assessing and
adapting high-speed encryption techniques for LEO communications
with emphasis on throughput and security; and finally, (5) proposing and
evaluating an integrated, layered security framework that combines
intelligent cyber defense and high-speed encryption at the microprocessor
level, quantifying its effectiveness under representative LEO scenarios.

The proposed framework is particularly relevant for applications that
require both high data rates and strong security guarantees, such as
satellite-based broadband Internet, high-resolution Earth observation,
secure command and control, and distributed satellite missions. By tightly
coupling onboard intelligent cyber defense with high-speed encryption,
the framework aims to provide proactive detection and mitigation of cyber
threats while preserving the confidentiality and integrity of mission data
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without introducing prohibitive overhead. The remainder of this paper is
organized as follows. Section 2 describes the threat modelling activities,
microprocessor evaluation and the design of intelligent cyber defense and
high-speed encryption components. Section 3 presents the integrated
security framework and discusses simulation results and performance
evaluation. Section 4 concludes the paper and outlines directions for
future research.

2. Methods

This study adopts a multi-faceted methodological approach that
combines threat modelling and vulnerability analysis, comparative
evaluation of space-qualified microprocessor architectures, development
of on-board intelligent cyber defense algorithms, assessment of high-speed
encryption techniques and design of an integrated security framework for
LEO spacecraft. Simulation-based evaluation is used to quantify the
performance, resource utilization and security effectiveness of the
proposed architecture, and potential hardware-software co-design
options are considered where relevant.

2.1 Threat Modelling and Vulnerability Analysis

We conduct a comprehensive analysis of potential cyber threats
targeting LEO satellite systems. The threat-modeling process systematically
generates a catalogue of plausible attack scenarios and associated
vulnerabilities by performing three main activities: (i) a literature review
of existing reports and incident databases to identify common attack
vectors affecting space systems; (ii) attack-tree construction to
systematically map potential attack paths, preconditions, and attacker
capabilities against key LEO satellite components (microprocessors, links,
sensors, etc.); and (iii) a vulnerability assessment focusing on common
hardware and software flaws in space-qualified embedded systems,
particularly examining firmware updates, protocols, memory protection,
and subsystem interfaces.

2.2 Microprocessor Architecture Evaluation

We perform a comparative study of several microprocessor
architectures suitable for deployment in LEO spacecraft (Table 1). The
analysis focuses on representative space-grade or space-oriented designs,
labelled Processor A, Processor B and Processor C, based respectively on a
RISC-V core, an ARM Cortex-R core and a LEON3 core. For each candidate,
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we examine key architectural and implementation features that influence
the feasibility and efficiency of implementing intelligent cyber defence
mechanisms and high-speed encryption on-board. Table 1 summarises the
main characteristics considered in the comparison, including architecture
type, clock frequency range, power consumption, radiation hardness,
availability of cryptographic acceleration units and on-chip memory size.
These parameters are interpreted with respect to their impact on
security-related workloads, for example the effect of clock speed on the
throughput of encryption algorithms or the influence of on-chip memory
on the deployment of anomaly-detection models.

Table 1
Comparative Analysis of Potential Microprocessor Architectures for LEO
Spacecraft
Feature Processor A | Processor B | Processor C Evaluation
(Example) | (Example) | (Example)
ARM Suitability for real-time,
Architecture |RISC-V LEON3 power efficiency, and
Cortex-R -
radiation tolerance
Impact on processing
Clock Speed speed for security
(MHz) 100-500 200-800 50-200 algorithms and data
encryption
Power .
Consumption | 0.1-1.0 0.2-15 0.5-2.0 Crucial for LEO power
budgets
W)
Radiation Essential for long-
Hardness >100 50-150 >150 duration space
(kRad) missions
Crvpt Potential for hardware-
ypto Optional Optional Optional accelerated encryption
Acceleration -
and decryption
Influence on the
On-Chip feasibility of on-board
Memory (KB) 64-512 128-1024 32256 intelligent algorithm
deployment

To guide the selection of a suitable microprocessor for further study,
the architectures are evaluated according to the following criteria:
Performance: processing capability (e.g. MIPS/DMIPS) and suitability for
real-time execution of cyber defence and encryption algorithms alongside
mission tasks. Power efficiency: power consumption in Watts, ensuring
compatibility with the limited power budgets and thermal constraints of
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LEO satellites. Radiation hardness: tolerance to total ionising dose and
single-event effects typical of the space environment, which is essential for
long-duration missions. Resource availability: amount of on-chip memory
(SRAM, ROM/Flash) and presence of hardware acceleration units for
cryptographic operations or signal processing. Cost and availability:
cost-effectiveness and availability of space-qualified variants or
radiation-tolerant versions of the architectures.

o v |

| Communication Syst

_Security Knowledge Base |

On-board Sensors & Telemetry

LEO Spacecraft

8
£
a
£
o
T
©
3
i
o

Intrusion Prevention System

E

Figure 1
Conceptual Architecture of the Intelligent Cyber Defence System

h-Speed Encryption Module

1’ Application Software

=

Alice

. hello ..
e

Bob



1840 A. TILENBAYEV ET AL.

2.3. Development of Intelligent Cyber Defence Algorithms

Based on the identified threats and processor capabilities, we design
intelligent on-board cyber defence mechanisms organised according to
the conceptual architecture shown in Figure 1.

The proposed intelligent cyber defence system comprises three
tightly coupled functional blocks: Anomaly detection. Algorithms are
developed to identify deviations from nominal system behaviour that may
indicate malicious activity. The anomaly detectors operate on telemetry
data, communication patterns and resource-usage metrics collected from
the on-board computer and communication subsystems. Lightweight
statistical and machine-learning models suitable for implementation on
space-grade microprocessors are considered. Intrusion prevention.
Rule-based engines and compact machine-learning classifiers are explored
for real-time detection and blocking of known attack signatures and
suspicious traffic patterns. These mechanisms are designed to operate in
line with the communication stack, enabling filtering and rate-limiting of
potentially malicious packets before they reach critical subsystems.
Autonomous response mechanisms. A set of pre-defined response strategies
is specified, including isolating compromised modules, reconfiguring
communication links, adjusting quality-of-service parameters and
triggering safe-mode transitions. Decision logic is implemented to select
and execute appropriate responses based on the severity and type of
detected threat, while minimising disruption to mission operations.

The algorithms are implemented and evaluated in a simulation
environment that emulates representative LEO communication scenarios
and on-board workloads, providing quantitative measures of detection
rate, false positive rate and computational overhead.

2.4. High-Speed Encryption Technique Evaluation and Adaptation

We analyse several symmetric and asymmetric encryption algorithms
with respect to their suitability for high-throughput LEO communication
links (Table 2). The set of candidate schemes includes AES-GCM and
ChaCha20-Poly1305 as symmetric authenticated-encryption algorithms,
and elliptic-curve cryptography (ECC, e.g. Curve25519) and RSA as
representative asymmetric algorithms used primarily for key establishment
and digital signatures.

For each algorithm, we consider the following aspects: Throughput:
achievable encryption and decryption rates, considering software-only
implementations and potential use of hardware acceleration on the target
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microprocessor. Security strength: resistance to known cryptanalytic
attacks and adequacy of key sizes for the intended operational lifetime of
the satellite mission. Latency: delay introduced by the encryption and
decryption processes, which is critical for delay-sensitive applications
such as real-time telemetry. Implementation complexity: computational
and memory requirements for software and hardware implementations,
including code size, data-path width and need for specialised instructions.
Suitability for LEO: ability of the algorithm to operate efficiently under the
resource and environmental constraints of LEO satellites, and its
compatibility with existing and emerging communication standards.

Wealso investigate techniques for optimising encryption performance,
such as pipelining, parallel processing across multiple cores where
available and exploitation of dedicated cryptographic acceleration units.
In addition, hybrid cryptographic approaches are considered [6]-[12], in
which different algorithms (for example, AES for key generation and
Blowfish-like ciphers for bulk data encryption) are combined to balance
security, throughput and implementation cost, following trends reported
in the literature.

2.5. Integrated Security Framework Design and Evaluation

Insights from the threat modelling, microprocessor evaluation,
intelligent algorithm development and encryption analysis are
consolidated into the design of a layered security framework that integrates
the intelligent cyber defence module and the high-speed encryption
module at the microprocessor level (Figure 2). The framework specifies
the logical placement of these modules within the spacecraft avionics
architecture, defines the interfaces between them and describes the flow
of data and control signals.

In the proposed design, incoming and outgoing data streams are first
inspected by the intelligent cyber defence layer, which performs anomaly
detection and intrusion prevention, before being passed to the high-speed
encryption layer for confidentiality and integrity protection. The
framework also defines how autonomous response actions interact with
mission-control functions and communication subsystems.

The integrated framework is evaluated through simulations under a
range of operational scenarios, including nominal operation, simulated
injection attacks and eavesdropping attempts. The following metrics are
used to assess its performance:
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e Threat-detection rate: the proportion of malicious activities correctly
identified by the intelligent cyber defence module.

¢ False positive rate: the frequency with which legitimate activities are
incorrectly flagged as threats.

* Encryption/decryption throughput: the data rate sustained by the
high-speed encryption module under realistic traffic patterns.

* Resource utilisation: CPU load, memory footprint and power
consumption of the integrated framework on the selected
microprocessor architecture.

* Security effectiveness: the overall resilience of the system against the
identified threat vectors and attack scenarios.

2.6. Potential Hardware—Software Co-design Considerations

Finally, we examine potential hardware-software co-design options
to further enhance the performance and efficiency of the integrated
security framework. Based on the bottlenecks observed in simulation, we
identify security algorithms and encryption operations that are strong
candidates for hardware acceleration. Possible optimisations include the
introduction of dedicated cryptographic accelerator blocks, the use of
configurable logic resources or the extension of the instruction set with
custom operations tailored to common cryptographic primitives and
anomaly-detection kernels. For each option, qualitative trade-offs between
performance gains, power consumption, silicon area and design complexity
are considered.

3. Results and Discussion

The research activities described in Section 2 — threat modelling and
vulnerability — analysis, —microprocessor architecture evaluation,
development of intelligent cyber defence algorithms, high-speed
encryption analysis and integrated framework design — produced several
key findings. First, the threat-modelling phase confirms that satellite
communication links and on-board computer systems are primary targets
for cyberattacks. The constructed attack treesreveal potential vulnerabilities
ranging from eavesdropping and jamming to command injection and
denial-of-service attacks. The associated vulnerability assessment
emphasises the need to address both software flaws in on-board
applications and hardware-level weaknesses in mission-critical
components. To provide a compact visual summary of the threat-modelling
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Likelihood-impact risk matrix for cyber threats
to LEO satellite subsystems.

Critical O 0 A
— <o e O
k=1
=
£
Moderate -
Low -1
Ra—:;re Unlilkely Poss'ible Lik‘ely Very 'likely
Likelihood
Attack Type Target Subsystem
O Eavesdropping <> Command injection ® Sensors
A Jamming @ DoSs ® Actuators
[} Spoofing (@] Side-channel @ Comm Links
[ OBC
Figure 3

Likelihood-impact risk matrix for cyber threats to LEO satellite subsystems as
identified in the threat modelling study

results, Figure 3 depicts the identified attack scenarios in a likelihood—
impact risk matrix for key LEO satellite subsystems. The markers show
that cyber threats targeting communication links and the on-board
computer tend to cluster in the high-likelihood and high-impact region,
whereas attacks on sensors and actuators occupy lower or intermediate
risk cells. This distribution confirms that link and processor security must
be treated as primary design drivers for the integrated cyber defence and
encryption framework, and it motivates the focus on on-board intelligent
protection mechanisms in the remainder of this section.

The comparative analysis of microprocessor architectures (Table 1)
shows that while several candidates offer adequate performance and
radiation hardness, the availability of cryptographic acceleration and
sufficient on-chip memory are decisive for efficient implementation of
both intelligent cyber defence algorithms and high-speed encryption.
Among the evaluated options, Processor A, a RISC-V-based design with
optional cryptographic acceleration and flexible memory configuration,
emerges as a promising reference architecture. Its open-source nature and
customisability make it well suited to tailoring security functionality to
mission-specific requirements. The development and simulation of
intelligent cyber defence algorithms demonstrate that the proposed
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anomaly-detection mechanisms can identify simulated malicious activities
with a high detection rate of approximately 92% and a low false positive
rate of about 3%. The intrusion-prevention system successfully blocks all
simulated known attack signatures in the considered scenarios. In
addition, the autonomous response module reliably triggers predefined
countermeasures — such as isolating a compromised communication port
or reconfiguring communication links — with minimal reliance on
ground-control intervention. To further illustrate the performance of the
intelligent cyber defence algorithms, Figure 4 presents box-and-whisker
plots of the anomaly scores and response latency obtained under normal
and attack conditions. The clear separation between the score distributions
for normal telemetry and malicious activities in panel (a) supports the
reported detection rate of approximately 92% and the low false-positive
rate of about 3%, indicating that the detector assigns high confidence to
genuine attacks while rarely misclassifying benign behaviour. At the same
time, the narrow latency distributions in panel (b) show that autonomous
responses are triggered within a short and predictable time window after
attack onset, confirming that the proposed on-board defence mechanisms
can provide timely protection without imposing unacceptable delays on
mission operations.

The evaluation of high-speed encryption techniques (Table 2)
confirms that AES-GCM provides a favourable balance between security

Box-and-whisker plots of anomaly scores and response latency
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Box-and-whisker plots of anomaly scores and response latency for the intelli-
gent cyber defence modules under normal and attack conditions.
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strength and throughput, particularly when hardware acceleration is
available on the selected microprocessor. ChaCha20-Poly1305 offers a
viable software-based alternative with lower implementation complexity
and competitive performance on resource-constrained platforms. These
findings are consistent with current cryptographic trends, which
emphasise combining the advantages of existing standards and exploring
hybrid constructions that use, for example, AES for key management and
a Blowfish-like cipher for high-speed bulk data encryption, as exemplified
by the work in [12]. Simulation results further indicate that AES-GCM,
when combined with optimised data-streaming techniques, can achieve
encryption and decryption throughputs that exceed the typical downlink
data rates of many contemporary LEO missions.

Simulation of the integrated security framework shows that the
combined use of intelligent cyber defence and high-speed encryption
yields a multi-layered protection strategy. The intelligent cyber defence
module effectively filters malicious traffic and identifies anomalous
on-board behaviour before it affects critical systems or mission data, while
the high-speed encryption module preserves the confidentiality and
integrity of data after processing by the defence layer. Table 3 summarises
key performance indicators for three representative scenarios — nominal
operation, a simulated injection attack and a simulated data-eavesdropping
attempt — and Figure 5 depicts the corresponding CPU utilisation of the
on-board computer.

Table 3

Performance Evaluation of the Integrated Security Framework

. Scenario 1 S(Eenarlo 2 Scenario 3 (Simulated
Metric (No Attack) (Simulated Data Eavesdropping)
Injection Attack) pping
CPU 15 28 (during 18 (during encryption)
Utilization (%) detection)
Memory Usage | 120 155 (during 135 (during encryption)
(KB) analysis)
Data 100 95 (after mitigation) | 98 (encrypted)
Throughput
(Mbps)
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Intrusion No Yes No
Detection (Yes/

No)

False Positive No No No
(Yes/No)

As reported in Table 3, CPU utilisation peaks at around 28% during
active threat detection, with memory usage rising to approximately 155 kB
during analysis. Under encryption-dominant phases, CPU utilisation
returns to about 18% and memory usage to roughly 135 kB, while data
throughput remains close to its nominal value (around 100 Mbps),
dropping only slightly during mitigation and encrypted transmission.
Intrusion detection is correctly triggered only in the injected-attack
scenario, and no false positives are observed in the experiments. These
results indicate that the integrated framework remains feasible within the
resource constraints of a modern space-qualified microprocessor.

Table 4 compares the resource utilisation of the integrated framework
with that of standalone encryption and standalone intrusion-detection
configurations, and Figure 6 illustrates the associated data flow and
security processing.

Table 4
Comparison of Resource Utilization with Standalone Security Measures
Metric Integrated Standalone Standalone
Framework Encryption Intrusion Detection
Peak CPU 28 15 22
Utilization (%)
Average Memory 135 100 110
Usage (KB)
Power 1.15x 1.0x 1.08x
Consumption
(Relative)

The integrated approach incurs moderately higher peak CPU load,
average memory usage and power consumption (approximately 1.15x the
reference power level) than standalone encryption, and slightly higher
overhead than standalone intrusion detection. However, it provides a
more comprehensive and proactive security posture by covering a broader
spectrum of threat types and enabling coordinated detection, response
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and encryption. The synergistic effect of combining intelligent threat
analysis with robust high-speed encryption therefore offers enhanced
resilience to cyberattacks compared with deploying capability in isolation.
To clarify the overall viability of the proposed approach, Figure 7 presents
a security—overhead trade-off for several representative on-board security
configurations.

Security-overhead trade-off for alternative
on-board security configurations.
1.0 4
Integrated framework

-] Viability Region
'.'g 0.8 1 Standalone IDS D (Target Zone)
g
g 0.6+ A Standalone encryption
3
3
=]
© 0.4 -
%- O No on-board security
=1
8 0 2 o
3o

0.0 -

0.9 1.0 1.1 12 1.3 14
Resource overhead factor
(relative to standalone encryption)

Figure 7

Security—overhead trade-off for alternative on-board security configurations
on the selected LEO microprocessor

The plot shows that, although the integrated framework incurs a
modest increase in resource overhead compared with standalone
encryption and standalone intrusion detection, it achieves a substantially
higher security effectiveness and is the only configuration lying
comfortably within the predefined viability region for the selected
microprocessor. The integrated intelligent cyber defence and high-speed
encryption framework offers a more favourable balance between protection
and resource consumption than simpler baselines, while also making
explicit the practical limits beyond which additional security features
would no longer be compatible with LEO spacecraft constraints.
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4. Conclusion

This paper has investigated the integration of microprocessor-based
intelligent cyber defence mechanisms with high-speed data encryption
techniques for Low Earth Orbit (LEO) spacecraft. Recognising the
increasing criticality and vulnerability of LEO constellations, we have
proposed and evaluated a layered security framework that leverages on-
board intelligent processing for proactive threat detection together with
robust, high-throughput encryption for data protection.

The analysis of potential cyber threats confirms the need for security
measures tailored to the constraints and operating conditions of the space
environment. The comparative evaluation of candidate microprocessor
architectures highlights the importance of processing performance, power
efficiency, radiation hardness and the availability of cryptographic
acceleration units for supporting both intelligent cyber defence and high-
speed encryption on-board. The development and simulation of intelligent
cyber defence algorithms demonstrate the feasibility of on-board anomaly
detection, intrusion prevention and autonomous response with high
detection rates and low false positive rates. In parallel, the assessment of
high-speed encryption techniques identifies algorithms capable of
sustaining typical LEO data-throughput requirements while introducing
only modest latency and resource overhead.

Simulation of the integrated security framework indicates that
combining intelligent threat analysis with robust data encryption at the
microprocessor level can provide a more resilient and comprehensive
security position than standalone encryption or intrusion-detection
solutions. The proposed approach enhances protection against a broader
range of cyberattacks while remaining compatible with the resource and
environmental constraints of modern space-qualified microprocessors.

Future work will focus on validating the framework using real
mission data and space-qualified hardware platforms, refining the
intelligent cyber defence algorithms for specific LEO mission profiles and
investigating fault-tolerant hardware and software designs to support
long-term operation in the space environment.
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