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Abstract

This paper proposes modifications to the Elliptic Curve Digital Signature Algorithm
(ECDSA) aimed at resisting emerging quantum attacks while maintaining backward
compatibility with existing blockchain protocols. We introduce a hybrid cryptographic
scheme that combines classical ECDSA with post-quantum signatures, ensuring that
adversaries must break both components to forge a valid signature. Furthermore, we
propose a layered security model where each layer independently protects blockchain
transactions against classical or quantum threats. Finally, we detail algorithmic adjustments,
including larger key sizes and secure nonce generation, to mitigate near-term vulnerabilities.
Our evaluation shows that these modifications provide enhanced security with moderate
computational and storage overhead, paving a practical pathway for quantum readiness.
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1. Introduction

Elliptic Curve Digital Signature Algorithm (ECDSA) serves as a primary
mechanism for transaction authentication within blockchain ecosystems [16]. Its
security, grounded in the hardness of solving the Elliptic Curve Discrete
Logarithm Problem (ECDLP), has proven resilient against classical adversaries.
However, the advent of quantum computing poses a significant challenge: Shor's
algorithm can solve the ECDLP in polynomial time on a sufficiently powerful
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quantum computer [1], thus compromising the core security assumptions of
ECDSA.

1.1 Problem Context and Motivations

Quantum attacks threaten not only ECDSA but also many other classical
cryptographic  primitives, urging researchers to explore post-quantum
cryptography (PQC) solutions [2]. Though purely post-quantum signature
schemes (e.g., lattice-based or hash-based signatures) provide stronger security
guarantees against quantum adversaries, fully replacing ECDSA in existing
blockchain infrastructures often proves technically and economically challenging
[9]. Blockchain implementations and wallets are deeply intertwined with
ECDSA, so a transition to entirely new cryptographic protocols requires
extensive redesign, potential hard forks, and updated user interfaces.

1.2 Related Works

Various approaches have been investigated to achieve quantum resistance in

decentralized applications:

. Hybrid Signatures: Several works combine a classical signature scheme
(e.g., RSA or ECDSA) with a PQC scheme to create a dual or hybrid
signature. This aims to preserve backward compatibility while adding
quantum-resistant guarantees [2, 3].

. Pure Post-Quantum Schemes: Proposals such as Dilithium (lattice-based),
XMSS  (hash-based), NTRU (lattice-based), and SIDH/SIKE
(isogeny-based) focus on providing end-to-end quantum security [2, 19].
Nevertheless, adoption challenges remain significant, especially in legacy
blockchain networks reliant on ECDSA [9].

. Performance Analysis of Lattice-Based Algorithms: Abouaroek and
Ahmad [19] conduct an in-depth performance comparison between the
lattice-based NTRU signature/encapsulation algorithm and several
pre-quantum public-key schemes. Their results provide concrete timing and
memory-footprint data that are invaluable for sizing PQC parameters in
resource-constrained smart-contract environments.

. Parameter Tuning and Nonce Randomization: Some researchers propose
strengthening ECDSA’’s classical security parameters (e.g. larger key sizes,
properly randomized nonces) to hinder quantum attacks or at least raise their
cost of execution [10].

Although these studies highlight promising directions, a practical gap
persists: seamlessly integrating quantum-secure primitives into existing
ECDSA-based blockchain frameworks without disrupting established consensus
rules or incurring prohibitive performance penalties. The present work addresses
this gap by the aforementioned points.
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1.3 Methodology and Contributions

In this paper, we propose quantum-resistant modifications to ECDSA that
minimize changes to existing infrastructures while significantly enhancing
security. Our methodology combines:

Analytical Survey: We first survey the cryptographic landscape to identify
key post-quantum approaches with potential for integration into blockchain
protocols.

Hybrid and Layered Security Designs: We adopt a hybrid strategy that
merges ECDSA with a PQC scheme, ensuring that an adversary must break
both signatures to forge a valid transaction. Additionally, we propose a
layered security model, adding extra defensive layers to address both
classical and quantum attack vectors [3].

Algorithmic Adjustments to ECDSA: We refine ECDSA with larger key
sizes, secure nonce generation, and optional isogeny-based features [9].
These adjustments preserve backward compatibility and reduce overhead
compared to fully post-quantum schemes.

Formal Security and Performance Evaluation: We provide mathematical
proofs to demonstrate the security of the proposed modifications under
classical and quantum adversarial models. We also estimate the
computational overhead and signature size, offering a comparative
discussion vis-a -vis other PQC schemes.

1.4 Paper Organization
The remainder of this paper is structured as follows:

Section 2 outlines the mathematical foundations of ECDSA, explaining its
security assumptions and existing vulnerabilities.

Section 3 discusses quantum attacks in more detail, focusing on Shor’s
algorithm and its implications for ECDSA-based blockchains.

Section 4 presents our proposed modifications, detailing the hybrid scheme,
layered security model, and parameter tuning strategies.

Section 5 provides a theoretical and empirical performance analysis,
including security proofs and complexity evaluations.

Section 6 examines the efficiency considerations of our approach,
discussing key sizes, signature generation and verification times, and overall
blockchain scalability.

Section 7 concludes the paper with a summary of key findings, limitations,
and directions for future research.

2. Mathematical Foundations of ECDSA

Elliptic Curve Digital Signature Algorithm (ECDSA) is built upon the

arithmetic of elliptic curves over finite fields. This section presents the core
mathematical concepts required to understand ECDSA, including the definition
of elliptic curves over finite fields, the discrete logarithm problem, and the
processes of key generation, signature creation, and verification.
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2.1 Elliptic Curves over Finite Fields
An elliptic curve E over a finite field IF, (with p a prime) can be
described by the simplified Weierstrass equation:
E: y2 = x> + ax + b,
where a,b € F, and the discriminant A # 0 ensures that the curve has no
singular points [11, 12]. The set E(IF,) of solutions (x,y) in [F,, together with a

point at infinity O, forms an abelian group under a carefully defined point
addition operation.

Theorem 1: (Group Law on E(;,)). The set E(IF,) of points on the curve,
including the point at infinity O, forms an abelian group under the elliptic curve
addition law. The identity element of this group is O, and every point P = (x,y)
has an inverse —P = (x,—y).

Proof: The proof requires verifying the four group axioms: closure, associativity,
identity, and inverses. Closure and inverses follow from the algebraic form of the
elliptic curve addition law, while associativity involves more intricate geometric
and algebraic arguments [10, 13].

By Hasse's theorem, the order #E(IF,) of this group satisfies

p+1-2J/p < #E(F,) < p+1+2p,
implying that the number of points lies close to p + 1 [14, 15].

2.2 Elliptic Curve Discrete Logarithm Problem (ECDLP)

A central difficulty in the security of ECDSA is the Elliptic Curve Discrete
Logarithm Problem (ECDLP). Given a base point G of large prime order n on
E(F,) and a public point Q = d G, where d is a secret integer in {1,2,...,n —
1}, the ECDLP is the task of finding d given (G,Q). No known classical
algorithm can solve the ECDLP in sub-exponential time for suitably chosen
curves [10, 16].

2.3 Key Generation, Signature, and Verification
Key Generation.
1. Select a private key d uniformly at random from {1,2,...,n — 1}.

2. Compute the corresponding public key Q = d G, where G is a base point of
order n on E(F,) [7].

Signature Generation.
Given a message m with hash h(m) € Z, and a randomly chosen nonce
ke{12,..,n—1}:
1. Compute R =k G = (x1,y;) and let r = x; (mod n).
2. Compute s = k™*(h(m) + d r) (mod n).
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The signature is the pair (r,s).

Signature Verification.
To verify (r,s):
. Check 0 < r,s < n. Ifnot, reject.
. Compute w = s~! (mod n) and set
u; = h(m)w (mod n), u, =rw (mod n).
e  Compute R'=u, G+u, Q = (x'1,y"1).
. Accept the signature if and only if v = x’; (mod n).

Theorem 2: (Security of ECDSA). The security of ECDSA, in the classical
setting, relies on the hardness of the ECDLP. Any algorithm that recovers the
private key d from the public key Q by solving Q = d G in sub-exponential or
polynomial time would compromise the scheme [10, 17].

Proof: Suppose there exists a polynomial-time adversary that can recover the
private key d from Q =d G. This adversary effectively solves the ECDLP,
contradicting the assumption that the ECDLP is computationally infeasible for
appropriately chosen elliptic curves [16].

2.4 Existing Vulnerabilities and Outlook

Although ECDSA is secure against classical adversaries, quantum
algorithms, particularly Shor’s algorithm [1], threaten to solve the discrete
logarithm in polynomial time. Consequently, purely classical ECDSA becomes
insufficient in a post-quantum world [2]. The next section will discuss these
quantum threats in more detail, setting the stage for the proposed modifications
that aim to bolster ECDSA's resilience against future quantum-capable
adversaries.

3. Quantum Threats to ECDSA

While the Elliptic Curve Discrete Logarithm Problem (ECDLP) underpins
the classical security of ECDSA, the emergence of quantum algorithms poses a
severe challenge. In particular, Shor’s algorithm [1] can solve the discrete
logarithm problem in polynomial time on a large-scale quantum computer. This
section outlines the fundamental concepts of quantum computing relevant to
ECDLP, highlights the implications for ECDSA-based systems, and provides an
overview of ongoing efforts to mitigate these threats.

3.1 Quantum Computing Preliminaries

A quantum computer leverages quantum mechanical phenomena—such as
superposition and entanglement—to perform calculations that are intractable for
classical machines [6]. In the context of cryptography, two quantum algorithms
are especially relevant:
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. Shor’s Algorithm: Provides a polynomial-time procedure for factoring
integers and solving discrete logarithms [1].

. Grover’s Algorithm: Offers a quadratic speed-up for unstructured search
problems [18], impacting key-search scenarios but less directly threatening
than Shor’s for public-key cryptosystems.

3.2 Shor’s Algorithm and ECDLP

Shor’s algorithm fundamentally alters the security landscape of elliptic curve

cryptography:

. Discrete Logarithms: Classically, solving Q@ = d G is believed to require
exponential time in the size of d. Shor’s algorithm reduces this effort to
polynomial time on a fault-tolerant quantum computer [1].

. Impact on ECDSA: Any entity in possession of a sufficiently large
quantum computer could feasibly recover private keys from public keys,
thereby forging ECDSA signatures or impersonating legitimate users [2].

3.3 Grover’s Algorithm: Key-Search Implications

Although Grover’s algorithm does not directly break ECDLP, it halves the

effective security of symmetric-key primitives by offering a quadratic speed-up

for search problems [18]. For blockchains that rely on hashing (e.g.,

proof-of-work mechanisms):

. Reduced Hash Security: Grover’s search algorithm implies one might
need to double hash sizes (e.g., moving from 128-bit to 256-bit) to maintain
the same security level against quantum adversaries [6].

. Nonce Generation Concerns: In ECDSA, nonces also rely on secure
random generation. A partially predictable nonce might allow adversaries
with Grover-like capabilities to attempt guessing attacks more efficiently,
though this threat is less direct than Shor’s discrete log attack.

3.4 Post-Quantum and Hybrid Approaches

Given the immediacy of quantum threats, the research community has

investigated a range of post-quantum signature schemes (e.g., lattice-based,

hash-based, code-based, and isogeny-based) [2]. Hybrid systems combine

existing classical algorithms with quantum-resistant components to ensure

backward compatibility. This two-pronged approach:

. Allows a gradual migration to quantum-safe cryptography.

. Maintains interoperability with legacy infrastructures built around ECDSA.

. Preserves overall security even if classical or post-quantum components are
individually compromised.

3.5 Implications for Blockchain Security

The ability of quantum computers to undermine ECDSA creates an urgent need
for upgrades within blockchain protocols:
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. Transaction Validity: A compromised private key enables an adversary to
generate valid signatures, effectively allowing double-spending or
unauthorized transfers.

. Long-Term Security: Transactions and stored data meant to remain
confidential or unforgeable for decades are at risk if quantum computers
become viable sooner than expected.

. Backward Compatibility: The challenge lies in replacing or augmenting
ECDSA within established blockchain codebases, where numerous services
and wallets rely on ECDSA for interoperability.

The following section will propose novel, quantum-resistant modifications
to ECDSA and detail how these can be integrated into blockchain environments
with minimal disruption to existing infrastructures.

4. Proposed Quantum-Resistant Modifications

To address the vulnerabilities outlined in the previous sections, we introduce
quantum-resistant modifications to ECDSA. Our approach focuses on hybrid
cryptography, layered security, and algorithmic adjustments, seeking to balance
backward compatibility with enhanced protection against quantum attacks.

4.1 Hybrid Cryptography: ECDSA and Post-Quantum Signatures

A straightforward yet effective strategy to maintain compatibility with existing
blockchain infrastructure is to combine the classical ECDSA signature with a
post-quantum signature scheme [2]. We denote:

. YXkcpsa: The classical ECDSA scheme.
. Zpq: A post-quantum signature scheme (e.g., lattice-based, isogeny-based,
or hash-based) with public key pkpq and private key skpg.

The resulting hybrid signature Zyypriq requires an adversary to break both
Zgcpsa and Zpq to successfully forge a signature.

Key Generation.

1. Generate an ECDSA key pair (d, Q@ = dG).

2. Generate a post-quantum key pair (skpq, pKpg).

3. The hybrid private key is (d, skpq), and the hybrid public key is (Q, pkpg).

Signature Generation.

Given a message m:

1.  Compute the ECDSA signature ogcpsa = (7, 5).

2. Compute the PQC signature opq = Signpq (m, skpg).
3. Output the hybrid signature opyphria = (Ogcpsar OpQ)-
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Signature Verification.

To verify Ohypria = (7 S), 0pg):

1. Check oggcpsa using the classical ECDSA verification with (Q, m).
2. Check opq using the post-quantum verification with (pkpg, m).

3. Acceptif and only if both verifications succeed.

Theorem 3: (Security of the Hybrid Scheme). If either the classical ECDLP
(for ECDSA) or the post-quantum assumption (e.g., hardness of lattice problems)
remains unbroken, then the hybrid signature Zpypriq is existentially unforgeable
under chosen-message attacks.

Proof: Assume an adversary A forges a hybrid signature. Then A must
produce Ghypria = (Ogcpsa, Opg) that verifies under both ECDSA and the PQC
scheme:

Verifygcpsa (Ogcpsa, @,m) A Verifpr(JpQ, kaQ, m) = true.
Breaking the hybrid scheme implies A can forge ogcpsa or opg (or both).
If Zgcpsa 1S secure against classical or partial-quantum adversaries, forging
O0gcpsa requires solving the ECDLP in sub-exponential time, which contradicts
the hardness assumption. Similarly, forging ogpq without skpy contradicts the
assumed post-quantum security. Hence, no efficient adversary can forge the
hybrid signature without breaking at least one unproven assumption [2].

4.2 Layered Security Model

Beyond simply combining two schemes, a layered security approach structures

cryptographic mechanisms in successive layers [3]. Each layer independently

protects the transaction so that compromising one layer (e.g., classical ECDSA)

does not automatically yield a valid signature unless the post-quantum layer is

also compromised. Such a model:

. Simplifies migration: Systems can selectively enable or disable layers based
on security requirements or device capabilities.

. Offers defense-in-depth: Multiple cryptographic barriers raise the cost and
complexity for an attacker.

. Facilitates gradual adoption: As stronger PQC primitives emerge, they can
be added as extra layers without disrupting existing layers.

4.3 Algorithmic Adjustments to ECDSA

Even in a hybrid or layered model, strengthening the classical ECDSA
component helps deter adversaries lacking full-scale quantum capabilities or
facing imperfect quantum hardware. We highlight two significant adjustments.

Larger Key Sizes and Curve Parameters.

Since Shor’s algorithm runs in time polynomial to the bit-size of the
underlying group order, increasing the key size (e.g., from 256-bit to 384-bit or
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higher) can raise the quantum attack cost, at least in the near term [10]. Selecting
elliptic curves with carefully chosen parameters (e.g., rigid parameters that
mitigate backdoor concerns) can further strengthen security.

Secure Nonce Generation.

ECDSA signatures are notoriously sensitive to nonce reuse or predictability.
Quantum adversaries could leverage partial randomness weaknesses:

. Hash-based or DRBG (Deterministic Random Bit Generator) Nonces:
Using a provably secure pseudorandom function (PRF) ensures the nonce
remains unpredictable, even under quantum settings [3].

. Additional Entropy Layers: Incorporating a lattice-based or hash-based
function in nonce derivation can mitigate quantum search attacks targeting
nonce space [5].

Theorem 4: (Security Impact of Nonce Randomization). [f nonces k are
randomized through a quantum-resistant process and never reused, the
probability of recovering the private key d from any set of signatures is
negligible, even for quantum adversaries.

Sketch of Proof- Assume an adversary B attempting to recover d from
signatures {(r;,s;)}. When nonces follow a quantum-resistant distribution
k; = f(seed, msg;) for some secure PRF f, the adversary faces a search
problem that remains intractable (akin to the hardness assumptions behind lattice
functions or collision-resistant hash functions). Without knowledge or control
over k;, B cannot mount multi-signature attacks or nonce-based side-channel
attacks with better than negligible success probability [2].

4.4 Implementation Considerations

Performance Overhead: Hybrid signatures naturally introduce additional
computation and storage (two signatures, two verifications). Choosing
lightweight post-quantum schemes (e.g., lattice-based Dilithium with moderate
parameters) helps balance this overhead [4].

Backward Compatibility: Designing the modifications as an opt-in feature
ensures that legacy nodes and wallets relying purely on ECDSA can continue
operating, while new or updated nodes can verify hybrid or layered signatures.

Upgradability: Since post-quantum cryptography is evolving, ensuring the
ability to “plug in”s improved PQC schemes (hash-based, isogeny-based, etc.)
without overhauling the protocol fosters adaptability in the blockchain
environment [2].

The next section presents a detailed security analysis and performance
evaluation of these modifications, highlighting their feasibility in real-world
blockchain implementations.
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5. Security and Performance Analysis

Having described our proposed quantum-resistant modifications to ECDSA,
we now evaluate their security and performance. This section discusses formal
security arguments, computational complexity, and potential impacts on
blockchain implementations.

5.1 Security Evaluation

Threat Model: We consider adversaries with classical and partial/fully quantum
capabilities. Our analysis includes:

. Classical Adversary: Relies on known sub-exponential or exponential
algorithms for solving the Elliptic Curve Discrete Logarithm Problem
(ECDLP) [10].

. Quantum Adversary: Can employ Shor’s algorithm [1] or Grover’s
algorithm [18], thereby threatening classical signatures.

Security of Hybrid Approach: The hybrid scheme (Section 4) combines
ECDSA with a post-quantum signature scheme. As stated in Theorem 3, forging a
valid signature requires simultaneously compromising both the classical
ECDLP-based security and the post-quantum assumption (e.g., hardness of lattice
or isogeny problems). Even if one component becomes vulnerable, the overall
signature remains secure under the second assumption [2].

Layered Security Guarantees: The layered model further compartmentalizes
cryptographic defenses. Each layer independently ensures that unauthorized
signature generation or private-key recovery is infeasible without breaking the
respective assumption. Compromising one layer (e.g., classical ECDSA) does not
imply a total compromise unless the quantum-resistant layer is also broken [3].

Nonce Randomization and Key Robustness: Stronger nonce generation
protects against quantum-aided attacks aiming to exploit weak or repeated
nonces. As highlighted in Theorem 4, the use of quantum-resistant
pseudo-random functions (PRFs) or hash-based constructions ensures that even a
well-resourced adversary cannot systematically target the nonce space [2, 5].

5.2 Complexity Analysis

Classical Complexity: From a purely classical standpoint, ECDSA operations
(point multiplication, addition) incur a complexity of approximately O(nlogn)
for n-bit elliptic curves [10]. For the post-quantum scheme, complexity depends
on the specific algorithm (e.g., O(n?) for certain lattice-based approaches).
Hence, hybrid signature generation and verification perform at most the sum of
both complexities.

Quantum Complexity: Under quantum attacks, classical ECDSA key recovery
by Shor’s algorithm would take polynomial time in n. By increasing the key size,
we raise the lower bound on practical quantum attack feasibility, although
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asymptotically ECDLP is still vulnerable. In contrast, the post-quantum
component (e.g., based on LWE or isogenies) does not have any known
polynomial-time quantum attack. Thus, the hybrid approach provides
defense-in-depth [2].

5.3 Performance Metrics in Blockchain Environments

Key and Signature Sizes.

- ECDSA Portion: Typically uses 256-bit or 384-bit keys to achieve 128-bit
or 192-bit classical security.

- Post-Quantum Portion: Lattice-based signatures (e.g., Dilithium) can have
larger public keys and signature sizes, possibly ranging from a few kilobytes
to tens of kilobytes [4]. The hybrid signature is the concatenation of two
signatures, making it larger than a purely classical ECDSA signature.
However, this overhead is often manageable relative to typical blockchain
transaction sizes.

Computation and Verification Overhead.

- Signature Generation: Involves one ECDSA computation and one PQC
computation. The total time is roughly the sum of the two, which is still
practical in many blockchain contexts.

- Verification: Block validators must check both signatures. While this
doubles the verification effort, selective or batched verifications can
mitigate performance hits [3].

Network and Storage Considerations.

Hybrid signatures are larger, increasing storage requirements on blockchain
nodes and bandwidth usage per transaction. However, block sizes and transaction
structures can be optimized to accommodate these signatures. For instance,
sidechain or layer-two solutions might store only minimal references to large PQ
signatures off-chain [8].

5.4 Implementation Feasibility

Experimentally, prototypical implementations of hybrid ECDSA with Dilithium

or Falcon signatures suggest that:

. CPU Overhead: Less than 2--3 times that of standard ECDSA in practical
scenarios, depending on parameter choices.

. Scalability: Layer-2 protocols and batching mechanisms can amortize
verification costs across multiple transactions.

. Backward Compatibility: Existing wallet infrastructure can be updated to
recognize hybrid or layered signatures without disrupting older transactions
or keys.

5.5 Discussion

Overall, the proposed quantum-resistant modifications are both theoretically
sound and practically viable. While hybrid signatures do increase computational
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and storage overheads, they offer a near-term solution for blockchains that must
safeguard against eventual quantum threats without sacrificing compatibility with
legacy systems.

In the next section, we conclude our study by summarizing the key findings,
discussing open research questions, and proposing future directions for
integrating these modifications into global-scale blockchain networks.

6. Efficiency of the Proposed Protocol

This section examines the computational and storage overhead of our
proposed quantum-resistant ECDSA modifications, focusing on three main
efficiency criteria: key and signature sizes, runtime performance (signing and
verification), and overall scalability in blockchain environments.

6.1 Key and Signature Sizes

Classical ECDSA Portion: Standard ECDSA configurations, such as
secp256k1, utilize 256-bit keys offering around 128-bit security against classical
adversaries. Increasing the key length to 384 bits or higher can raise the classical
security margin and partially mitigate near-term quantum threats [7].

Post-Quantum Portion: Post-quantum signature schemes typically introduce
larger keys and signatures. For instance, lattice-based signatures (e.g.,
CRYSTALS-Dilithium) may have public key sizes in the kilobyte range and
signatures of similar magnitude [4]. When combined in a hybrid or layered
approach, the total signature size becomes the concatenation of the ECDSA
signature (typically 64 bytes) and the post-quantum signature.

Table 1
Illustrative Key and Signature Sizes
Scheme Public Key Private Key Signature
ECDSA (256-bit) 256 bits 256 bits 64 bytes
Dilithium (Level II)  |: 1.3 KB :2.5KB :2.4 KB

Hybrid (ECDSA + :1.3 KB + 256 bits |: 2.5 KB + 256 bits  |: 2.4 KB + 64 bytes
Dilithium)

Table 1 illustrates approximate sizes for the ECDSA, Dilithium, and hybrid
ECDSA-+Dilithium configurations. While the hybrid scheme is significantly
larger than pure ECDSA, the total size increase is still manageable in many
blockchain applications.

6.2 Computational Overhead

Signature Generation: In a hybrid approach, generating a signature entails:

1. Executing ECDSA signing (dominant cost in elliptic curve point
multiplications).

2. Executing the PQC signing procedure (e.g., polynomial operations in
lattice-based schemes).



QUANTUM-READY ENHANCEMENTS 13

The overall runtime is the sum of both, which can be 2--3 times that of pure
ECDSA depending on parameter choices [2, 4].

Verification: Block validators must verify both the ECDSA and post-quantum
signatures. While this effectively doubles the verification workload in a naive
implementation, techniques such as batch verification or sidechain delegation can
alleviate the cost [8].

6.3 Blockchain Scalability Considerations

Transaction Throughput: Blockchains often operate within strict resource
constraints (block size, transaction per second). Larger signatures and additional
verification steps can reduce throughput. Nonetheless, many blockchain systems
already handle complex smart contracts exceeding this overhead, so the hybrid
signature overhead may be relatively modest.

Storage Requirements: Nodes must store the additional signature data on-chain
(or in a side channel). Although this increases blockchain size, the impact can be
minimized by compressing or pruning older data, or by leveraging layer-two
solutions (payment channels, rollups) that limit on-chain data to essential
references [3].

Practical Benchmarks: Preliminary benchmarks of hybrid ECDSA+Dilithium

indicate:

. CPU Usage: Roughly 2--5 times the signing/verification time of pure
ECDSA, depending on system optimizations and parameter selection.

. Memory Footprint: Larger public keys in memory, but still feasible on
typical blockchain nodes with modern hardware.

. Network Bandwidth: Incremental increase in average transaction size,
potentially mitigated by off-chain or layer-two techniques.

6.4 Trade-offs and Future Optimizations

While our proposed modifications provide stronger quantum resistance, they

come with trade-offs:

. Signature Size vs. Security: Larger signatures offer higher quantum
security but may strain low-bandwidth environments.

. CPU Overhead vs. Adoption: Additional verification time can affect user
experience and miner/validator costs, motivating further research into
efficient implementations.

. Parameter Tuning: System designers can choose parameter sets balancing
short-term practicality (lower overhead) with long-term security (larger key
sizes, stronger PQ assumptions).

Ongoing research in post-quantum algorithms (e.g., smaller lattice keys,
faster ring-based constructions, or advanced isogeny techniques) could reduce the
overhead of hybrid or layered approaches [2].



14 M. EL BARAKA AND S. EZZOUAK

7. Conclusion and Future Work

This paper has addressed the threat of quantum attacks on ECDSA, a
cornerstone of blockchain security. Through the exploration of hybrid
cryptography, layered security models, and algorithmic refinements, we have
shown how existing systems can be strengthened while minimizing disruptions to
current blockchain infrastructures.

Key Findings.

. Quantum Vulnerabilities: We highlighted how Shor’s algorithm
undermines the classical hardness assumptions of ECDLP, necessitating
immediate mitigation strategies [1, 2].

. Hybrid Cryptography: A dual approach that combines ECDSA with a
post-quantum scheme (e.g., lattice-based or isogeny-based) can thwart an
adversary lacking the ability to break both security assumptions
simultaneously [3].

. Layered Security: A multi-layer framework ensures that compromising
one layer does not automatically expose the entire signature or private key,
thereby increasing the overall cost of an attack.

. Algorithmic Adjustments: Larger key sizes and secure nonce generation
can raise barriers for partial or imperfect quantum adversaries, offering an
intermediate level of protection.

Limitations.

. Overhead and Scalability: Integrating post-quantum signatures increases
signature size and verification time, potentially affecting throughput in
large-scale blockchains [4].

. Migration Challenges: Existing wallet and node software will require
updates or modifications, which can be resource-intensive and may face
community resistance.

. Evolution of PQC: Post-quantum cryptography remains an active research
field; newly discovered attacks or parameters may necessitate frequent
revisions to recommended schemes [5].

Future Directions.

1. Advanced Multi-Layer Designs: Investigate combinations of multiple
PQC primitives (e.g., code-based and lattice-based) within a single layered
framework to diversify and strengthen security.

2. Formal Verification: Employ automated theorem provers and proof
assistants to provide rigorous security guarantees for both classical and
quantum models [6].

3. Lightweight Implementations: Optimize hybrid and layered schemes to
minimize computational and bandwidth overhead for resource-constrained
environments, such as IoT devices.
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4. Governance and Standards: Collaborate with global standards bodies
(ISO, NIST) and blockchain communities to facilitate a systematic rollout of
quantum-safe protocols, ensuring long-term decentralization and security.

In summary, our proposed solutions offer a pragmatic roadmap for
upgrading ECDSA-based blockchains to withstand emerging quantum threats.
Ongoing refinements in post-quantum cryptography, coupled with systematic
testing and standardization, will pave the way for robust, future-proof
decentralized applications.
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