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Abstract
Phishing attacks continue to pose a significant cybersecurity threat by exploiting 

users through deceptive emails. While traditional centralized phishing detection methods 
achieve high accuracy, they face critical limitations, including privacy concerns, scalability 
challenges, and susceptibility to data distribution shifts. To address these issues, MBFT-Lite 
(Multi-Branch Federated Transformer-Lite) is proposed—a novel, lightweight, privacy-
preserving phishing detection framework based on federated learning. MBFT-Lite employs 
a dual-branch architecture that combines semantic analysis via a TinyBERT model with 
structural analysis through XGBoost models on metadata features. The TinyBERT models are 
aggregated using the FedAvg a lgorithm, while the XGBoost models remain decentralized 
to enhance privacy and reduce communication overhead. Predictions from both branches 
are fused using strategies such as weighted averaging, max-confidence voting, and a meta-
classifier. Extensive evaluations across four diverse email datasets—CEAS 08, SpamAssassin, 
Nigerian Fraud Emails, and Nazario—demonstrate that MBFT-Lite achieves over 99.4% 
accuracy across clients and 97.9% accuracy on unseen data, while preserving data privacy 
and ensuring scalability.
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1.  Introduction

The use of phishing attacks continues to be a major consternation of 
cybersecurity as they exploit social engineering through well-crafted 
deceptive emails to manipulate people. Traditional centralized phishing 
detection solutions, while effective, raise privacy concerns and create 
vulnerability through single points of failure [1-3]. Federated Learning 
(FL) addresses these concerns by enabling model training without sharing 
sensitive data, allowing decentralized learning across private datasets [4-
5]. However, minimal research has been done on federated phishing 
detection, especially when it comes to integrating multimodal 
representation of data that combines semantic, wherein the content of the 
e-mail serves as a basis, and structural, where the metadata of the e-mail 
serves as the main focus features [6-8]. 

We present MBFT-lite, a privacy-preserving federated phishing 
system using TinyBERT for semantic analysis [9-10], while XGBoost is 
used to capture insights into structural metadata [11]. By integrating 
TinyBERT training via the Flower framework and merging XGBoost 
models through logistic regression, MBFT-Lite maintains high accuracy 
despite client data heterogeneity. This hybrid approach ensures minimal 
privacy leakage while improving detection performance.

MBFT-Lite introduces a federated, cross-device phishing detection 
architecture eliminating centralized data storage [7], achieving state-of-
the-art results through a hybrid transformer-based model that integrates 
semantic understanding with metadata analysis. Comprehensive testing 
demonstrates strong generalization ability to novel unseen phishing 
datasets. MBFT-Lite differs from prior works is its unique fusion of 
transformer-based semantic modeling and interpretable metadata-based 
learning in a federated setup—addressing both privacy and generalization 
simultaneously. It supports multi-branch local training and centralized 
fusion logic and adaptive ensemble strategies (weighted averaging, max 
confidence voting, and a logistic regression-based meta-classifier), making 
it a regulation-friendly, deployable, and high-performing phishing 
detection solution relevant to real-world use cases across industries such 
as finance, education, and healthcare.

The rest of the paper is structured as follows: Section 2 reviews the 
related literature on phishing detection, federated learning, and hybrid 
deep learning approaches. Section 3 outlines the proposed methodology, 
including the MBFT-Lite architecture, local model training procedures, 
and fusion techniques. Section 4 presents the key algorithms employed in 
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the framework. Section 5 reports the experimental results, including 
federated learning performance, fusion strategy comparisons, and 
generalization evaluation. Section 6 provides a discussion of the findings, 
highlighting key observations and limitations. Section 7 concludes the 
paper by summarizing the main contributions and outlining directions for 
future research.

2. Literature Review

Evolution of Phishing Detection: Phishing detection has evolved 
from rule-based and classical machine learning (ML) models such as 
support vector machines and decision trees to advanced deep learning 
(DL) techniques [1]. Early ML approaches relied on textual and structural 
features but struggled against evolving phishing tactics. Transformer-
based models such as BERT improved semantic understanding and 
detection accuracy, yet their dependence on centralized data raises privacy 
and security concerns [2].

Federated Learning in Phishing Detection: Federated learning (FL) 
has emerged as a promising paradigm to address privacy and data-sharing 
concerns in phishing detection. FL enables multiple organizations or 
devices to collaboratively train a global model without sharing raw data, 
thereby preserving user privacy and supporting compliance with data 
protection regulations such as GDPR and the EU AI Act. In FL, each 
participant trains a local model and only shares model parameters with a 
central server for aggregation.

Recent research demonstrates that FL can achieve detection 
performance comparable to centralized methods, particularly when data 
is balanced. However, with increasing participants or imbalanced data, 
challenges such as reduced model stability and slower convergence arise, 
with performance largely influenced by data distribution and model 
choice.

Advances in Federated Frameworks: Recent work has introduced 
hybrid frameworks that combine FL with continual learning strategies 
and attention-based classifiers [7]. These advanced approaches enable 
distributed systems to adapt to new and evolving phishing tactics in real 
time, while also addressing issues like catastrophic forgetting and model 
drift. Incorporating attention mechanisms and residual connections 
further improves the model’s ability to focus on relevant phishing features 
and maintain performance over time.
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3. Methodology

This section highlights the complete end-to-end methodology 
employed to design, train, and evaluate MBFT-Lite, a multi-branch 
phishing detection system based on federated learning. The architecture 
incorporates local training of XGBoost for metadata-based analysis and 
federated training of TinyBERT [10], [11] for semantic understanding of 
email content across distributed clients as displayed in Fig. 1. TinyBERT 
models are aggregated centrally using the FedAvg algorithm, ensuring 
privacy preservation, while XGBoost remains locally optimized. Following 
training, three fusion strategies—weighted average, max confidence 
voting, and a meta-classifier—are applied to combine predictions from 
both models and enhance classification reliability. Finally, the framework 
is evaluated using standard classification metrics and tested on an unseen 
dataset to assess its generalization capability.

Figure 1
System Architecture of MBFT-Lite (Multi-Branch Federated Transformer) 

Framework

4. Algorithm 	

The two algorithmic components upon which MBFT-Lite is based are 
specified below to enable sound and privacy-sensitive phishing detection. 
These are: (1) the Federated Learning procedure based on the Federated 
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Averaging (FedAvg) algorithm, and (2) the Meta Classifier Fusion method 
based on the TinyBERT and XGBoost predictions combination.

This algorithm regulates the TinyBERT model training by various 
clients without exposing their local information. All clients train locally on 
their local email dataset, and after the completion of a set number of 
epochs, only the model updates are pushed to the central server. The 
server aggregates the updates using the FedAvg algorithm that takes an 
average of the weights based on the size of each client’s dataset as shown 
in Figure 2.

The estimated class probabilities from XGBoost and TinyBERT, 
trained on each client, are subsequently meta-classified using a logistic 
regression-based meta-classifier. The fusion strategy leverages the power 
of both structural (metadata) and semantic (textual) analysis in order to 
produce more reliable final predictions as mentioned in Algorithm 2.

Figure 3
Algorithm 2 for XGBoost and TinyBERT, trained on each client

Figure 2
Algorithm 1 for TinyBERT model training
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5. Results

The model is evaluated in terms of standard classification metrics—
accuracy, precision, recall, and F1-score—defined as:

Precision (I)TP
TP FP

=
+

Recall (II)TP
TP FN

=
+

2 Precision Recall1 (III)
Precession Recall

f ∗ ∗
=

+

Here, TP refers to true positives (correctly identified phishing emails), 
FP to false positives (legitimate emails misclassified as phishing), and FN 
to false negatives (phishing emails misclassified as legitimate). These 
metrics guide performance assessment [13].

The fused probability score Pfused from TinyBERT and XGBoost outputs 
is computed using weighted average fusion: 

(IV)    (1 )fused tinyBERT XGBoostP P Pa a= ∗ + + ∗  

where α ∈ [0,1]. In our experiments, α = 0.5 was used. For meta-classifier 
fusion, the input feature vector is constructed as:

(V)TinyBERT

XGBoost

P
x

P
 

=  
  

and passed to a logistic regression model to infer the final class label.

5.1 Federated Learning Performance

Table 1
Federated Learning Evaluation Metrics per Client (TinyBERT)

Client Dataset Accuracy Precision Recall F1-Score
Client 1 CEAS 08 0.975 1.000 0.970 0.976
Client 2 Nazario + CEAS Legit 0.891 0.983 0.791 0.881
Client 3 Nigerian + CEAS Legit 0.994 0.990 0.998 0.994
Client 4 SpamAssassin 0.850 0.983 0.707 0.822
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Four clients were simulated using heterogeneous datasets: CEAS 08, 
Nazario, Nigerian Fraud, and SpamAssassin. The TinyBERT model was 
fine-tuned locally [10] on each client using the FedAvg aggregation 
algorithm over five communication rounds. Table 1 summarizes the 
evaluation. Client 3 showed the best results due to balanced and diverse 
data, while Client 4 had a lower recall, indicating a higher false negative 
rate possibly due to noisy data.

5.3 Local XGBoost Model Performance

The XGBoost model was trained locally on each client and excluded 
from federated aggregation [11], leveraging its efficiency and 
interpretability on metadata while preserving data privacy. Table 2 shows 
the model’s performance per client.

Table 2
XGBoost Metadata Model Performance per Client

Client Accuracy Precision Recall F1-Score Samples
Client 1 0.9560 0.9562 0.9560 0.9560 1000
Client 2 0.9393 0.9408 0.9393 0.9392 626
Client 3 0.9397 0.9398 0.9397 0.9396 1260
Client 4 0.9375 0.9375 0.9375 0.9375 688

5.2 Fusion Strategy Comparison

Three post-federation fusion strategies were tested: Weighted Average 
Fusion, Max Confidence Voting, and a Meta Classifier (Logistic Regression) 
[12]. The average performance is illustrated in Fig. 4. The Meta Classifier 
outperformed the others with an F1-score of 0.9970, narrowly surpassing 
the other two at 0.9969, offering improved consistency across clients.

Figure 4
Average F1-score of different fusion strategies. Meta Classifier slightly outper-

formed others
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5.4 Evaluation of Unseen Data

 The trained meta-classifier was tested on a fully unseen dataset of 
334 emails. It achieved a high accuracy of 97.9% and an F1-score of 97.91, 
as shown in Table 3. The classifier correctly identified 176 out of 181 
phishing emails and made only 2 false positive errors. Fig. 5 and Fig. 6 
demonstrate robust real-world performance.

Table 3
Meta Classifier Evaluation on Unseen Dataset

Class Precision Recall F1-Score Support
Class 0 0.9679 0.9869 0.9773 153
Class 1 0.9888 0.9724 0.9805 181
Macro Avg 0.9784 0.9797 0.9789 334
Weighted Avg 0.9792 0.9790 0.9791 334

Figure 5
Confusion matrix of the Meta Classifier on unseen email data. High TPR and 

low FPR achieved.

6. Conclusion and Future Work

This paper introduces MBFT-Lite, a Multi-Branch Federated 
Transformer framework for privacy-preserving phishing detection that 
combines semantic learning via TinyBERT with structural analysis using 
XGBoost. Semantic analysis is performed by TinyBERT, trained in a 
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federated manner with each client fine-tuning on local email content and 
sharing only model weights. In parallel, XGBoost models are trained solely 
on local metadata features and remain entirely on each client. The two 
branches are fused locally through weighted averaging, max-confidence 
voting, or a logistic-regression meta-classifier, delivering high accuracy 
and strong generalization on previously unseen phishing samples. 
Experimental results confirm both client-level and global performance 
gains, demonstrating the framework’s practicality for real world 
deployment. 

Future enhancements will focus on incorporating Differential Privacy 
and Secure Aggregation, introducing domain adaptation and client-
specific fine-tuning to mitigate data heterogeneity, experimenting with 
advanced fusion approaches such as neural ensembles, and extending 
evaluation to multilingual and demographically diverse datasets to ensure 
equity, fairness, and broad applicability.
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