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Abstract

Information security is an important task in the digital age, and one of the ways to
protect data is to use cryptographic methods. This paper discusses the problem of creating
new combinatorial generation algorithms that can later be used as a mathematical basis for
solving specific problems in the field of cryptography. For example, as a result of applying
a ranking algorithm to a text over some alphabet, it will be encoded with the appropriate
rank value. If some of the information that was used in this encoding process is declared as
a secret, then the reverse decoding will become a difficult task. According to this idea, we
proposed a method for designing encoding and decoding functions by using combinatorial
generation algorithms that is based on applying AND/OR tree structures. Several examples
of implementing the steps of the proposed method are also presented.
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1. Introduction

The field of cryptography plays an important role due to the increasing
demand for secure communication and data protection in the digital
age [6,20,25]. Cryptographic encryption algorithms allow us to encode the
original text (plaintext) so that it can only be recovered using some secret
encryption key. Nowadays, there are simple implementations of
cryptographic algorithms that find their application in situations of
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limited resources [4], as well as more complex ones that form entire
cryptographic systems. The design of new cryptographic algorithms
requires a deep understanding of different mathematical concepts that
provide powerful tools for constructing algorithms with strong security
properties. Cryptanalysis is also an important science because it is
necessary to understand the cryptographic strength of the encryption
algorithms used. For example, Mumtaz and Ping [16] overviewed various
attacks on the RSA cryptosystem, which is now the standard of asymmetric
encryption. Kant et al. [10] study the problem of identification of Indian
languages from the plain and ciphered bit stream using different classifiers.
Thus, due to the growth of computing power and the development of
cryptanalysis methods, obtaining new mathematical foundations for
cryptographic algorithms is a relevant and important task.

If we consider a text to be encrypted as a finite sequence of symbols
in a finite alphabet, then the set of such words forms a combinatorial set
for which various combinatorial algorithms are applicable. Combinatorial
methods are widely used in designing and improving algorithms for
encrypting and encoding information. For example, Saracevic, Adamovic,
and Bisevac [19] presented a generator of pseudo-random numbers for
obtaining cryptographic keys based on the Catalan numbers. They also
presented a text encryption algorithm based on the application of the
corresponding lattice paths. Benhamouda et al. [3] applied the methods of
analytic combinatorics to Coppersmith methods aimed at finding small
integer roots of polynomial equations. Wei et al. [24] proposed an improved
version of the Blum-Kalai-Wasserman algorithm, which is a combinatorial
algorithm and is actively used in quantum cryptography. Han et al. [7]
considered different combinatorial designs and obtained optimal locally
repairable codes with multiple repair sets. In [14] the authors applied
combinatorial generation in steganography to find the best option for
embedding information into the phase spectrum of the discrete Fourier
transform. Sugimoto et al. [23] studied the cryptographic problem of two
sheriffs and proposed an improved version of the combinatorial solution
to this problem. In [9,11] the authors used combinatorial testing to detect
Trojans. Moreover, combinatorial generation algorithms together with
formal grammars can also be applied in the field of cryptography for
format-preserving data encryption [2,15]. Thus, based on existing studies,
we can conclude about the relevance of using combinatorial methods in
solving problems related to cryptography. At the same time, there are a
large number of tasks that have not been properly studied. This paper
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discusses the problem of developing cryptographic algorithms based on
applying combinatorial generation methods.

The main task of combinatorial generation is the generation of
combinatorial objects that belong to a given set [12,18]. The generation of
combinatorial objects can be realized in a random order or in accordance
with a specific object’s ordering. For the ordered case, it is necessary to
specify the order of combinatorial objects, for example, by developing an
appropriate ranking algorithm. Then the generation of a combinatorial
object having a certain rank is performed using an unranking algorithm.
Different general approaches are available for creating new combinatorial
generation algorithms: the backtracking method [13], the ECO-method [1],
the symbolic method [5], the method based on AND/OR tree
structures [21,22], the method based on permutation languages [8], etc.
This article is devoted to the application of the method that uses AND/OR
trees to represent combinatorial sets.

2. Combinatorial generation based on AND/OR trees

The main idea of the method for developing combinatorial generation
algorithms based on AND/OR trees is as follows: for a given combinatorial
set, we build the corresponding AND/OR tree structure, where the
number of AND/OR tree variants equals the number of combinatorial
objects. An AND/OR tree is a tree structure where each internal node is
an AND-node or an OR-node. An AND-node corresponds to the
multiplication operation and is used to combine the child nodes. An OR-
node corresponds to the addition operation and is used to select one of the
child nodes. The graphical representation of an AND-node is distinguished
by the presence of an additional arc connecting its edges to the child
nodes. To obtain a variant of an AND/OR tree, it is necessary to leave only
one child node for each OR-node. Figure 1 demonstrates an example of an
AND/OR tree with its variants.

In order to construct an AND/OR tree, we need to have a formula for
calculating the cardinality of a given combinatorial set and this formula
must satisfy the following requirements: it is allowed to use addition and
multiplication operations (represented by OR-nodes and AND-nodes)
and positive integers (represented by an OR-node with the corresponding
number of child leaf nodes). In addition, the composition of AND/OR
trees (including recursive composition) is also allowed, i.e. when a subtree
of some node represents the structure of another AND/OR tree. The
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Figure 1

Example of AND/OR tree structure with its two variants

composition of AND/OR trees is represented by a node with a triangle,
and this node is the root of another AND/OR tree.

If we have constructed an AND/OR tree structure that corresponds
to a given combinatorial set, then it is necessary to define a bijection
between this combinatorial set and the set of AND/OR tree variants.
Then, for the set of AND/OR tree variants, combinatorial generation
algorithms for their ranking and unranking can be constructed. At the
same time, these combinatorial generation algorithms can be used for the
corresponding combinatorial set due to the bijection between these sets.

The algorithm for ranking an AND/OR tree variant is based on the
function I(z) that calculates the value of the subtree rank for a given node
z. The rules for calculating the value of I(z) depend on the type of node z
(an AND-node, an OR-node or a leaf node). A detailed description of the
rules for calculating the value of /(z) can be found in [21]. The algorithm
for unrankingan AND/OR tree variantis based on inverse transformations.

Note that for the same combinatorial set it is possible to construct
different corresponding AND/OR tree structures by using equivalent
expressions for the cardinality of the set.

3. Method for designing encoding algorithms

Let consider a finite alphabet A, which is a finite set of n symbols a4,
(a,€A, i=1,n,, ie. A={a,,a,,...,a} and n is the cardinality of A (or
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| A|=mn). Using the symbols of this alphabet A, it is possible to compose
some text t of length m (m=0) by concatenating these symbols, i.e.
t=tt,---t, wheret €A, j= 1,m. If m=0, we have the empty text.

Let T, , denote the set of all texts t=t,t,--t of length m over a given

alphabet A with | A|=n. Since each £, (j=1,m) corresponds to one of the

symbols a, (i= 1,_n) and repetitions are allowed, the number of all possible
texts is defined by the following formula:

IT,, |=n" @

Thus, for fixed parameters n and m, we have a finite set of objects and
rules for constructing such objects. Therefore, combinatorial generation
algorithms can be applied to this combinatorial set T, . For example, as a
result of applying a ranking algorithm to a text ¢, it will be encoded with
the appropriate rank r. If some of the information that was used in this
encoding process is declared as a secret, then the reverse decoding will
become a difficult task. The following steps present the main idea of the
proposed method for designing encoding algorithms by using
combinatorial generation algorithms that are based on AND/OR trees:

Step 1: Selecting a formula for calculating the cardinality of the
combinatorial set, that satisfies the requirements of the method based
on AND/OR trees (it can be (1) or any other equivalent expression), and
constructing the corresponding AND/OR tree structure D. The number of
variants v of the AND/OR tree D will be equal to the number of texts t in
the combinatorial set T, .

Step 2: Defining the rules for bijection between the combinatorial set T, |
and the set of variants of the AND/OR tree D. In this case, it is important to
fix the order of the symbols of the alphabet A. Let B denote these bijection
rules and V(D) denote the set of variants v of the AND/OR tree D, then
B:T, , <> V(D). These bijection rules B are implemented by applying the
following two functions:

TextToVariant:T —V(D), v:=TextToVariant(t,A,D,B);

n,m

VariantToText:V(D)—>T

nm’

t:=VariantToText(v,A,D,B).
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Step 3: Developing combinatorial generation algorithms for ranking and
unranking the variants v of the AND/OR tree D:

RankVariant:V(D)— N, , r:=RankVariant(v,D);

UnrankVariant:N; = V(D), v:i=UnrankVariant(r,D).

Step 4: Determining the information that will be a secret (an encryption
key). For example, such secret information could be: the alphabet A, the
order of symbols in the alphabet A, the length m of the text t, the AND/
OR tree D, the bijection rules B, or a combination of such parameters.

Step 5: Constructing encoding and decoding algorithms. The ciphertext
¢ will be the value of the rank r calculated for the AND/OR tree variant v
associated with the plaintext t. In general, the constructed encoding and
decoding algorithms will have the following form:

c:=Encode(t,A,D,B)=RankVariant(TextToVariant(t,A,D,B),D);

t:=Decode(c,A,D,B)=VariantToText(UnrankVariant(c,D),A,D,B).

Thus, performing the steps presented above allows us to obtain
encoding and decoding algorithms, which are based on the use of
combinatorial generation algorithms. Moreover, if we use different
formulas for calculating |T, |, then different AND/OR tree structures
will be obtained. This will lead to a variety of calculations in combinatorial
generation algorithms, i.e. the result will be various encoding algorithms.

4. Examples of appropriate AND/OR tree structures and
corresponding algorithms

Next, we consider several appropriate formulas for calculating [T, , |
and the corresponding AND/OR tree structures that can be used for
designing the corresponding algorithms.

4.1 AND/OR tree structure for | T, | based on (1)

Let us represent Formula (1) in the following form that satisfies the
requirements of the method based on AND/OR trees:

ITW |=n" =[In. (2)

=1

Figure 2 shows the corresponding AND/OR tree structure for (2).
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Figure 2

AND/OR tree structure for | T

n,m

| based on (2)

The rules for bijection between the combinatorial set T, ~and the set of
variants of the constructed AND/OR tree are defined as follows:

+  The subtree of an OR-node labeled j defines the value of ¢, in the text
b=ttt

+ Selecting a child node of an OR-node labeled j shows the symbol a,
of the ordered alphabet A=(a,,a,,...,a,), which is the value of t]..

m’

For the constructed AND/OR tree structure, we also develop
combinatorial generation algorithms for ranking and unranking its
variants. In these algorithms, a variant v of the AND/OR tree is given by
a pointer to its root node.

Algorithm 1: Ranking variant v of the AND/OR tree from Figure 2.
RankVariant_A(v, n, m)
begin
if m=0 then r:=0
else
(v,,...,v,)) = Get pointers to child nodes of v
k := Get the label of the selected child node of v
r=k-1
for j.=m—-1to 1 do
k := Get the label of the selected child node of v,
r=k-D+n-r
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end
end
return r
end

Algorithm 2: Unranking variant v of the AND/OR tree from Figure 2.
UnrankVariant_A(r, n, m)
begin
Create the root node and its pointer v
if m>0 then
Create m child nodes (v,,...,v,) for the AND-node v
for j:==1 to m do
k:=r modn
Create a child node labeled k+1 for the node v,
r

=

end
end
return v
end

4.2 AND/OR tree structure for | T, | based on recurrence for (1)

Let us represent Formula (1) in the following recurrent form that
satisfies the requirements of the method based on AND/OR trees:

IT, , |=n"=n-n""=n|T, | (3)
The obtained recurrence has the following initial condition: [T,  |=1
for m=0 since there is only one empty text.
Figure 3 shows the corresponding AND/OR tree structure for (3).

The rules for bijection between the combinatorial set T, and the set of

variants of the constructed AND/OR tree are defined as follows:

o Selecting a child node of the OR-node labeled 1 shows the symbol
a; of the ordered alphabet A=(a,,a,,...,a,), which is the value of
t inthetext t=tt,---t ;

o The subtree of the node labeled |TH/W1 | defines the values of
t,...,t, ,inthetext t=tt ---t ;

+ Reaching the node labeled |T, || corresponds to the empty text and
indicates the recursive calls to stop.



METHOD FOR DESIGNING ENCODING ALGORITHMS 9

Figure 3
ANDI/OR tree structure for | T, | based on (3)

For the constructed AND/OR tree structure, we also develop
combinatorial generation algorithms for ranking and unranking its
variants. In these algorithms, a variant v of the AND/OR tree is given by
a pointer to its root node. Note that the calculations in these algorithms are
identical to the calculations in Algorithms 1-2 and differ only in the

recursive organization of the loop and the reverse order viewing the text.

Algorithm 3: Ranking variant v of the AND/OR tree from Figure 3.

RankVariant_B(v, n, m)

begin

if m=0 then r:=0

else
(v,,9,):= Get pointers to child nodes of v
k := Get the label of the selected child node of v,
r:= RankVariant_B(v,, n, m-1)
r=k-D+n-r

end

return r

end
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Algorithm 4: Unranking variant v of the AND/OR tree from Figure 3.
UnrankVariant_B(r, n, m)
begin
Create the root node and its pointer v
if m>0 then
Create 2 child nodes (v,,v,) for the AND-node v
k:=r modn
Create a child node labeled k+1 for the node v,
7= FJ
n
v, := UnrankVariant_B(r, n, m-1)
end
return v
end

4.3 AND/OR tree structure for |T, | based on combinations

Let us derive another formula for calculating the values of |T, | that
also satisfies the requirements of the method based on AND/OR trees.

Theorem 4.1: The number of all texts t=tt,---t  of length m over a given
alphabet A with | A|l=n can be calculated using the following recurrence:

| Tn m | = z Cﬁl | Tn—l m—k |’ (4)
; ) ;

where |T, |=1 for m=0 or n=1 and Ct is the number of k-combinations of
the set of m elements.

Proof: Let k be the number of the symbol a, in the text t=tt,---t . The
minimum possible value of k is 0, i.e. when the text t does not contain the
symbol a . The maximum possible value of k is m, i.e. when the text ¢
consists only of 4 and t=a a ---a . Therefore, it is necessary to sum up
the number of texts received for each possible value of k.

Next, for the fixed value of k, we need to determine k positions in the
text t=#t,---t ~for which t =a,. The number of ways to do this
corresponds to the number of k-combinations of the set {t,¢t,,...,t },
denoted by C! and calculated as a binomial coefficient (A007318 in
OEIS [17]). Then, each t,=a, must be removed from the text t=tt, ---t .
The result will be the text of length m —k that does not contain the symbol
a,. The number of such texts of length m—k over the alphabet A\{a } is

equal to |T,,, ,|. Since for each of the Cfn combinations there are
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IT,., .| different ways, it is necessary to multiply C! by IT,,,.| tofind
the number of texts containing k of a, .

The obtained recurrence has the following initial conditions:

« |T,,I=1 for n=1 since there is only one such text t=tt,-t
= ala] . .a

m
17

« |T,  1=1for m=0 since there is only one empty text.

Figure 4 shows the corresponding AND/OR tree structure for (4),
where the subtree of the node labeled Cf; also has an AND/OR tree
structure.

Figure 4
ANDI/OR tree structure for |T | based on (4)

The rules for bijection between the combinatorial set T, ~and the set of
variants of the constructed AND/OR tree are defined as follows:

+ Selecting an AND-node labeled k shows the number of a, in the
text t=tt,---t ;

« The subtree of the node labeled C* defines the k positions in the text
t=tt,---t for which t=a,;
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¢ The subtree of the node labeled |T, , | defines the text of length
m—k obtained after removing each t, =a, from the text t=tt,---f
over the alphabet A\{a };

« Reaching the node labeled [T, | corresponds to the text
t=tt,---t =aa,---a, and indicates the recursive calls to stop;

+ Reaching the node labeled |T, || corresponds to the empty text and
indicates the recursive calls to stop.

For the constructed AND/OR tree structure, we also develop
combinatorial generation algorithms for ranking and unranking its
variants. In these algorithms, a variant v of the AND/OR tree is given by
a pointer to its root node.

Algorithm 5: Ranking variant v of the AND/OR tree from Figure 4.
RankVariant_C(v, n, m)

begin
if m=0 or n=1 then r:=0
else
[ := Get the label of the selected child node of v
(v,,9,):= Get pointers to child nodes of the node labeled /
1, ;= RankVariant_Combination (v,, m, I)
r, = RankVariaIglt_C (v,, n=1, m-1I)
ri=r, +C,’n T+ Y Cfn A(n-1)"*
end =0
return r
end

Algorithm 6: Unranking variant v of the AND/OR tree from Figure 4.
UnrankVariant_C(r, n, m)
begin
Create the root node and its pointer v
if m>0 then
s:=0
for k=0 to m do
if s+ Cfn «(n=1"* >r then
I:=k
ri=r-s
break
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end

s=s+C -(n-1)"*
end
Create a child node labeled [ for the node v
Create 2 child nodes (v,,v,) for the node labeled !
r=r modC

|
e

v, = UnrankVariant_Combination (r,, m, I)
v, := UnrankVariant_C(r,, n-1, m-I)
end
return v
end

Note that Algorithms 5-6 require algorithms for ranking and
unranking k -combinations of the set of m elements (for example,
see [21]).

4.4 AND/OR tree structure for | T

n,m

| based on set partitions

Let us derive another formula for calculating the values of |T, | that
also satisfies the requirements of the method based on AND/OR trees.

Theorem 4.2: The number of all texts t=tt,---t of length m over a given
alphabet A with | Al=n can be calculated using the following formula:
min(n,m)
|Tnm|: z S;C:Pk’ (6)
g k=1

where St is the number of partitions of an m-element set into k parts, Ct is the
number of k-combinations of an n-element set and P, is the number of permutations
of k elements.

Proof: Let k be the number of different symbols 4, in the text t=¢t,---t .
The minimum possible value of k is 1, i.e. when the text t consists only of a
certain a, and t=aa,---a,. The maximum possible value of k is min(n,m),
i.e. when all t, in the text t=tt,---t are different (m<mn) or the text t
contains all symbols of the alphabet A (1 <m).

Next, for the fixed value of k, we need to determine the partition of
the text t=tt,---t into k subsets, where each subset contains t]. with the
same values. The number of ways to do this corresponds to the number of
partitions of the set {t ,¢,,...,t } into k parts, denoted by an and calculated
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as the Stirling numbers of the second kind (A008277 in OEIS [17]). Then,
for each subset, we need to determine the corresponding symbol from the
alphabet A. The number of ways to select k symbols from the alphabet
A=f{a,a,,...,a} corresponds to the number of k-combinations of the set
{a,,a,,...,a}, denoted by C: and calculated as a binomial coefficient
(A007318 in OEIS [17]). An arrangement of the selected k symbols between
the k subsets is determined by their permutation. The number of
permutations of k elements is denoted by P, and calculated as a factorial
(A000142 in OEIS [17]). Therefore, to find the number of texts containing
k different symbols a,, it is necessary to multiply Sf, C' and P..

Figure 5 shows the corresponding AND/OR tree structure for (5),
where the subtrees of the nodes labeled an, C’n‘ and P_ also have an
ANDY/OR tree structure.

Figure 5
AND/OR tree structure for | T,. | based on (5)

The rules for bijection between the combinatorial set T, ~and the set of
variants of the constructed AND/OR tree are defined as follows:

o Selecting an AND-node labeled k shows the number of different
symbols a, in the text t=tt, ---t ;

« The subtree of the node labeled S' defines the partition of the text
t=tt .-t into k subsets containing t]. with the same values;
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« The subtree of the node labeled C! defines the selection of k symbols
from the alphabet A={a,,a,,...,a };

+ The subtree of the node labeled P, defines the arrangement of the
selected k symbols between the k subsets.

For the constructed AND/OR tree structure, we also develop
combinatorial generation algorithms for ranking and unranking its
variants. In these algorithms, a variant v of the AND/OR tree is given by
a pointer to its root node.

Algorithm 7: Ranking variant v of the AND/OR tree from Figure 5.
RankVariant_D(v, n, m)

begin
if m=0 then r:=0
else
I:= Get the label of the selected child node of v
(v,,9,,0,)= Get pointers to child nodes of the node
labeled !
1, ;= RankVariant_SetPartition (v,, m, I)
r, := RankVariant_Combination (v,, n, I)
r, .= RankVariant_ Permutatlon (v,, 1)
r=r+S (r,+C, - r)+ZSk Ct-P
end
return r
end

Algorithm 8: Unranking variant v of the AND/OR tree from Figure 5.
UnrankVariant_D(r, n, m)
begin
Create the root node and its pointer v
if m>0 then
5:=0
for k=1 to m do
if s+S -Ct-P >r then

l=k
r=r-s
break

end
s=s+S' -C'-P,
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end

Create a child node labeled [ for the node v

Create 3 child nodes (v,,v,,v,) for the node labeled !
r,:=r mod Sf"

7= LL,J

r,==r modC
n

|
il 2]

v, = UnrankVariant_SetPartition(r,, m, [)
v, := UnrankVariant_Combination(r,, n, I)
v, := UnrankVariant_Permutation (r,, )
end
return v
end

Note that Algorithms 7-8 require algorithms for ranking and
unranking partitions of an m-element set into k parts, k-combinations of

the set of n elements and permutations of k elements (for example,
see [21]).

5. Discussion

The results presented in Section 4 describe possible ways to implement
Steps 1-3 of the proposed method for designing encoding and decoding
algorithms. Figure 6 shows examples of encoding the text t =abb over the
ordered alphabet A=(c,a,b) by AND/OR tree variants based on AND/
OR tree structures from Figure 2, Figure 3 and Figure 4. Figure 6 also
shows the results of ranking these AND/OR tree variants by applying
Algorithm 1, Algorithm 3 and Algorithm 5. To decode the text according
to a given rank by applying an unranking algorithm, we need to know
information about the used AND/OR tree structure, as well as the used
bijection rules.

Next, it is necessary to determine the information that will be a secret
(an encryption key). For example, such secret information could be: the
alphabet, the order of symbols in the alphabet, the length of the text, the
AND/OR tree, the bijection rules, or a combination of such parameters.
Constructing a new appropriate AND/OR tree structure is a difficult task,
this paper presents 4 possible such structures. Therefore, using only
information about the AND/OR tree and its bijection rules as an encryption



METHOD FOR DESIGNING ENCODING ALGORITHMS 17

key is not a very good idea (small number of possible keys and large
amount of stored data). However, if a new appropriate AND/OR tree
structure is obtained, then the corresponding encryption algorithm will
be cryptographically strong until this AND/OR tree becomes known to
third parties.

Using the length of the text as an encryption key makes breaking the
encryption algorithm much more difficult, but it requires working with
integers of arbitrary length for texts of large length. If we fix the length of
the encoded text, we obtain a block cipher.

1=abb
A=(c,a,b)

t=abb
A=(c,a,b)

1=abb
A=(c,a,b)

Figure 6

Examples of encoding the text t =abb over the alphabet A=(c,a,b) based on
Algorithm 1, Algorithm 3 and Algorithm 5
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In addition, for widespread use, it is desirable to fix the alphabet
used. A universal option is to use the alphabet A ={0,1}, but in this case
there are only 2 options for ordering this alphabet. To use the order of
symbols in the alphabet as an encryption key, we need to have much more
options. This can be done by using a sequence of zeros and ones as the
alphabet symbol. For example, the alphabet A=1{00,01,10,11} has 4
symbols and 4!=24 options for ordering this alphabet. In general, if each
symbol of the alphabet is a sequence of k zeros and ones, then the alphabet
contains 2° symbols and there are (2)! options for ordering this alphabet.

Thus, the main result of this paper is the proposed method, which
allows us to design new encoding and decoding algorithms applying
combinatorial generation algorithms based on AND/OR trees. The
obtained algorithms can later be used as a mathematical basis for solving
specific problems in the field of cryptography. Further research can be
aimed at creating a specific cryptographic algorithms based on the
developed algorithms.
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