
©

An IoT security framework for tamper-proof data transmission using 
homomorphic transform-based blockchain

Ankit Vishnoi §

Parul Madan †

Department of Computer Science and Engineering 
Graphic Era Deemed to be University
Dehradun 248002
Uttarakhand
India 

Rashmi Sharma *
Department of Computer Engineering
Mukesh Patel Technology Park Shirpur Campus 
Narsee Monjee Institute of Management Studies (Deemed to be University)
Shirpur Dist 
Savalade 425405
Maharashtra
India

Luxmi Sapra ‡

Department of Computer Application
Graphic Era Hill University
Dehradun 248002
Uttarakhand
India

Preeti Narooka @

Deepak Panwar #

Department of Artificial Intelligence and Machine Learning
Manipal University Jaipur 
Jaipur 303007
Rajasthan 
India

§	 E-mail:	vishnoi.ankit@gmail.com
†	 E-mail:	parulmadan.cse@geu.ac.in
*	E-mail:	rashmi.nov30@gmail.com (Corresponding Author)
‡	 E-mail:	luxmisapra@gehu.ac.in
@	E-mail:	preeti.narooka@jaipur.manipal.edu
#	 E-mail:	deepak.panwar@jaipur.manipal.edu

Journal of Discrete Mathematical Sciences & Cryptography
ISSN  0972-0529 (Print), ISSN  2169-0065 (Online)
Vol. 29 (2026), No. 3,  pp. 1461–1471
DOI : 10.47974/JDMSC-2605

http://www.tarupublications.com
http://dx.doi.org/10.47974/JDMSC-2605


1462� A. VISHNOI ET AL.

Abstract
With the exponential rise in IoT networks, data transmission should be ensured to 

be secure and efficient as well for the integrity of maintaining communication. Most of 
the current cryptographic techniques fail to balance computational efficiency, memory 
overhead, or tamper detection in resource-constrained environments. In this paper, we 
present a new cryptographic framework that integrates Homomorphic Transform with 
Blockchain technology for secure privacy-preserving device-to-device communications in IoT 
ecosystems. We have implemented the HT+BC proposal with all the given metrics in terms 
of processing time, memory usage, entropy, hash difference, and throughput. Experimental 
analyses reveal that HT+BC reports a hash difference rate of 15-20% against varying scales of 
IoT. Contrary to other techniques, HT+BC most emphatically can detect tampering. In terms 
of throughput, it was observed that in large-scale IoT, the average throughput recorded by 
HT+BC was 28 KB/s but used much less memory of 60 KB. The hash value was slightly 
changed by less than 5% and had much larger memory sizes at 90-120 KB. Our approach still 
possesses entropy values ranging from 4.8 to 5.3 bits, thus, entropy of data unpredictability 
while securing communications. 

Subject Classification:  Primary 93A30, Secondary 49K15.

Keywords: Homomorphic transform, Blockchain, Lightweight cryptography, Hash difference, 
Resource-constrained IoT networks.

1.  Introduction

This exponential growth of IoT has made it possible to interact 
differently with the world and now enables an enormous number of 
connected devices to share information and automate processes in a wide 
range of applications such as healthcare, industrial control, smart cities, 
transportation, and home automation. All these are advanced IoT systems 
resulting from a wide range of devices- sensors, actuators, and controllers 
that collect and transmit sensitive information for real-time decision-
making and automation. This network expansion with IoT, however, is 
highly vulnerable because of the major resource constraints of IoT devices 
in terms of computational, memory, and power constraints. This paper 
presents a security framework that bridges this gap by using Homomorphic 
Transform in combination with blockchain technology. Homomorphic 
Transform is a lightweight and recursive cryptographic technique that has 
a property to achieve the invariance of permutation over the data 
transformation. The input sequence may change; however, the output will 
not be affected because of the change in its structure. The transformation 
is well-suited for the resource-constrained environments characteristic of 
IoT devices, since it computes with minimal computational overheads, 
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thus making it an ideal candidate for ensuring secure and efficient data 
transmission of IoT networks. It offers a viable path for ensuring the secure 
operation of next-generation IoT networks by allowing for lightweight 
encryption, tamper-proof communication, and blockchain-enabled data 
integrity. 

2.  Literature Survey

Internet of Things is a self-defined term that is a connection of smart 
devices through the Internet. A smart device is a device that can make 
decisions based on input received from the surroundings through sensors 
and other means. The main aim of this paper is how we can secure such 
information. Many researchers have done a lot of work in this field. A few 
of them are discussed in Table 1 below:

Table 1
Literature Survey on IoT security

Title of the Paper  Summary of paper

DSChain: A Blockchain System 
for Complete Lifecycle Security of 
Data in IoT

The authors proposed a blockchain-
driven model for data security in the IoT 
lifecycle [1]. 

A novel approach for integrating 
cryptography and blockchain into 
IoT system

Proposed the significance of blockchain 
in securing the sensitive data while 
establishing the IoT network [2]. 

A blockchain based private 
framework for facilitating digital 
forensics using IoT

Provide an overview of how blockchain 
contributes to IoT security issues and 
emphasize trust management, and secure 
data sharing challenges [3].

Lightweight Cryptographic 
Techniques for IoT Devices: 
Challenges and Solutions

Discusses lightweight cryptography 
to strike a deal between the security 
requirements and resource constraints for 
IoT-based devices [4].

Novel approach for the design 
of attack-aware context-based 
blockchain model

Proposed the trust model in IoT Network, 
using proof of temporal trust and special 
trust [5].

Secure IoT Framework Using 
AI-Driven Intrusion Detection 
Mechanisms

Proposed an AI-powered intrusion 
detection system for handling growing 
threats in IoT networks [6].

Contd...
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A Proposed Framework for Smart 
Geo-Fencing for Religious Places

The research was focused on Secure IoT 
Architecture, highlighting major security 
issues and potential solutions at religious 
places [7].

IoT Security: Ongoing Challenges 
and Research Opportunities

The paper focuses on possible IoT 
security challenges at different levels 
with a focus on secure communication 
protocols and device authentication [8].

A survey of the smart city data 
security and privacy-preserving 
approaches in the Internet of 
Things

The paper discusses the privacy 
challenges of IoT in smart cities and their 
security mechanisms [9]. 

Secure Firmware Updates for IoT 
Devices Using Blockchain-Based 
Validation Mechanisms

Talks about the blockchain-based 
methods to secure and make IoT 
firmware updates tamper-proof [10].

In [11], the authors use the SHA-256 hashing technique and compare 
their work with AES, RSA, FSA, and ECC. Their work focuses on hash 
functions that play a significant role in cryptography. They further 
compared the five popular software tools 7z, PowerShell, BullZip MD5 
Calculator, HashCalc, and CrypTool 1.4.40, and compared the efficiency of 
these tools in both calculation and comparison of hash. Salihu et al. [12] 
states that cybercrime must be monitored closely because of its fast growth 
in the world of IT. They implemented two prevalent one-way cryptographic 
hashing algorithms, SHA and MD, as well as their strengths and 
weaknesses. The hybrid SAT + CAS solver we implement is better than a 
pure SAT solver and has been used to make substantial advances towards 
38-step semi-free-start (SFS) collisions and is a major improvement over 
[13]. [14] explains a new method of S-box design to enhance the security of 
block cipher algorithms. The SHA-256 hash algorithm FPGAs-based S-box 
design methodology is an essential aspect of block cipher encryption. In 
the article [15], the authors mention the problems with high power-
consumption-based cryptographic methods and high memory usage 
problems of the traditional cryptographic methods especially for resource-
constrained devices such as those found on the Internet of Things (IoT). In 
same fashion paper [16], hash function is utilized for IoT appliances in 
blockchain scenario.
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3. Proposed Framework

In the proposed framework, every IoT device applies a homomorphic 
transform to its sensor data to generate a unique transformed output. The 
produced data is then passed to the SHA-256 cryptographic hash function, 
which outputs a hash of a fixed length consisting of a unique digital 
fingerprint of the data. The most important role in ensuring data integrity 
is played by the hash value SHA-256; it changes its hash value completely 
even if the slightest change is done in the input data to allow detection of 
any tampering with the data during its transmission. It secures the hashed 
outputs of the Homomorphic Transform in a blockchain ledger, thereby 
additionally strengthening the immutability and security of the data 
stored in it. Blockchain can be defined as an umbrella term for decentralized 
ledgers that act as immutable records of transactions. The detailed 
methodology steps are explained at [17].

3.1.Steps of the Proposed Approach:

Step 1: Homomorphic Transform (HT): The Homomorphic Transform is a 
recursive operation applied to an input sequence of numbers in order to 
produce a permutation-invariant output sequence of the same length, so 
that no matter how this input sequence is rearranged the output sequence 
does not change.

Step 2: Hash of the Output of the Homomorphic Transform X: The output 
of the Homomorphic Transform X is hashed with a cryptographic hash 
function to produce a fixed-size hash. An example of a hash function is 
SHA-256, which produces a 256-bit hash. 

Step 3: Utilize the Hash in a Blockchain: The blockchain can now ingest 
the hash produced by the Homomorphic Transform. Blockchain is an 
immutable, distributed ledger wherein each block holds a hash of the data 
it is comprised of. 

4. Result and Discussion

To providing a view of the proposed framework using Homomorphic 
Transform in conjunction with Blockchain for IoT Security, it would be 
essential to simulate real-world scenarios or simply refer to experimental 
test beds, which offer measurable metrics for comparison. Next, the 
metrics and methodologies are as follows, depending on test beds or 
simulations in IoT environments. We will compare the above key metrics: 
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computation time, memory usage, energy consumption, and tamper 
detection rate. To generate output and plots of the concept we have 
designed, we provide below the simulation of how Homomorphic 
Transform can be applied to IoT sensor data, followed by hashing the 
outcome using SHA-256 and recording it into a blockchain as shown in 
Fig. 1.

Figure 1
Outcome of the Block Hash

4.1 Performance of the Proposed Homomorphic Transform + Blockchain Framework

The proposed framework was tested on several performance criteria 
of processing time, memory utilization, entropy, hash difference, and 
throughput using HT+BC. Below is each parameter in detail using the 
results obtained from the Python simulations. The result of each parameter 
is shown in Fig 2.

HT+BC shows acceptable processing times across various network 
sizes—1.8 seconds for 2 devices and scaling up to 2.9 seconds for 128 
devices. Its memory consumption remains notably low, making it ideal for 
resource-constrained IoT environments. Memory usage increases 
moderately from 60 KB at 2 devices to 85 KB at 128, highlighting HT+BC’s 
efficiency and scalability. In terms of entropy, HT+BC maintains a secure 
range of 4.8 to 5.3 bits, ensuring high unpredictability and strong resistance 
against decryption, even if data is intercepted. This enhances the overall 
security of communication within IoT systems. Additionally, HT+BC 
achieves an excellent tamper detection rate of 15–20%, which is significantly 
more effective than traditional schemes like AES and RSA that detect 
below 5%. 

4.2. Comparison with State-of-the-Art Algorithms

To compare with the current state-of-the-art algorithms, the proposed 
HT+BC framework is benchmarked against the most frequently used 
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cryptographic methods, such as AES, RSA, ECC, and FHE, within the 
same performance metrics.

HT+BC demonstrates superior entropy, ranging from 4.8 to 5.3 bits 
based on network size, slightly outperforming ECC’s 5.1 bits. Both ensure 
high unpredictability and strong security, while AES and RSA show lower 
entropy (~4.5 bits), indicating weaker protection. In tamper detection, 
HT+BC achieves a 15–20% hash difference across network sizes, far 
exceeding AES and RSA’s <5%. Though effective, it consumes more 
resources, limiting large-scale IoT use. HT+BC also excels in throughput 
(28 KB/s), outperforming FHE (12 KB/s), ECC (16 KB/s), and even AES/
RSA (22 KB/s), making it optimal for secure, high-speed, resource-
constrained IoT environments. Fig 3 illustrate these findings.

5. Conclusion And Future Scope:

The HT+BC framework strengthens data security in resource-
constrained IoT networks by eliminating the trade-off between security 
and performance often seen in traditional cryptographic algorithms. It 
ensures strong data integrity while keeping computational overhead 
minimal, making it ideal for real-time IoT applications. Experimental 
results show that HT+BC effectively balances security and efficiency. 
Processing times range from 1.8 seconds in small networks to 2.9 seconds 
in larger setups. HT+BC achieves a hash difference rate of 15-20%, 
detecting unauthorized modifications. It consumes only 60-85 KB of 
memory making it a better fit for resource-limited IoT environments. 
Additionally, HT+BC maintains high entropy (4.8-5.3 bits). Throughput 
analysis further highlights HT+BC’s efficiency, achieving 28 KB/s. HT+BC 
presents a scalable and tamper-resistant solution that surpasses existing 
cryptographic techniques.

Future enhancements should focus on improving scalability, 
integrating with advanced architectures like 5G, edge, and fog computing, 
and optimizing energy efficiency for battery-powered IoT devices. Hybrid 
cryptographic models that combine HT+BC with other techniques could 
address ultra-low latency requirements and specialized security needs. 
Real-world deployment studies will be essential for validating the 
framework’s effectiveness in large-scale IoT applications that require high 
data integrity, tamper resistance, and efficient resource management.
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