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Abstract

IoT devices use outdated secure methods that are vulnerable to quantum computer
attacks, making quantum computing a huge security issue. As quantum computers get
smarter, RSA and ECC may not be able to protect Iol' networks as well. This research
examines how publish-quantum cryptography (percent) may defend Iol devices from clean
quantum assaults. Percent uses quantum algorithms like Shor’s and Grover’s to provide
unbreakable safety. Records are protected and quantum technology is sent securely. The
research evaluates many PQC algorithms for IoT systems. It uses computational energy,
power savings, and scale troubleshooting. We propose integrating conventional and post-
quantum encryption to make IoT networks more trustworthy and impenetrable. This study
shows how important PQC is for protecting IoT settings against quantum-based attacks by
securing key exchange, data, and device identification.

Subject Classification: 68M25.

Keywords: Post-quantum cryptography, Internet of Things, Quantum computing, Security,
Quantum attacks.

1. Introduction

Through connecting a considerable variety of gadgets that trade and
acquire critical records, the internet of things (IoT) is swiftly remodeling
modern-day civilization. Communications are blanketed through traditional
security strategies, which additionally guarantee records accuracy in various
devices starting from business tracking to smart domestic systems [1].

But these antiquated security techniques would possibly lose value with the
appearance of quantum computers [2]. Quantum algorithms, especially Shor's
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and Grover's, may compromise extensively used encryption techniques inclusive
of RSA and ECC. This might endanger IoT gadgets and the data of its users
[3]1[4]. Publish-quantum cryptography techniques' overall performance is in
comparison in figure 1. Decreasing those hazards appears possible with publish-
quantum cryptography (percent) [5]. PQC incorporates cryptographic techniques
designed to stay impervious regardless of quantum computer systems in
operation. Quantum computing generation is advancing; consequently, research
on how PQC may be utilized in IoT networks, which normally have restricted
resources like processor strength, memory, and energy consumption [6], is
imperative. The intention of this paper is to investigate how PQC may be
utilized in IoT systems, specifically with regard to its ability to guard device
identity, statistics privateness, and tightly closed conversation [7]. We can
observe numerous PQC algorithms and evaluate their relevance in the internet of
things (IoT). We will next propose a hybrid encryption gadget using historic and
current strategies to strengthen IoT networks in opposition to quantum assaults
[8]. With this have a look at, we want to put the basis for shielding IoT gadgets
within the period after quantum computing.

Utilizing Post-Quantum Cryptography
to Secure Internet of Things (loT)
Devices Against Quantum Attacks
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Figure 1
Performance Comparison of Post-Quantum Cryptography Algorithms

2. Mathematical Models of Post-Quantum Cryptographic Algorithms

PQC approaches are meant to not work with quantum computers for
security [9]. These algorithms often use mathematical problems that quantum
algorithms may trouble with. The most prevalent encryption mathematics
models are lattice-based, code-based, multivariate polynomial systems, and
hash-based [10]. Lattice-based models like NTRU and Learning With Errors
(LWE) are immune to quantum assaults and effectively employ key amounts
and computations, giving them promise.
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Lattice-based Encryption (Learning With Errors - LWE):
b = A *s + ewhereb,A,s,e € Z[; )
Here, A is a matrix, s is a secret vector, and e is an error term.
Lattice-based Key Generation:
s = randomly chosen vector in Zg 2)
The secret key s is chosen from the vector space Z g”n.
Code-based Encryption (McEliece):
c=m=x*G+ e 3)
Here, m is the message, G is the generator matrix, and e is an error vector.
McEliece Decryption:
m=(c* H)w 4)
The ciphertext is decrypted using the parity-check matrix H.
Multivariate Polynomial-based Cryptography:
fx)=A*x+b ()
In multivariate cryptosystems, the polynomials f(x) are used to create hard-
to-solve systems of equations.

Hash-based Signatures (XMSS):
H(m) = hash of the msg and Sig = sign(H(m)) (6)

The message m is hashed, and the signature Sig is generated through a
signing function.
Isogeny-based Cryptography (SIDH):

El:y?= x3+ Ax + Band E2:y*> = x>+ A'x + B’ @)
These elliptic curves represent the basis of isogeny-based cryptographic
schemes.

General PQC Key Exchange (Kyber):
cl=Axp+elandc2 =B * q + e2 (8)

The ciphertexts ¢l and c2 are generated from public key matrices A and B,
with error vectors el and e2.

3. Cryptograph and Quantum Computing Impact

Quantum computing presents several new challenges to traditional

cryptography. Shor's quantum method factors large numbers and solves discrete
logarithms fast. These techniques directly threaten RSA and ECC encryption.
However, quantum computers can answer them in polynomial time, making
current security methods weak.

Shor’s Algorithm for Factoring:

N=p=xq ©)
Where N is the composite number.
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2.

Quantum Fourier Transform (QFT):
1 _ 1 1
0T () * NS 0 1) ) = (55) = Sh= w1k) (10)
The Quantum Fourier Transform is essential in quantum algorithms like
Shor's to find periodicity in functions.
Grover's Algorithm for Unstructured Search:
f(x) = {1if x = x°0 otherwise } (11)
Grover's algorithm helps in searching for the solution Xo in an unsorted
database with N elements in O(\/N) time.
Quantum Superposition:
l) = al0) + BI1) (12)
Quantum superposition allows quantum bits (qubits) to be in both 0 and 1
states simultaneously, enabling parallel processing.

Quantum Parallelism:

1

(ﬁ) « Z(x=0toN—1)f0)|x) (13)
Quantum parallelism allows evaluating multiple values of a function in
parallel, as seen in quantum algorithms.
Shor’s Algorithm Period Finding:

r = period of f(x) = a®*mod N (14)
In Shor’s algorithm, finding the period r of the function f(x) is key to
factoring large integers.
Quantum Entanglement:

) = a]00) + B |11) (15)

Entanglement in quantum mechanics links the states of two qubits, which
is vital for quantum cryptographic protocols like quantum key distribution.

4. Advancements in PQC algorithm development

Recent progress in Post-Quantum Cryptography (PQC) has been centred

on creating methods that are not affected by quantum mechanics and are also
fast enough to be used in real life. A lot of work has been put into making sure
that a number of potential PQC families, like code-based, isogeny-based, and
lattice-based cryptography, are safe from quantum threats. Algorithms like
Kyber and NTRU have shown that they can withstand quantum cryptanalysis
while still performing well in terms of key size and encryption/decryption speed.

1.

Lattice-based Key Encapsulation (Kyber):
cl=A*p+elandc2 = B * q + e2 (16)

The ciphertexts ¢l and c¢2 are generated from public key matrices A and B,
with error vectors el and e2.

Learning With Errors (LWE) Problem:
b=Axs+e (17)
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3.  Hash-based Signatures (XMSS):

Sig = sign(H(m)) (18)
The message m is hashed, and the signature Sig is generated through the
signing function using the hash H.

5. Simulation Results and Discussion

Post-Quantum Cryptography (PQC) is being used in Internet of Things
(IoT) devices, which is a good sign for protecting data and communication.

Table 1

Performance Comparison of PQC Algorithms

Size of ta:el;ln:or Tlm:;:ken Throughput Level of
PQC Method Key . . of system Security

(bits) Encrypti | Decryption (Mbps) key (bits)

on (ms) (ms) P y

Lattice-based
(Kyber) 256 453 55.2 20.8 128
Code-based
(McElicce) 1024 82.7 110.5 14.5 256
Multivariate
(Rainbow) 128 58.2 78.3 18.2 128

Three well-known Post-Quantum Cryptography (PQC) techniques Lattice-
based (Kyber), Code-based (McEliece), and Multivariate (Rainbow) are shown
side by side in Table 1. Every approach is evaluated using important
performance criteria like key size, encryption and decoding times, traffic, and
security level.

Kyber is a lattice-based method that has a key size of only 256 bits and
very fast encryption and decoding speeds of 45.3 ms and 55.2 ms, respectively.
It can handle 20.8 Mbps of data. It has a protection rating of 128, which makes it
good for most real-world uses. The code-based method McEliece needs much
bigger key sizes (1024 bits) and takes longer to encrypt and decrypt (82.7 ms
and 110.5 ms, respectively).

Table 2
Hybrid PQC Protocol Performance

Hvbrid Protocol Size of | Time taken for | Time taken for Throughput
y Key (bits) | Encryption (ms) | Decryption (ms) (Mbps)

Classical +

Lattice-based 384 60.3 72.4 18.5

Classical +Code- |64 1125 124.8 137

based

Classical +

Multivariate 256 75.8 84.1 16.5
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Table 2 shows how well mixed Post-Quantum Cryptography (PQC)
protocols work when they combine traditional cryptography methods with three
different PQC algorithms: Lattice-based, Code-based, and Multivariate. The
goal of these mixed algorithms is to improve security while keeping computing
speed. Figure 2 shows stacked comparison of encryption and decryption times
for hybrid protocols.

- Eneryplion Time {ms}
- Decryplion Time {ms!

Time {ms]

x

& &
o & o
Hybrid Pretocol
Figure 2

Stacked Comparison of Time for encryption and decryption for Hybrid Protocols

A key size of 384 bits makes the "Classical + Lattice-based" combination
protocol pretty fast. It can secure and decode data in 60.3 ms and 72.4 ms,
respectively, and can send data at 18.5 Mbps. Figure 3 shows time and
throughput performance of hybrid encryption protocols.

m—Coorption Tape (ms)
m— Uecrypton |t ims)
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Figure 3
Time and Throughput Performance of Hybrid Encryption Protocols

Because it strikes a good mix between security and speed, this protocol can
be used in most real-world situations. The "Classical + Code-based" hybrid
protocol needs the biggest key size (1280 bits) and has longer encryption (112.5
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ms) and decoding (124.8 ms) times, which leads to a rate of 13.7 Mbps. It has a
better level of protection, but it may not work as well in settings with limited
resources.

6. Conclusion

Traditional encryption methods, like RSA and ECC, are becoming more
and more open to quantum-based attacks as quantum computing keeps getting
better. This reduces the security of IoT devices. This paper examined how Post-
Quantum Cryptography (PQC) can shield Internet of Things (IoT) systems
against quantum threats. It especially examined ways to integrate quantum-
resistant techniques like code-based and lattice-based encryption. Our study
indicates that PQC could be a suitable approach to handle the next quantum
hazards. Though still functioning enough for IoT environments, many
techniques have been shown to withstand quantum computing attacks. We also
proposed a hybrid cryptography system that would enhance security without
overloading device resources. This system would integrate conventional and
post-quantum techniques. Ensuring that these techniques function well and can
be used on a broad scale for IoT installations still presents challenges.
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