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Abstract 
Strong, quick, and extensible security solutions are required as blockchain 

technology is utilised more and more in financial systems to guarantee that 
transactions are honest, genuine, and can't be challenged. This paper proposes a 
secure and light-weight security mechanism for financial operations using 
blockchain based on Elliptic Curve Cryptography (ECC). The paper focusses 
largely on employing curves like secp256k1 and Curve25519 to create secure 
keys using the Elliptic Curve Digital Signature Algorithm (ECDSA) to verify 
that transactions are genuine, therefore implementing ECC. In terms of latency, 
speed, signature size, gas cost, and energy consumption, the ECC-based system 
is evaluated against RSA/DSA. It works with Hyperledger and Ethereum 
blockchains. The findings indicate significant increases in speed and scale, 
which supports ECC as the optimal approach to secure and efficient create 
blockchain-based financial applications. 

Subject Classification: 68M25 
Keywords: Elliptic Curve Cryptography (ECC), ECDSA (Elliptic Curve 

Digital Signature Algorithm), Blockchain security, Secure Financial 
Transactions 

 
 

1. Introduction 
Blockchain technology offers a decentralized and tamper-resistant 

framework for recording and verifying transactions, ensuring transparency and 
trust without relying on a central authority. Its cryptographic foundations 
safeguard data integrity while enabling secure peer-to-peer interactions. By 
integrating blockchain, systems gain enhanced resilience against fraud, 
unauthorized modifications, and single points of failure. Blockchain has become 
a solid foundation for making trades explicit, unchangeable, and secure as 
digital financial systems and decentralised technology have expanded at an 
exceptionally rapid pace. At the core of this security are cryptographic 
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techniques preserving the authenticity, integrity, and privacy of blockchain data 
[1]. Though they are increasingly seen as resource-intensive, particularly for 
banking applications running on mobile devices or the internet of things, public-
key encryption algorithms such as RSA and DSA have long been employed to 
safeguard data [2]. Though many apps still employ antiquated security 
techniques that are more difficult to execute and use more computer resources, 
blockchain is being used in more and more financial services [3]. These 
techniques are ineffective in low-resource settings or for guaranteeing rapid 
transaction checks in high-user systems. Especially with regard to key 
management and digital signature techniques like ECDSA, there are also not 
many comprehensive solutions combining ECC-based characteristics with 
blockchain platforms such as Hyperledger and Ethereum [4], [5]. But as the 
volume and value of these exchanges rise, so do concerns about size, privacy, 
and security power. 

2. System Architecture  
The proposed ECC-integrated blockchain architecture is based on the 

following fundamental mathematical and cryptographic concepts [6], [7]. These 
concepts enable decentralised financial systems to create safe keys, sign digital 
documents securely, and validate them. 

1. Elliptic Curve Definition over Finite Fields 
We define an elliptic curve EE over a finite prime field    using the 

Weierstrass equation: 
                  

where: 
        are curve parameters, 
 pp is a large prime (e.g.,                for secp256k1), 
             ̸       ensures the curve is non-singular (i.e., no 

cusps or self-intersections). 

2. Key Generation 
Each node (user, wallet, smart contract) generates a private key dd and 

corresponding public key Q: 
   ,     -    n omly   l       

      
where: 
 G is a predefined base point (generator) on the curve with order nn, 
 d is the private key (a scalar), 
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    (  )i   h  publi  k y    poin  on  h   u v  , 
 Th  op    ion     no    scalar multiplication    p         i ion of GG . 

 
Thi  op    ion i  one-way  u   o  h  Elliptic Curve Discrete Logarithm 

Problem (ECDLP): 
Giv n         , i  i   ompu   ion lly inf   ibl   o      min     f om 

QQ  n  GG. 

3. Message Signing using ECDSA 
L   m b   h     n    ion        .g.,   p ym n    qu    o   m     on      

  ll  [8]. Th   igning p o     i : 

Step 1: H  hing 
      ( )     ( ) 

Typi  lly, H  h i  SHA-256 o  K    k-256. 

Step 2: G n       ph m   l k y 
   ,     - 

(     )                 

Step 3: C l ul     ign  u    ompon n  
      (     )       

Th   ign  u   fo   h     n    ion mm i   h   upl    ,  . Thi  i     n mi     
wi h  h     n    ion      on- h in. 

4. Signature Verification (Validator / Smart Contract) 
Any blo k h in no   o   m     on        n v  ify  h   u h n i i y u ing  h  

  n   '  publi  k y Q: 

Step 1: Compu   v lu   
            
             
             

Step 2: R  on   u    u v  poin  
(     )            

Step 3: V  ify  ign  u   
Sign  u   i  v li  if             m  h m  i  l p o     gu   n      h   

only  h  own   of  h  p iv    k y     oul  h v  p o u     h   ign  u   [9]. 
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5. Blockchain Smart Contract Integration 
In Ethereum,  h       ov     fun  ion i  u    fo  on- h in    ov  y of  h  

 ign  ’         : 
                 (       ) 

wh   : 
   *     + i   h     ov  y i  u     o    on   u    h  publi  k y, 
  h   on       omp     m g.  n    wi h  h     ov            . 

 
In Hyp  l  g   F b i ,  h  v  ifi   ion i  h n l   u ing X.509     ifi      

i  u   by  h  F b i -CA, wh     h  publi  k y i   mb      in  h      ifi      n  
u    by  h  MSP  M mb   hip S  vi   P ovi      o v li     ECDSA  ign  u    
[10], [11]. 

6. Security Bound 
Th   y   m u   : 
 Curve25519 o  secp256k1 wi h ~128-bi     u i y, 
 ECDLP gu   n      h    ompu ing    f om QQ i  inf   ibl , 
 Eph m   l k y kk i  g n         n omly  n  mu   not repeat  o p  v n  

 ign  u   l  k g . 

7. Key Generation and Management using ECC  
In   blo k h in-b     fin n i l  y   m,    u   k y g n    ion  n   obu   

k y m n g m n      foun   ion l  o u    i  n i y,    n    ion in  g i y,  n  
 u h n i   ion. ECC  n bl    ffi i n  k y g n    ion b     on w ll-    bli h   
 lg b  i     u  u    ov   fini   fi l   [8]. Th  p o            wi h g  h  ing 
 n  opy,  h n mov   on  o     ing, k y g n    ion u ing m  h m  i  l 
fun  ion ,  n  fin lly  h  king  h      ng h of  h   n  yp ion. E  h    p m k   
 u    h    h  k y   h       m        bo h   n om  n    f  fo   n  yp ion 
m  ho  . En  opy  n    n omn        v  y impo   n  fo  k  ping k y  l  h   
 w y  n  p o    ing  g in   b u  -fo         k . Th y      h  buil ing blo k  of 
  f   ommuni   ion  y   m . 

1. Dom in P   m      fo  ECC 
To   fin   h   nvi onm n  fo   llip i   u v    yp og  phy,  h  following 

 om in p   m            qui   : 
  *           + 

wh   : 
 p — l  g  p im  numb     fining  h  fini   fi l  Fp 
  , b —  u v   o ffi i n      i fying                 
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   (     ) — b    point (g n   to ) on th  cu v  with l  g  p im  o     
nn 

 nn — o     of point GG (i. .,                  * +, th  i  ntity 
 l m nt) 

 hh — cof cto ,  uch th t   (  )      
Fo   x mpl : In   cp256k1 (u    in Bitcoin, Eth   um): 

p=2256−232−977 

2. P iv t  K y G n   tion 
E ch u      l ct      n om int g         th i  private key: 

   ,     - 
Thi   c l   i    c  t  n  mu t b  g n   t   u ing   c yptog  phic lly 

  cu     n om numb   g n   to  (CSPRNG). If comp omi   ,  ll    oci t   
t  n  ction      vuln   bl  to imp   on tion. 

3. Public K y D  iv tion 
Th  co    pon ing public k y QQ i     iv   th ough  c l   multiplic tion: 

          
 GG i  th  g n   to  point on th   lliptic cu v  
    i  th  p iv t   c l   (k pt   c  t) 
   (     )   (  ) i  th  public k y, publi h   to th  blockch in 

Sc l   multiplic tion i   ffici nt to comput  but inf   ibl  to   v     
(ECDLP), which  n u    c yptog  phic   cu ity. 

4. K y Sto  g   n  M n g m nt 
Effici nt k y m n g m nt polici       vit l in   blockch in-b     fin nci l 

 y t m. Th y cov  : 
 )  S cu   K y Sto  g : 

 Softw    w ll t   to      in  nc ypt   loc l fil   ( .g., k y to   JSON  
in Eth   um). 

 H   w    w ll t  (HSM )  to   p iv t  k y    cu  ly with t mp   
   i t nc  ( .g., L  g  , T  zo ). 

 C  tific t -b     k y  (u    in Hyp  l  g   F b ic)     g n   t    n  
m n g   by   C  tific t  Autho ity (CA) u ing ECC k y   mb      in 
X.509 c  tific t  . 

b)  Public K y Di t ibution: 
 Public k y      b o  c  t   to th  blockch in o    gi t     vi   m  t 

cont  ct o  ch inco   i  ntity mo ul  . 
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 In Ethereum, the wallet address is derived by taking the Keccak-256 
hash of the public key, and selecting the last 20 bytes: 

        K    k 256( ),     - 

5. Key Usage in Blockchain 
 Signing Transactions: The private key dd is used in ECDSA to sign 

transaction hashes. 
 Verifying Transactions: Public key QQ is used by validators or smart 

contracts to confirm sender authenticity. 
 Session Keys / ECDH: For off-chain secure communication (e.g., private 

messaging), session keys can be derived using ECC-based Elliptic Curve 
Diffie-Hellman (ECDH): 

                    

A. Transaction Signing and Verification  
In blockchain-based financial systems, digital signatures serve as the 

foundation for ensuring data integrity, authenticity, and non-repudiation of 
transactions. The proposed framework employs the Elliptic Curve Digital 
Signature Algorithm (ECDSA) to sign and verify transactions using ECC key 
pairs. 
Let: 
 mm be the transaction message (e.g., sender, receiver, amount). 
 H(m) be the cryptographic hash of the message using a secure hash 

function (e.g., SHA-256 or Keccak-256). 
    b   h    n   ’  p iv    key. 
          be the corresponding public key. 
 G be the generator point on the elliptic curve. 
 n be the order of the base point G. 

B. ECDSA Signing Algorithm 
The process starts with making a key pair. The private key is used to get 

the public key. After that, the message is hashed to make a breakdown. Using 
elliptic curve methods and modular math, this hash is used to figure out the 
signature parts r and s. The digital signature is made up of the last result, which 
is a pair (r,s). In safe conversations, this process makes sure that messages are 
real, that they are correct, and that they can't be disputed. 

The transaction signing procedure generates a digital signature tuple (r, s) 
using the following steps: 
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Step 1: M    g  H  hing 
z = H(m) 

zz i   h  in  g     p    n   ion (  un      o  p       o bi  l ng h of nn) of 
 h  h  h of  h     n    ion. 

Step 2: G n      R n om Eph m   l K y 
   ,     - 

Thi    mpo   y k y mu   b    n om  n  u    only on  . R u ing kk 
 omp omi     h  p iv    k y. 

Step 3: Compu   Cu v  Poin  
(     )                 

If   = 0,   n w k mu   b   ho  n. 

Step 4: Compu   Sign  u   Compon n     
      (     )     

If   = 0, g n        n w k. 
Fin l Sign  u  : 

  (   ) 
Thi   ign  u   i  b o       wi h  h     n    ion mm  o  h  blo k h in. 

C. ECDSA V  ifi   ion Algo i hm 
Th  publi  k y, m    g ,  n   ign  u       u     o figu   ou    poin  in  h  

ECDSA p oof m  ho . A   hi   im ,  h   ign  u   i   h  k    o     if i  fi  . 
A v li   o  o   m     on      u     h  publi  k y QQ  o v  ify  h  

 u h n i i y of ( , )( ,  ): 

Step 1: Ch  k v li i y 
En u       ,     - 

Step 2: Compu   M    g  H  h 
z = H(m) 

Step 3: Compu   Inv     of    
          

Step 4: Compu   S  l    
             
             

Step 5: R  on   u   Cu v  Poin  



IMPLEMENTING SECURE ELLIPTIC CURVE CRYPTOGRAPHY� 625

 
 

 

(     )            

Step 6: Sign  u   V li i y 
Sign  u   i  v li  if            

6. Results and Evaluation 
Thi      ion p    n    h  p  fo m n    v lu  ion of  h  p opo    ECC 

b     blo k h in f  m wo k  h ough  imul  ion  n  b n hm  king. Th  
 n ly i  fo u    on  ompu   ion l  ffi i n y,   yp og  phi   obu  n   ,  n  
   ou    u iliz  ion, wi h    omp  i on  g in   RSA  n  DSA impl m n   ion . 

1. Comparative Analysis (ECC vs RSA/DSA) 
A p  fo m n   b n hm  k w    on u      omp  ing ECC (   p256k1  n  

Cu v 25519) wi h RSA  n  DSA  lgo i hm ,      mon       i  in   bl  1: 
Table 1 

Comparative Analysis 

Operation ECC (secp256k1) RSA (2048-bit) DSA (1024-bit) 
K y G n Tim  (m ) 1.8 6.2 4.7 
Sign Tim  (m ) 1.1 5.5 3.8 
V  ify Tim  (m ) 1.4 5.9 4.5 
Sign  u   Siz  64 by    256 by    128 by    
G   Co   (E h   um) ~21,000 ~43,000 N/A 

 
In T bl  1   mon       ECC ou p  fo m  RSA  n  DSA in  p     n  

 ign  u    iz , in u    pp oxim   ly 50% l    g    o   on E h   um  m    
 on       u ing    ov  ,  n  i  w ll  ui    fo   on    in     vi    in D Fi  n  
mobil   ppli   ion . 

2. Resource Consumption (Computation, Energy, Memory) 
P  fo m n   on    on    in   blo k h in no   ( .g., R  pb   y Pi o  

vi  u liz    lou   on  in  ) w   b n hm  k  : 
 

Table 2 
Resource Consumption 

Metric ECC RSA 
CPU U iliz  ion (Signing) ~3.5% ~10.8% 
M mo y U  g  (Run im ) ~4.2 MB ~11.6 MB 
En  gy (p   1000  xn ) ~1.1 J ~3.8 J 
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In T bl  2, ECC   mon        2–3× low   CPU/m mo y/ n  gy foo p in  
 omp      o RSA. Thi  ligh w igh  p ofil  v li      ECC’   ui  bili y fo  
   l bl   n   n  gy  ffi i n  fin n i l DApp   n    o   bo     mi  op ym n  . 
A   h  numb   of    n    ion  in       , ECC m in  in   ignifi  n ly low   
l   n y. Fo  10,000    n    ion , ECC  ompl     in ~2.8    on    omp      o 
RSA’  ~11.2    on  , highligh ing ECC’   ffi i n y fo  high f  qu n y 
fin n i l  y   m . ECC  on i   n ly   hi v   high    h oughpu   h n RSA 
   o    ll    n    ion volum  . Fo   x mpl , ECC p o       ~3570 
   n    ion /        h  10k m  k, wh      RSA m n g   only ~893, 
un     o ing ECC'     l bili y in    l  im  DApp . 

7. Conclusion 
Th     ul   of  hi         h in i      h   blo k h in b     fin n i l 

   n    ion  m y b  m      f  , qui k  ,  n  mo      l bl  u ing Ellip i  Cu v  
C yp og  phy (ECC). B ginning wi h   p    i  l p obl m    n     blo k h in 
 y   m  o no  p op  ly  mploy  n  yp ion  hi  p p             I   h n i  n ifi   
 n obviou         h n     n   lo    i  by   v loping  n ECC in  g         u i y 
p o o ol. Th  p opo     pp o  h g n       k y ,  x  u     igi  l  ign  u   
(ECDSA),  n  v li       h m u ing ECC'  m  h m  i  l   p bili y (fo  
 x mpl ,    p256k1, Cu v 25519). In    m  of    n    ion l   n y,  ign  u   
 iz ,  n  gy  on ump ion,  n  p   ol p i   , i  i  mu h  up  io   h n RSA  n  
DSA. Ex mining fun  m n  l   yp og  phi     hniqu     v  l   h   ECC i  
 up  io , p   i ul  ly in       wi h li  l     ou      n  high  h oughpu  DApp . 
Th  m  ho  i  w ll  on i       n  m   h    h  i  u       ip ion. Running 
    ing on  h  E h   um  n  Hyp  l  g       b    v  ifi    h  logi  lly 
   u  u    ou  om    n   lgo i hm .  
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