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Abstract

As cloud computing grows, safety becomes increasingly crucial. User registration is a
cloud security weakness because weak or stolen passwords let hackers entry. This research
examines how to make cloud computing safer using better passwords and MFA. Berypt,
Argon2, and hybrid encryption techniques can protect user data from unauthorised access.
MFA combines a password, a mobile device, and biometric data to improve security. This
reduces the likelihood of unauthorised logins. How effectively these security solutions
perform, scale, and pose difficulties in cloud contexts are also examined in the research. The
proposed solutions reduce password hacks and safeguard cloud data privacy and security.
Fixing these issues would make cloud systems less susceptible to attackers, improving the
digital environment.

Subject Classification: 68M25.

Keywords: Cloud computing security, Password encryption, Multi-factor authentication, Data
protection.

1. Introduction

Cloud computing has changed how people and companies keep, handle,
and access data by making it more flexible, scalable, and affordable. The more
people depend on cloud services, though, the more security worries have come
up [1]. Unauthorized access to private data because of weak identification
methods is still one of the biggest threats to cloud security [2]. Many people use
password-based security, but it can be broken by attacks like brute force,
hacking, and credential stuffing. Because of this, protecting user passwords is a
must for keeping cloud-based services and apps safe [3][4]. There are some
problems with the old ways of storing passwords that have been fixed by more
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advanced password protection techniques. Figure 1 shows cloud security
improvements through advanced encryption and multi-factor authentication
methods.
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Figure 1

Cloud Computing Security Enhancement with Multi-Factor Authentication

Complex hashing methods and key stretching are used by techniques like
berypt, scrypt, and Argon2 to make it exponentially harder for attackers to break
passwords. When it comes to current computers, these ways make passwords
stronger [5]. Also, Multi-Factor Authentication (MFA) has become more
popular as an extra protection tool. MFA needs users to show more than one
way to identify themselves, including something they know (like a password),
something they have (like a real badge or device), and something they are (like
biological data) [6][7]. This multi-level security method makes it much less
likely that someone will get in without permission, even if passwords are stolen.

2. Computational complexity of encryption algorithms

It depends on how many computers are needed to do the encryption and
decoding steps. This is called the computational complexity of encryption
methods. Complexity is usually measured in terms of time and area, which show
how the method changes as the size of the inputs, like key length or data size,
grows [8][9]. For instance, polynomial time complexity is shown by algorithms
like RSA, which use big prime numbers to generate keys. However, these
algorithms can be slow when securing large amounts of data [10] ,[11]. On the
other hand, symmetric methods like AES (Advanced Encryption Standard) tend
to secure and decode data faster because their math processes are easier.

1. Step 1 (Encryption Key Generation):

The complexity of generating a key in algorithms like RSA is related to the
number of prime number generations, which can be expressed as:

{r2}0 1
Tkeygen = f{pl} (log(p)) dp (1
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Where p 1 and p_2 are the bounds for the prime number search range, and
log(p) reflects the difficulty of finding primes.

2.  Step 2 (Key Setup for Symmetric Encryption, AES):

For AES, key setup involves O(1) complexity but can be extended with
larger keys, modeled as:

{kz}0 (_n?
Tsetup = f{kl} (log(k)) dk @)
Where k 1 and k 2 represent key bounds and n is the data block size.
3. Step 3 (Block Cipher Encryption, AES Example):

AES encryption involves several rounds of transformations, and the
computational complexity is expressed as:

{bz}0 .
Toncrypt = f{blz} ( Rounds(n, k) - Operations(k))db 3)
4. Step 4 (RSA Encryption Complexity):

For RSA, encryption involves exponentiation, which can be represented as:

f{{mz}o( m®mod n)dm 4)

mq}

TRSAemcrype =
Where m is the message size, e is the public exponent, and n is the
modulus.
5.  Step S (Symmetric Decryption Complexity, AES):
Decryption for AES is similar to encryption, but involves inverse

operations, leading to the complexity:
Taecrypt = f{{bz}o ( RoundsV®0 . Inperse Operations(k)) db (5)

6. Step 7 (Overall Encryption Complexity):

The overall complexity of an encryption algorithm, accounting for both
key generation, encryption, and decryption, is given by:

{p2}0 {mz}0
Tiotar = _[{;12} ( f{nTz} (mfémod n)dm (6)

10g(p))

3. Mathematical foundations of encryption

Several mathematics ideas, mostly from number theory and arithmetic,
form the basis of encryption methods. Public-key encryption methods, like RSA,
depend on the fact that it's hard to factor big prime numbers, and no good
answer is known.

This reliance on number theory keeps the system safe, since breaking the
encryption would require answering problems that computers can't solve. Some
mathematical operations used by symmetric key methods, like AES, are modular
arithmetic and finite field operations. With these ways, a shared secret key can
be used to secure and decode data.

1. Step 1 (RSA Key Generation):

The complexity of finding large primes and generating keys for RSA can
be expressed as:
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Tkeygen - _&;pz}} (lOg(P))dP (7)
Where p 1 and p_2 represent the bounds for prime generation, and log(p)
represents the primality test.
2.  Step 2 (Public Key Encryption, RSA):
RSA encryption relies on modular exponentiation, expressed as:

- f{fjfz}}"( memod n )dm (8)

Where m is the message, ¢ is the public exponent, and n is the modulus.
3. Step 3 (Private Key Decryption, RSA):

The decryption operation in RSA is similarly based on modular
exponentiation:

TRS Aencrype =

f{{;lnz}}o( m%mod n)dm 9)

Where d is the private exponent.

4. Step 4 (Symmetric Key Encryption, AES):
For symmetric encryption like AES, the encryption complexity involves
multiple rounds of transformations, which can be represented as:

{bz}o( Rounds(n, k) - Operations(k))db (10)

TaE Semcrypt = {b }

TRSAdecrypt

Where b is the data block, n is the number of rounds, and k is the key size.
5. Step 5 (AES Key Expansion):

The complexity of key expansion in AES, where a key is expanded to
multiple round keys, is given by:

f{ikz}} ( Rounds(n) - log(k))dk (11)

Where k 1 and k 2 represent the bounds for key sizes
6. Step 6 (Elliptic Curve Cryptography):

The security of elliptic curve cryptography (ECC) is based on the difficulty
of solving the elliptic curve discrete logarithm problem, expressed as:

Toce = Jp (log(P))dP (12)

TAESexpansion

Where P represents the elliptic curve point and log(P) the discrete
logarithm.

7.  Step 7 (Overall Complexity of Encryption Systems):
The overall computational complexity of an encryption algorithm that
involves both public and symmetric key systems is given by:

{p230 {mz}0
Trotat = Jpy 10g(®)dp + [ (mmod n)dm

{b2}0

+ f{ ( Rounds(n, k) - Operations(k))db (13)
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4. Simulation Results and Discussion

The use of advanced password encryption methods, like berypt and
Argon2, made cloud computing systems much safer by making it very hard to
figure out people's passwords.

Table 1
Performance Evaluation of Advanced Encryption Techniques

Encryption Encryption Decryption Security Computational

Algorithm Time (ms) Time (ms) Level (%) Overhead (%)
berypt 105 92 90 15
Argon2 120 110 98 18
AES (128-bit) 30 28 86
AES (256-bit) 35 32 93

Table 1 shows how well four encryption methods work based on four
important factors: time to secure, time to decode, level of security, and
processing waste. The security level of berypt is high (90%), but it works
slowly; the encryption and decoding times are 105 ms and 92 ms, respectively.
It has a 15% processing waste, which means it doesn't have a big effect on
system resources. Argon2 has an even better level of security (98%), but it
comes with more work to do (18%) and longer times for encrypting and
decrypting (120 ms and 110 ms, respectively). On the other hand, AES (128-bit)
and AES (256-bit) work faster, with encryption times of 30 ms and decoding
times of 28 ms and 32 ms, respectively. But at 86% and 93%, respectively, their
security standards are weaker than those of berypt and Argon2. There is a clear
balance between security and speed. Algorithms like berypt and Argon2 offer
better security but take longer and have more waste.

Table 2
Evaluation of Multi-Factor Authentication (MFA) Effectiveness
s Average User Security
MFA Method sﬁ::;esnlt;:?etl((:; ) Response Adoption Strength
*’1" Time (ms) Rate (%) (%)
SMS-based MFA 95 250 90 80
App-based MFA (e.g.,
Google Authenticator) o8 200 85 90
Biometric MFA 99 150 80 96
Email-based MFA 90 270 75 71

Table 2 compares four multi-factor authentication (MFA) methods based
on four key performance indicators: the rate of successful identification, the
average reaction time, the rate of user uptake, and the power of the security.
While SMS-based MFA has a high success rate of 95%, it also has a slower
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reaction time of 250 ms and lower security strength (80%). Even so, it has a
high user usage rate of 90%, which shows that a lot of people use it. App-based
MFA, like Google Authenticator, has a 90% success rate, a response time that is
only 200 ms, and a success rate that is a little higher (98%). But only 85% of
people use it, which is a little less than SMS-based MFA. Biometric MFA has
the best security (96% success rate) and the fastest response time (150 ms), but
only 80% of people use it. This is probably because it needs special gear. When
compared to the other methods, email-based MFA is the least reliable because it
has the lowest success rate (90%) and security strength (71%). It also responds
more slowly (270 ms).

5. Conclusion

We looked at how improved password encryption and multi-factor
authentication (MFA) can be used together as key security measures for cloud
computing in this study. Cloud platforms are easy targets for hacks because
more and more people use them to store and handle private data. One of the
main weaknesses is that people don't always change their passwords properly.
Companies can make sure that passwords are hashed in a way that can't be
broken by current attack methods by using advanced encryption algorithms like
berypt, Argon2, and se,. When these encryption methods are combined with
multi-factor authentication, which asks users for more than one form of
identification, they create a strong barrier against unauthorised entry. Our
research shows that encryption methods raise the cost of computing, but they
greatly lower the risk of data breaches.
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