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1. Introduction  
Data protection ensures that sensitive information is safeguarded against 

unauthorized access, modification, or loss throughout its lifecycle. In modern 
digital systems, it involves implementing encryption, secure authentication, 
access control, and compliance with regulatory frameworks. Effective data 
protection not only preserves privacy and integrity but also builds trust and 
resilience against evolving cyber threats. OFDM, or Orthogonal Frequency 
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division Multiplexing, has turn out to be an essential part of modern Wi-Fi 
conversation systems because it is right at the use of spectrum successfully and 
isn't always affected by multipath fading [1]. When excessive facts charges and 
solid communication are very essential, like in Wi-Fi, 4G LTE, and 5G, OFDM 
is very essential [2]. However, the growth in cyber dangers and the amount of 
private information dispatched over Wi-Fi networks has made it clear that better 
security measures are needed to maintain these statistics secure from folks who 
should not be able to see or exchange it [3]. Figure 1 suggests OFDM system 
integrates elliptic curve cryptography for tightly closed data transmission. 

 

 
Figure 1 

OFDM System with Embedded Elliptic Curve Cryptography for Secure Data 
Transmission 

 
Conventional encryption techniques like RSA and AES offer sturdy 

protection, however they often require quite a few computing power, which may 
be a trouble in places with restrained assets [4][5]. By virtue of this, we want to 
look into different impenetrable techniques that provide robust protection with 
low processing charges. Elliptic Curve Cryptography (ECC) appears to be the 
nice alternative as it offers higher security with smaller key sizes than general 
public-key systems. This makes it simpler to apply in portable communication 
structures that don't have a lot of processing power [6]. This text shows an 
excellent way to guard information by combining ECC with OFDM systems. 
We need to offer secure data switch at the same time as keeping the advantages 
of OFDM with the aid of including ECC instantly to the OFDM transmission 
system. We look at the trade-offs between overall performance in terms of 
speed, bit error charge (BER), and processing complexity [7][8]. In the end, we 
display that ECC could make OFDM-primarily based systems more secure for 
records barring slowing them down. 

2. Mathematical Model of OFDM 
Orthogonal frequency division multiplexing (OFDM), a multicarrier 

modulation technique, divides the data into many independent lines, each of 
which is sent on a different frequency subcarrier [9]. An OFDM system's 
primary mathematical model is the inverse fast Fourier transform (IFFT), which 
it employs to transfer the data symbols to frequency subcarriers.  First, M-ary 
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symbols replace the data symbols. They are then changed using techniques such 
QPSK or QAM. At last, time-domain signals are produced by running them 
through the IFFT procedure [10]. The subcarriers aren't related to each other, so 
there is little crosstalk between them. The use of the fast Fourier rework (FFT), 
the system is grown to become round at the receiving give up to retrieve the 
statistics that used to be transmitted [11].  
1.  Input Data Symbol Mapping: 
   ( )   {         *   +}         (1) 
2.  Modulation: 
              (  )                   (2) 
3.  Inverse FFT (IFFT): 

   ( )   ∑    {         }
*   + 

*   +  (3) 

    where X_n are the modulated symbols and T is the symbol duration. 
4.  Insertion of Cyclic Prefix: 
   ̂( )   * (    )  ( )+ (4) 
   where ΔT is the cyclic prefix length, inserted to mitigate ISI. 
5.  Transmission over Channel: 
   ( )    ( )    ̂( )    ( ) (5) 
    where h(t) is the channel impulse response and n(t) represents noise. 
6.  Receiver Side: 
    ( )    ( )    *         + (6) 
    where f_c is the carrier frequency, used for frequency synchronization. 
7.  FFT (Fast Fourier Transform): 

      ( 
 )∑   ( )*   +

*   +    {         
 } (7) 

    where R_k is the frequency-domain representation of the received signal. 
8.  Demodulation: 
    

             (  ) (8) 
    where d'_i is the decoded data symbol from the received signal after FFT 

and equalization. 

3. Structure of the OFDM System with Embedded ECC  
The act of encrypting the statistics being transferred is integrated into both 

the transmitter and receiver in an OFDM gadget with embedded Elliptic Curve 
Cryptography (ECC). Earlier than its miles modulated, the information covers 
the usage of ECC-based techniques like ECDSA for verification or ECDHE for 
key switch. IFFT maps the encrypted information to subcarriers in the 
modulation level. This safeguarded information is sent over the radio channel as 
part of the OFDM sign. FFT is applied on the receiver to extract the included 
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information from the sent signal.  Using the ECC decoding method, one then 
reads the unique message. From encryption to decoding, this framework 
guarantees records is secured always, consequently maintaining the excellent 
efficiency and reliability of the OFDM gadget [12]. 
1.  Input Data Symbol Mapping: 
   ( )   {         *   +} (9) 
2.  ECC Encryption: 
       (    )                  (10) 
    where E(K, x_i) is the ECC encryption function with key K applied to the 

data symbol x_i. 
3.  Modulation: 
    

           (  )                  (11) 
    where c_i is the encrypted symbol, and it is modulated using QPSK or 

QAM. 
4.  Inverse FFT (IFFT): 

   ( )   ∑   
 *   +

*   +    {         } (12) 
    where X_n' are the modulated encrypted symbols and T is the symbol 

duration. 
5.  Insertion of Cyclic Prefix: 
   ̂( )   * (    )  ( )+ (13) 
    where ΔT is the cyclic prefix length, inserted to mitigate ISI. 
6.  Transmission over Channel: 
   ( )    ( )    ̂( )    ( ) (14) 
    where h(t) is the channel impulse response and n(t) represents noise. 
7.  Receiver Side: 
    ( )    ( )    *         + (15) 
    where f_c is the carrier frequency, used for frequency synchronization. 
8.  ECC Decryption: 
    

    (    )                  (16) 
    where D(K, c_i) is the ECC decryption function with key K applied to the 

received encrypted symbol c_i. 

4. Advantages of ECC in Cryptography 
In some key respects, elliptic curve cryptography (ECC) outperforms 

different sorts of encryption. Certainly, one of its big blessings is its ability to 
provide gorgeous tiers of protection with lots lower key sizes. As an example, a 
256-bit ECC keys as tightly closed as a 3072-bit RSA key. Better security by 
use of ECC in cryptography is visible in determine in figure 2. Especially 
beneficial in low-resource settings like radio conversation systems, in which 
memory and computing potential are restricted this tiny key length.  
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Figure 2 

Advantages of ECC in cryptography 
 
ECC also reduces the time and energy required for encryption and 

decryption, hence enhancing the performance of embedded and mobile systems. 
ECC's resistance to assaults like Pollard's rho algorithm also helps it to be rather 
secure against anyone wishing to compromise the encryption. These factors 
make ECC an excellent option for implementing robust security policies in 
present communication systems. 

5. Results and Discussion 
Added to the OFDM system, Elliptic Curve Cryptography (ECC) greatly 

improved data security without compromising system speed. ECC can guarantee 
safe delivery even in areas with little resources as it is computationally efficient. 
This proves that it is a good choice for radio communications. 

 
Table 1 

OFDM with Embedded ECC Performance Evaluation 

Evaluation Parameter OFDM without ECC OFDM with ECC 

Throughput (Mbps) 95.2 94.8 

Bit Error Rate (BER) 0.00012 0.00011 
Computational Complexity (ms) 12.4 15.3 
Encryption Overhead (%) 0 1.6 
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The results shown in Table 1 show that adding embedded ECC to an 
OFDM system has a small effect on the system's speed and bit error rate (BER). 
The rate went from 95.2 Mbps to 94.8 Mbps, which means that the speed at 
which data was sent slowed down a little.  This decrease is not very important, 
though, when you think about how much safer ECC is. With ECC, the bit error 
rate (BER) went from 0.00012 to 0.00011, which is a small increase.  This 
shows that adding ECC doesn't cause a lot of problems or interruption when data 
is being sent. When it comes to computational difficulty, adding ECC made 
work take longer, from 12.4 ms to 15.3 ms.  This is to be expected because there 
are more cryptography processes to do.  Lastly, the extra work that ECC did for 
encryption was only 1.6%, which isn't too much. This means that the extra 
protection doesn't slow things down too much. 

 
Table 2 

ECC Security Impact Comparison 

Evaluation Parameter ECC with 256-bit ECC with 384-bit 
Key Size (bits) 256 384 
Encryption Time (ms) 1.2 1.7 
Decryption Time (ms) 1.1 1.5 
Security Level (bit strength) 128 192 

 
In Table 2, it demonstrate how ECC security changes when the key size 

changes from 256 bits to 384 bits. The results show the trade-offs between 
security level, key size, and the time it takes to secure and decode. After going 
from 256 bits to 384 bits, the key size gets bigger, which means it is safer.  The 
256-bit ECC has the same amount of security as the 128-bit level, but the 384-
bit ECC has 192 bits of security, which is much better.  The encryption and 
decoding times are longer because of this higher level of security. Time to 
encrypt goes from 1.2 ms for the 256-bit key to 1.7 ms for the 384-bit key, and 
time to decrypt goes from 1.1 ms to 1.5 ms. These changes are due to the fact 
that the better 384-bit key requires more work to be done on the computer.  
However, the 384-bit ECC requires a little more working time than the 256-bit 
ECC, even though it offers better security. 

6. Conclusion 
This work indicates brand new thanks to make Orthogonal Frequency 

department Multiplexing (OFDM) structures more secure by means of 
incorporating Elliptic Curve Cryptography (ECC) to keep statistics safe. We 
were able to publish that a safe and rapid communication system can be made by 
means of mixing the advantages of OFDM's efficient use of spectrum and ECC's 
strong encryption. Our findings display that adding ECC would not have a huge 
effect on the speed or bit mistakes rate (BER), however it does defend records 
strongly through encryption. Because its key sizes are smaller, ECC is likewise 
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less difficult to compute, which makes it best for wireless networks with limited 
assets, like those used by cellular devices and net of things (IoT) apps. The study 
additionally showed that this approach is scalable and may be used for destiny 
wireless communication structures, together with 5G and beyond. It’s feasible 
that this mixed OFDM-ECC device will help keep facts non-public, impervious, 
and real as wireless conversation structures maintain to improve and cope with 
more sensitive records. adding ECC to OFDM systems is a truthful and secure 
thanks to defend radio facts, paving the way for future networks which might be 
more secure and work better. 
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