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Abstract

Discrete graph theory explains connectivity and colouring issues. Ramsey numbers
(R(m,n)) are significant for this. Ramsey numbers illustrate the minimum number of vertices
a whole graph requires to have a clique of size m or an independent set of size n, regardless
of line colour. These numbers help us examine graphs’ unavoidable structures, as this article
shows. They explain graph colouring, network resilience, and failure tolerance. Ramsey
theory helps uncover one-color substructures that remain the same even when the edges are
coloured. This suggests how interconnected social, conversation, and biological networks are.
Ramsey numbers and their utilization in hypergraphs and multicolour setups are studied.
We study the combinatorial challenge of finding R(m,n) in algorithmic graph theory. We
discuss using probability approaches, recurrence relations, and external function constraints
to estimate Ramsey numbers for larger graphs. Researchers are also studying Ramsey
numbers and other graph invariants like chromatic quantity, clique quantity, and edge
density to understand discrete graphs. These findings show Ramsey theory’s importance
as a fundamental tool for tackling several discrete mathematical version connectivity and
colouring challenges.

Subject Classification: 05C15.

Keywords: Ramsey numbers, Graph coloring, Discrete graphs, Connectivity analysis, Clique,
Independent set

1. Introduction

Design idea is a department of discrete arithmetic that allows us describe
and solve questions on shape, connection, and optimization in lots of awesome
areas, which includes pc generation, biology, social research, and
communication networks. Ramsey principle is one in each of the largest
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thoughts in diagram precept for grasp why certain patterns cannot assist
however seem in sufficiently massive systems [1]. This idea is primarily based
on Ramsey numbers, which are written as R(m,n). these numbers constitute the
smallest excessive great integer N such that any 2-coloring of the edges of a full
caricature with N vertices will encompass either a monochromatic clique of
duration m or a monochromatic independent set of period n [2], [3]. This way of
setting it receives to the heart of the styles that cannot be prevented in huge
graphs, regardless of how the edges are arranged. While the strains of a plan are
colored, which normally indicates interactions that are either competing or
running together, a monochromatic substructure isn't always solely probably to
disclose up, it's certain to achieve this after a sure factor [4]. Those varieties of
consequences are beneficial for identifying how properly networks can deal with
faults, ensuring that communication graphs have stable companies, or locating
styles in social networks that don't exchange irrespective of what the out of
doors situations are [5].

Cycle

Figure 1

Representation of application of Ramsey Number

In addition to being beautiful in theory, Ramsey numbers are very hard to
compute because they grow so quickly and there aren't any general closed-form
answers, application illustrate in figure 1. Several other graph invariants, such
as chromatic number, clique number, and graph density, intersect with Ramsey
numbers [6], [7]. Coloring problems in graph theory, particularly within the
framework of Ramsey numbers, explore how edge color assignments inevitably
lead to specific monochromatic patterns. These problems are vital for
understanding network stability, fault tolerance, and the emergence of
unavoidable structures in large, complex graphs. By adding these kinds of
extensions, Ramsey-based methods keep getting more useful in real life. This is
why they are important for studying how connections and colours work in
discrete graphs.
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2. Proposed Methodology:
2.1 Graph Theoretic Framework Construction

Let us look at a full, undirected graph. Suppose that K is set up so that
V(K,N) = {vy,v5,...,vy}and E(K N)={e;;:1<i<j<N}. Eachedgee
€E(K — N) is affected by a two-color function c:E—{r,b}, where r and b stand
for different relational interpretations. For clique analysis, make a function
f(C) =X X is10ij , where §;; = 1 8 ij =1 if edge has a single colour and &ij
=0 if it doesn't. If it want to find the set of all K,,, < K}, use the combinatorial
formula(fr’l ) The system [8] lets you use a Laplacian matrix L=D—A for
differential connection modelling. D is the degree matrix and A is the adjacency
matrix. The eigenvalues Ai of L help us figure out how connected a graph is by
means of the algebraic connectivity A,, which means that % x(t) = —Lx(¢t).
Taking into account how connection changes over time leads to

x(t) = e Ltx(0)
Where, (0) € RN
This shows how connected parts change when conditions are changing.

2.2. Ramsey Function Formulation:

The Ramsey number (R(m,n)) is the smallest positive integer N such that
every two-coloring of the edges of a full graph (K,N) leads to either a red clique
(K,m) or a blue independent set (I,n) [9], [10]. In terms of math,

R(m,n) =min{N € Z +: Vc:E(KN) » {r,b},AKmrc KNorInb c K N}}
The recursive equation that controls Ramsey numbers can be written as
R(m,n) < R(m—-1,n)+R(mn—1)
with base conditions:
R(1,n) = R(m,1) =1forall m,n € Z*
Define a combinatorial generating function:
G(x,y) = Xm=1Zn=1 R(m,n) - x™ y™ ()
By differentiating with respect to x and y, we can find out how sensitive
Ramsey values are to changes in the sizes of cliques and independent sets:

aG . . _

E :Zm=12n=1m.R(mfn).xm 1yn (2)
%6 0 o - -
dxdy = Zm=1 Zn:l mn- R(mr TL) cxmt yn ! (3)

Use probability limits to get a rough idea of the rate of Ramsey number
growth. A famous lower bound for diagonal Ramsey numbers was given by
Erdds:

R(k,k)> ~ k2 4)

Sl
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Set up a logarithmic derivative to show asymptotic behaviour:

da 1 in2
To get a continuous estimate, integrate this expression:
logR(k,k) ~ Ink + 22 + C (6)

where C C is a constant of integration.

3. Connectivity Constraints via Differential Graph Metrics

Spectral and differential formulas are used to carefully look at graph
connection under Ramsey colouring conditions. Let G = (V, E) show a full
graph with coloured two-edges. The Laplacian matrix L=D—A controls how the
graph changes over time. D is the diagonal degree matrix, and B=A is the
adjacency matrix. These eigenvalues of A1 =0 <A, < - ....< Ay show that
the structure is connected, and A, is called the algebraic connectivity.

The graph is part of a moving system that works all the time:

dx(t)

prali —Lx(t) @)
whose general solution is:
x(t) = e Ltx(0) (8)
Pairwise diffusion flow is used to measure temporal cohesion:
vy = [T (0 - 5®) dt ©)
and total energy dissipation:
E(T) = [, x() Lx(t)dt (10)

Let E, and Epbe the red and blue edge sets that use Ramsey colouring.
The color-weighted energy functional looks like:

2 2

Ee =Xa per (X — %) + aZa pes, (% — %;) (1

Minimizing E, under x” 1 =0,llx[I=1, produces optimal partitions
aligning with edge constraints and underlying spectral geometry.

4. Graph Coloring Optimization via Variational Calculus:

The graph colouring problem is thought of as a variational optimisation
model in order to find the best edge colourings that are limited by Ramsey
numbers. Take a look at a full graph K, with an edge set E.

N = R(m,n) = any coloring yields K,,, € G,orl, € G,

Make a function that measures energy over all valid colourings:

2
Flx] = fg E(i,j)eEWij(VXij) + pxi; (1 — xi)dQ (12)
This is where w;; stands for edge weights, Vy;; for the discrete gradient
operator, and yu for a penalty that enforces binary constraints. The first term
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punishes sudden changes in colour to ensure smoothness, and the second term
guarantees binary values in less strict formulas.
To find the Euler Lagrange equation for minimising F[y],
oF oF
7% V‘(a(v)())_o (13)
By solving this system within the Ramsey bounds, you can find edge
arrangements that either promise or avoid monochromatic subgraphs.

5. Decryption with Permutation Reversal
The RSA decryption method is used to start the decryption phase:

M = Cf modn (14)

This gets back the permuted message block M;. Then, the inverse
permutation matrix P * is used to put together the original message:

M; = Pt M| (15)

Because permutation matrices are orthogonal, P;* = PF. This means that

the process of reordering can be done exactly backwards. This makes sure that

each message block goes back to the order it was in before it was permuted.

The two-step decryption process, modular exponentiation followed by
permutation inversion keeps the data's coherence and purity.

6. Performance Analysis

The table 1 shows how well four well-known encryption methods perform:
Classical RSA, Enhanced RSA with combinatorial (n!) permutations, ECC
(Elliptic Curve Cryptography), and AES (Advanced Encryption Standard). The
key size is 2048 bits for both types of RSA. This is followed by 256 bits for
ECC and 128 bits for AES. This shows how small current symmetric and elliptic
curve systems are. The encryption and decoding times show that AES works the
fastest (0.09 ms and 0.11 ms), while Enhanced RSA is the slowest (2.89 ms and
5.07 ms), which is because it needs more work to do because it has more
permutation layers.

Table 1
Performance Comparison of traditional encryption strategies with enhanced
RSA+n!
Parameter Classical Enhanced ECC AES
RSA RSA +n! (256-bit) | (128-bit)
Key Size (bits) 2048 2048 256 128
Encryption Time (ms/block) 2.15 2.89 1.10 0.09
Decryption Time (ms/block) 4.30 5.07 1.40 0.11
Keyspace Complexity 22048 22048 x ) 2256 2128
Blpck Permutation Entropy 6.23 984 6.50 720
(bits)
Qox)mlanche Effect (Bit Change 5319 88.7% 78.5% 9239
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One important difference is the keyspace complexity. With Enhanced
RSA, the standard RSA keyspace grows from 22048 to (22948 x n!), which
makes brute-force attacks almost impossible. The Enhanced RSA (9.84 bits) is
much more resistant to statistical cryptanalysis than the Classical RSA (6.23
bits) when it comes to Block permutation entropy, which is a measure of
randomness.

The avalanche effect, which shows how much the output changes when
one bit of the input changes, also shows that Enhanced RSA works better than
Classical RSA and even ECC (88.7%). AES is better at preventing avalanches
(92.3%), but Enhanced RSA strikes a good mix between being hard to use and
being strong. This makes it especially useful in high-security settings that need
strong asymmetric encryption protocols. Classical RSA, Enhanced RSA with n!
permutations, ECC (256-bit), and AES (128-bit) are shown in the Table 1 along
with the amount of time needed to encrypt each block. Because of the extra
work that goes into combinatorial processing, the Enhanced RSA algorithm
takes a little longer to encrypt (2.89 ms) than Classical RSA (2.15 ms). ECC
and AES are much faster at encryption than both types of RSA (1.10 ms vs. 0.09
ms), which shows how useful they are in time-sensitive security applications,
especially when resources are limited. At 0.11 ms, AES has the fastest decoding
time, followed by ECC at 1.40 ms. It takes 4.30 ms for classical RSA to work,
but 5.07 ms for Enhanced RSA with n! Permutations.

7. Conclusion

The RSA method is much stronger now that it uses advanced
combinatorial n! permutations. This makes standard public-key infrastructure
much safer. This improvement slightly raises the amount of work that needs to
be done, but it has big benefits in terms of keyspace growth, entropy generation,
and protection against traditional cryptographic threats. The factorial-based
randomisation layer makes the process of making ciphertext more complicated,
which means that brute-force and known-plaintext attacks can't be used. Higher
entropy and a better cascade effect make sure that even small changes in input
lead to outputs that are very hard to predict. This makes the encryption more
resistant to differential cryptanalysis. This suggested improvement keeps the
structure of RSA while adding a layer of randomness based on mathematical
combinatorics. It is different from other modern encryption methods like ECC
and AES. The study of coloring problems through Ramsey numbers reveals that
certain monochromatic configurations are unavoidable, regardless of coloring
strategies. Such insights strengthen the analysis of discrete graphs, enabling
optimized designs for resilient and efficiently connected networks. The
combinatorial expansion fills in a major gap in current encryption methods by
providing a scalable and mathematically sound way to improve data security in
asymmetric systems. This method shows a lot of promise for keeping private
messages safe in defence, banking, and distributed cloud settings.



468

V.RAHATE ET AL.

References

(1]

(2]

(3]

[4]
[5]

(6]

[7]

(8]

9]

(10]

G. Barbu, “FA-LLLing for RSA: Lattice-based Fault Attacks against
RSA Encryption and Signature,” 2022 Workshop on Fault Detection
and Tolerance in Cryptography (FDTC), Italy, pp. 30-37 (2022).

Z.Chen, C. Liu, F. Li, and S. C.-1. Chen, “Security Analysis of Another
Vulnerability to RSA Algorithm,” 2023 13th Int. Conf. on Information
Technology in Medicine and Education (ITME), Wuyishan, China,
pp. 434-438 (2023).

Z.Liu, C. Cao, R. Xu, C. Liu, and P. K. M. Bi, “Analysis of Two Papers
Based on RSA Algorithm: Plagiarism Investigation of HRSA Algo-
rithm,” 2024 14th Int. Conf. on Information Technology in Medicine
and Education (ITME), Guiyang, China, pp. 461465 (2024).

N. D. Garisto, “This Month in Physics History September 2002: Schén
Scandal Report is Released,” American Physical Society (Aug. 2022).

C. Nguyen and A. Costa, “Anomaly Detection in Network Traffic us-
ing Machine Learning Techniques,” ITSI Trans. Electr. Electron. Eng.,
vol. 13, no. 1, pp. 1-7 (2025).

G. Iovane, C. Bisogni, L. De Maio, and M. Nappi, “An Encryption Ap-
proach Using Information Fusion Techniques Involving Prime Num-
bers and Face Biometrics,” IEEE Trans. Sustain. Comput., vol. 5, no. 2,
pp- 260-267 (Apr.—Jun. 2020).

C.-H. Hsia, S.-J. Lou, H.-H. Chang, and D. Xuan, “Novel Hybrid Pub-
lic/Private Key Cryptography Based on Perfect Gaussian Integer Se-
quences,” IEEE Access, vol. 9, pp. 145045-145059 (2021).

B. Sankhyan, S. Sharma, and M. Singh, “Exploring Modern Cryp-
tographic Algorithms: An Experimental Analysis,” 2024 15th Int.
Conf. on Computing Communication and Networking Technologies
(ICCCNT), Kamand, India, pp. 1-7 (2024).

G. G. Sayyad, A. Salaskar, B.-P. Vishwajeet, B. Ghadage, and G. Kha-
datare, “Dynamic Gesture-Based Mathematical Interfaces and Prob-
lem Solvers: A Survey of Emerging Trends, Innovations, and Future
Opportunities,” Int. |. Recent Adv. Eng. Technol., vol. 13, no. 2, pp.
48-54 (2025).

A. Godbole, R. Dhabliya, V. Deshpande, S. A. Sivakumar, B. M.
Shankar, and V. Khetani, “Ethical hacking and penetration testing
strengthening cybersecurity posture through offensive security
measures,” |. Discrete Math. Sci. Cryptogr., vol. 27, no. 4, pp. 1295-1305
(2024).

Received April, 2025



