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Abstract

The paper presents a graph-based access control model for cloud security which uses
a formal graph structure to represent entities and their relationship. The proposed model
describes cloud entities, including users, services, and data resources, as nodes in a graph (G) and
access relationship among nodes are described using access relationships, including trust and
cost attributes as edges. The measures of the performance of the proposed model include access
decision time, computational complexity and the level of security. Experimental evidence and
finding shows that the framework has lower access latency (around 12 ms) than RBAC (around
15 ms) and ABAC (around 22 ms), as well as a higher level of security effectiveness (around
92%) due to trust-aware validation and path-based control implementation. The model also has
high scalability and dynamism in cloud environments. The graph-based framework proposed is
an effective and efficient solution to next-generation cloud access control, and would be more
effective than traditional methods both in terms of security and performance.

Subject Classification: 94A60, 94A62.
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I. Introduction

The fast development of the cloud computing has essentially changed
the current digital infrastructure such that it facilitates scalable data
storage, distributed processing and ubiquitous services delivery of various
application fields. The cloud platforms are used in the healthcare sector as
well as financial industry, and in smart cities or IoT-based environments to
conduct critical processes that need to have secure and efficient control of
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user access. Nevertheless, with the growing complexity and interconnection
of cloud ecosystems, guaranteeing access control will become a major
challenge. The growth of the distributed systems, multi-tenant
architectures, and heterogeneous devices only increases the level of danger
to security that requires sophisticated and dynamic access control
mechanisms [6], [9]. In addition to this, the new paradigms like Zero Trust
Architecture (ZTA) focus on ongoing verification and absolute protection of
access, which lifts the importance of dynamic and context-related models
(2], [3].

Nevertheless, with a vast amount of available research, any of the
current models of access control has a number of limitations when
implemented in a contemporary cloud environment. Traditional approaches
such as Role-Based Access Control (RBAC) and Attribute-Based Access
Control (ABAC) provide formal solutions, but are not easily adaptable to
dynamic scenarios and big-data environments [4], [8]. Even though ABAC
allows flexibility in attribute evaluation, it cannot be scaled and lacks policy
complexity in the big data setting [1], [4]. Similarly, the trust-based models
which implement the use of fuzzy logic are applicable in decision-making
but lack any effective way of modeling complex inter-entity associations in a
distributed system [5]. The surveys have revealed that the current models
are usually inflexible, non-interoperable and unsuitable to respond to the
new threats such as insider attacks, privilege escalation, and sideways
movement within cloud networks [6], [10]. Further, the procedure of policy
generation and management of access control remains complex,
particularly when it is grounded on the high-level specifications or natural
language specifications [7].

The second gap in research is that there is no single framework that
has been established to capture the multi complex interrelations between
users, resources and services in a cloud configuration. The existing models
largely rely on the models that are either static or semi-dynamic and that
constrains them to illustrate contextual dependencies and multi-hop access
paths. Additionally the available approaches do not extend the concepts of
graph-theory to modeling access propagation, trust relationships and attack
surfaces yet have been shown to be effective in modeling complex networks
[9], [11]. This is a drawback that curtails the potential of making effective
access analysis, identification of anomalies and optimization of large scale
cloud systems.

To address these drawbacks, the paper proposes a graph-based access
control model to cloud security, which integrates graph theory and dynamic
policy analysis and trust-based decision making. The proposed model uses
the graph structure to model objects and relationships and allow the
assessment of access via path and optimise decision-making. It also uses
lightweight security controls which may be implemented in resource-
constrained environments and further increases its suitability in the
application in the ecosystem of IoT-clouds [12].
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The main contributions made by the current paper include: (i)
modelling a graph based access control that formalises the complex
relations in the cloud, (ii) the development of a dynamic and context
sensitive access decision mechanism, (iii) integration of trust based and
optimization strategies in enforcing access and (iv) general analysis of the
proposed framework in the context of its security, scalability and
performance. The work will contribute to the state of the art in the cloud
access control, as it will deal with the shortcomings of the currently
available solutions, as well as offer a basis of the future secure cloud
systems.

II. Mathematical Preliminaries and Graph-Theoretic Foundations

The section is the mathematical and graph-theoretic background of
access control mechanisms that model in clouds. Graph representation
through graph analysis can be used to systematically analyze and manage
the complex interrelations between the users, resources and roles [13].

Cloud environment is represented as a graphical representation of
entities and their relationships where nodes and edges are used to
represent entities and relationships respectively:

G = (V,E) (D)

V and E respectively are the sets of vertices that could be cloud entities
(users, resources, roles and services) and the set of edges respectively. This
abstraction can be used to describe the complex and dynamic interaction in
distributed cloud systems.

The permissions are downwards and the access control relationships
are directional, the subjects (users) have access to the objects (resources).
Thus, it is possible to represent the graph as a directed graph:

ECV XV (2)

Access attributes can be permissions (read, write, execute) or roles or
contextual properties to edges (u,v). These labelled edges make the model
more expressive, fine-grained policy definitions.

In order to explicitly specify access rights, it is proposed to use an
access function:

A(u,7) € {0,1} (3)
This binary model is easy to solve the decision-making and can be
generalized to weighted or probabilistic access models [14], [15].

A user can access a resource when there is an authorized path to the
resource:

I Pu,r)u-r (4)
This formulation provides a chance to consider the indirect

dependencies, e.g., the role hierarchies or given permissions and to make
the access control along the paths. Path constraints can be propagated
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securely based on the trust, cost or policy requirements to propagate
access.

The adjacency matrix can be used to represent the graph, which allows
it to be computationally efficient:

M[i][j] = {(1), if access e.xists (5)
i otherwise

The representation in a matrix form is efficient to store and can be
utilized to assess accessibility and perform reachability analysis and impose
policies. It is especially useful in the large scale cloud systems where
computation speed and scalability is a major factor of concern. Overall, the
above mathematical foundations offer a mathematically viable foundation
of the architecture of graph-based access control models that can be scaled,
flexible and can express complex relationships in the cloud environment.

IIL. System Model and Threat Model

This section is the mathematical model and graphical modeling of the
cloud system architecture and threat model. The model summarizes the
entity relationships, access dynamics, trust evaluation and adversarial
behavior into a single model.

A. Cloud Architecture Model

The heterogeneous graph of the cloud environment can be represented
in the form of an equation (Eq. (1)):

In which the set of vertices is parted into:

V=UuSuD (6)

In this case, the U is the users, S data resources, S is the services (e.g.,
virtual machines, APIs). Interaction E,V captures elements of interaction like
authentication, service-invoking and accessing data. The edges may have
permissions, roles, or contextual attributes written on them, allowing the
representation of policies with fine-grained representations.

When the cloud infrastructure is multi-tenant, several tenants share
infrastructure but are logically isolated. T=T1,T2,Tn: Let T represent the set
of tenants. All tenants introduce a subgraph:

Gi = (‘/ll Ei)!‘/i c Vl Ei c E (7)
The inter-tenant access is restricted because:
(u,v) € E = tenant(u) = tenant(v) (8)

except in the case of cross-tenant policies. The world graph Gis is therefore
a collection of tenant-specific subgraphs between which the
interconnections are controlled.

In distributed cloud systems, trust is a very important aspect of access
decisions. A defining trust function is on the vertex set as:

T:V - [0,1] 9)
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where T(v) is a measure of the trustworthiness of entity v, the bigger the
value of T(v), the more trust is. The aggregated trust of an access path
P(u,r)={v 1,v 2, ..,v K) can be modelled as:

T(P) =T, T(v) (10)
Access is granted only if:
T(P)=< (1D
In which t is a fixed trust level. This description makes sure that secure
access propagation is not compromised by low-trust entities.
The adversarial behavior is represented by perturbations on the initial

graph structure. Let E, denote the collection of malicious or unauthorized
edges added by an attacker. The compromised graph can be defined as:

G' = (V,EUE,) (12)

IV. Proposed Graph-Based Access Control Framework

The Figure 1 shows a model of access control to cloud security that is
organized into layers. It starts with entities of clouds (Users, Services, Data
Resources), which are converted into a graph G(VE) in the Graph
Construction Module, where nodes are the entities and edges are the access
relationships with the attribute of trust and cost.

INPUT: CLOUD ENTITIES .éf 1. GRAPH CONSTRUCTION MODULE |
Construct directed graph
Users (U) o G =(V.E)
O] : :

@9 V=UUSUD
[&r-Yo =

. ESV xV
U= {uy, uy,..., up} ->L @

Services (S)

O 0 m @ 2 POLICY & CONSTRAINT ENGINE K

Edge Attributes:
Permission, Trust T(v),
Wl

|

Policy Encoding Constraint Checking
Si=21510¥55 sy C={(ur)|Awr) =1} g et DL
TE T o g o i Set of all permitted o Trust Threshold (T > r)
Data Resources (D) ! user-resource pairs o Context / Environment Rules
o=
(=] ] A ——
- Q3. ACCESS DECISION ENGINE R
D= {dy, d,,..., dy} AccessFunction Path Evaluation " Decision Rule

Access(u,r) =
{ 1, ifT(P) > rand(u,r)eC
0 , otherwise

AP, r):u—>r
e Access(u,r) = f(P,T, C) Compute Trust of Path

DYNAMIC ENFORCEMENT ) LV BN

£ Real-time Monitoring

@ 4. OPTIMIZATION MODULE

R/ of Entities & Links S —
Optimal Path Selection Optimization Criteria
Trust Update T(v) PR ) el e e e~ S ey .
i = = A o Minimize Total Cost > w(i, j)
(Benavior/Context Based) RH= argmin Z w(i, j) ‘ o Maximize Trust T(P)
@ Policy Update & L SR E)sP 'k e satisfy Policy Constraints C
Re-evaluation
S e 5. OUTPUT: ACCESS DECISION
‘ Enforcement GRANT ACCESS DENY ACCESS
Valid & Optimal Path Exists (P*) No Valid Path or
Policy and Trust Satisfied Constraints Not Satisfied
Figure 1

Proposed Framework for Graph Based Control

The Policy & Constraint Engine implements access policies with the
constraint set C = (u,r) |A(u,r) = 1) and implements constraints such as role
matching, tenant isolation and trust limits. The Access Decision Engine
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determines the existence of a valid path P(u,r)and calculates the trust as it
accesses with Access(u,r) = f(BT,C). The Optimization Module picks the
most efficient and secure path P** by minimizing cost, and subjecting to
constraints. Lastly, the system provides Grant or Deny decision. This is
achieved by a dynamic enforcement layer which constantly updates trust
and policies to provide real-time, scalable and secure access control in the
cloud.

A. Graph Construction for Cloud Entities and Policies
The cloud system can be represented as directed graph:
G=(V,E)
V is a set of users, services and data resources, E,V is an access
relationship. Each edge (i,j) in E has such attributes as permission type,

trust weight and communication cost. In form, each edge is representable
as:

(L.7) = (permyj, TG), w(i, ) (13)
The policy of access control is coded into a set of pairs of valid user
with resource:
C={wnr)A(u,r)=1} (14)
A(u,r)is the access function. C defines all the possible accesses and any
access request has to meet:

(u,7r) € Cora P(u,r) (15)
subordinated to policy restrictions like hierarchy of roles, matching of
attributes and trust levels. The given formulation enables the flexibility of
direct and indirect access permissions enforcement.

A composite function derived based on path validity, trust and policy
constraints is used to make the access decision:

Access(u,r) = f(P,T,C) (16)
where:
e  P(u,r)is the path between user uto resourcer,
e T represents the values of trust of nodes or edges,
. Cis constraint in policy.

An example of a decision condition would be:

Access(u,r) = {1, if 3P (u, ) AT(P) 2 TA(u,r)€EC (17)
0, otherwise
This guarantees that access is opened when there is a valid path that is
a trusted path and compliant to the policies.
To maximize efficiency and security, the most optimal path to access is

chosen, using a cost function:
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P* = arg minp Z(i‘j)epw(i,j) (18)

In which w (ij) represents the cost (latency, risk or resource
consumption) of edge (i,j). The optimization guarantees that the access
decisions are not only secure but also efficient in terms of performance of
the system.

B. Algorithm for Dynamic Access Enforcement

Algorithm: Dynamic Graph-Based Access Control
Input: Graph G(V,E), request (wr), trust threshold t, policy set C
Output: Access decision (Grant/Deny)
1. Identify all paths P(u, r)in graph G
2. For each path P:
o Compute aggregated trust T (P)
o Compute cost Yw(i, )
3. Filter paths satisfying:

T(P) = tand(u,7) €C

4. Choose best path PA* minimizing costs.
5. If such P*exists — Grant Access, else = Deny Access

This algorithm assists real-time access enforcement towards dynamic
and context-aware access in cloud environments.

V. Security Analysis and Performance Evaluation
This part considers the suggested graph-based access control
framework based on the security assurances, formal validation, and

performance effectiveness and then compares and analyses it through
simulation.

A. Performance Analysis

The framework presented above guarantees the crucial security
conditions by using the graph-theoretic enforcement:

Table 1
Security Properties

Security Mathematical Description

Property Interpretation P
Confidentiality V(u,r), Access(u,r) =1 | Prevents unauthorized access

=>uwr)ec to sensitive data
Integrity A (i,j) € E, affecting Protects system from malicious
valid paths graph perturbations
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Table 1 indicates that access is only allowed when policy constraints
and trust conditions are met so that sensitive resources are not misused and
as little as possible unnecessary privileges are provided.

Table 2
Model Evaluation Metrics
Metric Mathemat.l cal Description
Formulation

Access Decision Time O(mlogn) Time to compute optimal path
Graph Traversal O(n+m) BFS/DFS-based path discovery
Complexity

Storage Overhead O(n+m) Graph storage (adjacency list)

Table 2 demonstrates the efficiency and scalability of the framework in
terms of computation. The time of access decision is controlled by optimal
graph-based algorithms, which guarantees the computation of optimal
paths with a reasonable complex even in large-scale settings. The
complexity of graph traversal increases in a linear fashion with the nodes
and edges, so the model is appropriate in a distributed cloud system. It also
has an efficient storage overhead since the graph representation itself only
needs to store nodes and edges and does not use the complexity of policy
tables that have to be maintained. On balance, the table shows that the
framework has a balance between security enforcement and performance
in computing.

Table 3
Performance Comparison
Model Access Time (ms) Complexity Security Level (%)
RBAC 15 Low 75
ABAC 22 Medium 82
Proposed 12 Optimized 92

Table 3 gives a quantitative confirmation of the framework proposed.
The findings indicate that the graph-based model has a reduced access
decision time because of the path selection mechanisms are optimized.
Meanwhile, it provides greater security measures with trust-conscious
validation and policy constraints. The proposed model has a better balance
of efficiency and security compared to RBAC and ABAC, which validates the
efficiency and security of the proposed model in cloud systems in real-life
situations. In general, the tables together confirm the fact that the
framework can be scaled and is secure, which makes it a good candidate in
the next-generation access control in cloud computing setups.
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Access Decision Time {ms)

RBAC

ABAC
Access Control Models

Proposed

Figure 2

Access Decision Time Analysis

As can be seen in Figure 2 access decision time analysis, the proposed
graph-based model will be the fastest with the access decision time being
the lowest (approximately 12 ms), compared to RBAC (approximately 15
ms) and ABAC (approximately 22 ms) since it optimizes the path.

Security Level (%)

RBAC

ABAC
Access Control Models

Proposed

Figure 3

Security Level Analysis
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Figure 3 security level analysis indicates that the proposed model
obtains the best security (~92%), as compared to ABAC (~82%) and RBAC
(~75%), because of trust-aware and path-based access control.

Relative Complexity Level

ABAC Proposed
Access Control Models

Figure 4
Analysis of Computational Complexity

Figure 4 computational complexity indicates that the proposed model
is more complex to compute than both RBAC and ABAC, yet is much more
scalable and performs optimally in large clouds. The general discussion
shows that the suggested graph-based access control model can be used to
significantly improve the performance and security of clouds. The
framework is able to utilize optimized path selection methods to optimize
access decision time and thereby speed up and make authorization faster
and efficient. The security is also enhanced with the incorporation of trust-
aware validation systems that will only provide access to trusted and
validated paths and therefore reduce the risk of unauthorized access and
insider threats. Further, the graph based representation enhances
scalability of the system enabling it to effectively manage large and dynamic
cloud infrastructures that have complex interconnections. The proposed
approach has better context-sensitive access control through relationships,
trust levels as well as dynamic conditions in its decision-making process
than the traditional RBAC and ABAC approaches.

VI. Conclusion

The current paper has introduced a graph based access control model
of cloud security which overcomes the shortcomings of the past RBAC and
ABAC models by proposing a dynamic, trust-sensitive, and path-based
decision making model. The proposed method makes fine-grained access
control possible based on the reachability analysis, policy constraints, and
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trust evaluation by modeling the cloud entities and their interactions as a
graph G=(V,E). The synergistic character of optimization methods in the
selection of the most appropriate access path P** not only guarantees a safe
but also effective authorization decisions. The results show that the
framework results in a considerable decrease in access decision time,
enhancement in the strength of security by trust-aware validation, and large
and distributed cloud-based environments. The proposed system, however,
unlike traditional models, can capture complex relationships and contextual
dependencies and therefore, offer more accurate and adaptive access
control. The fact that it can merge mathematical soundness with real-time
scalability, renders it very appropriate to contemporary multi-tenant and
IoT-integrated cloud infrastructures.
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