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Abstract

Modern digital infrastructures (such as cloud computing, IoT systems and distributed
applications) heavily rely on secure communication protocols in which confidentiality, integrity,
and authentication are essential. Nevertheless, the growing complexity of such systems and
the development of advanced cyber-attacks reveal serious weaknesses of current methods
of verification, especially their scalability and computation costs, as well as the possibility to
simulate adversarial behavior. In this paper, the author discusses these issues with a proposal
of a finite automata-based system of verifying a secure protocol. This work is mainly aimed at
creating a highly mathematical and computationally efficient model of modeling and verifying
communication protocols in adversarial conditions. In the proposed methodology, the protocols
are represented as finite automata in which states are the configuration of the system, and
transitions are the exchange of messages between the states. Adversary model is composed
with automata and security requirements like confidentiality, integrity and authentication are
formalized as constraints. To verify that the violations occur, the analysis of reachability and
language-theoretic methods are used to identify the violations by exploring unsafe states. The
findings indicate that the proposed framework is highly scalable and highly accurate with
moderate computational cost which is better than conventional approaches to model checking,
Petri nets and logic-based approaches. The measures of evaluation are the complexity of the
state, verification time, overhead of transition, and memory usage, which demonstrate a better
efficiency and effective attack detection possibilities.

Subject Classification: 68M25, 68M12, 68Q45, 68Q60.

Keywords: Finite automata, Secure protocol verification, Formal methods, Automata-based
modeling, Security analysis, Reachability analysis.

I. Introduction

In the modern digitalized world, which has become highly
interconnected, there are secure communication protocols that are the core
of critical infrastructures including online banking systems, cloud
computing, health systems and Internet of Things (IoT) networks. The
protocols are created in such a way that they provide confidentiality,
integrity and authentication of exchanges of data across potentially hostile
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environments. Yet, the growing sophistication of distributed system and
ever-advancing sophistication of cyber-attacks like replay attacks,
impersonation, and man-in-the-middle (MITM) attacks has revealed the
critical vulnerabilities of protocol implementations. Recent progresses in
formal verification and runtime monitoring emphasize the significance of
mathematically based methods to analyze the behavior of protocols based
on dynamic and uncertain conditions [1], [3], [12]. Regardless of such
advances, there is still a massive research gap to close in order to have
scalable, efficient and expressive verification mechanisms. Current methods
like model checking and theorem proving are very strong in terms of formal
assurances but may exhibit state-space explosion and high computing costs.
Equally, Petri net and discrete-event systems based techniques can provide
a good understanding of system behavior, but can be hard to use to model
complex protocol interactions and adversarial situations [6]. In addition, the
computational verification of opacity properties and the security property
in extended automata models are computationally hard, particularly in
systems with a very high scale [7]. These drawbacks show the necessity to
find alternative frameworks that are able to trade the formal rigor with
computational efficiency.

The mathematical basis of protocol verification is offered by finite
automata and their extensions which are well-structured and can be
analyzed. Earlier studies have proved the suitability of timed automata and
probabilistic automata in the modeling of adaptive and time sensitive
systems [1], [2], [5]- Also, the development of automata learning and
conformance testing has made it possible to build and verify protocol
models enabling automated construction and validation of protocol models
[8]. New models like affine automata go even further and allow analysing
the more complicated classes of language as well as computational
behaviours [9], [10]. Moreover, automata-based methods have been
demonstrated to be useful in other related areas like intrusion detection
using optimized deterministic finite automata representations [11]. Yet,
currently the generally accepted methods of automata tend to recognize
languages or model the behavior of a system but do not implement the
security properties into the complete verification framework. Few studies
have been done on how to systematically encode the protocol security
requirements, i.e. confidentiality, authentication and integrity, in the
automata structures and prove them by using formal language operations.
Furthermore, implementing timed similarity, and equivalence relations as
networks to validate protocol correctness and security have been poorly
studied [4].

This paper suggests an implementable framework of finite automata to
verify the security of protocols in order to handle these challenges. It is
primarily aimed at modeling communication protocols, as formal automata,
with states corresponding to protocol configurations and transitions to a
message exchange and system actions. The formal constraints are
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formalized as security properties within the automaton, which can be
verified by analyzing the language acceptance, reachability, and
intersection. The main contributions of this work can be listed as follows: (i)
a mathematically rigorous model of automata representation of secure
protocols; (ii) the incorporation of security properties into the automaton
structure to be systematically verified; (iii) a verification mechanism, which
has the ability to detect common attacks using state reachability and
language-theoretic analysis; and (iv) a comparative assessment of the work,
which showed better scalability and The suggested solution is a unified,
formal and computationally efficient framework to improve the security
and reliability of contemporary communication protocols.

II. Mathematical Foundations of Finite Automata Models

In this section, the formal mathematical background, which is needed
to model and verify secure communication protocols using finite automata,
is defined. The framework is based on ideas of automata theory, formal
languages and system verification, and offers a strict foundation to model
protocol behavior and to analyse security properties.

A Deterministic Finite Automaton (DFA) is defined as a 5-tuple:

M = (Q,%,6,q,,F) (1)

In which Q is finite set of states, Sigma is the input alphabet which
denote protocol messages, delta:QxSigma:Q is the transition function, q 0 is
the initial state and F is the set of accepting states. Secure protocols have the
states as system configurations, and transitions as message exchanges or
actions of communicating entities. The automaton accepts a string wez,
when the extension of the transition function 6 (q 0 w) is in F.

The flexibility is applicable in the modeling of concurrent or uncertain
behavior in communication protocol, such as adversarial behavior. Notably,
the expressive power of DFA and NFA are identical, that is, any NFA can be
converted into an equivalent DFA by building it out of subsets.

5:Qxx—2¢ (2)

A transition system: In order to formally model the execution of a
protocol, we call a transition system a protocol model:

P =(5M,T,so,Sf) 3)

In which Sis is the set of protocol states, M representation is the set of

messages, T is a subset of S x M x Sis the transition relation, s 0 is the

starting state and S f is the final or secure states. The protocol development

is controlled by:
Si+1 = 6(s,m;) (4)
where mi in Mrepresent the message in step i. This formulation allows

mapping protocol execution traces to strings in an alphabet, thus making
them analyzable using language theory.



SECURE PROTOCOL VERIFICATION 4525

Formal language constraints can be used to describe security
properties (confidentiality and authentication). Where L(M) is the language
which the automaton of valid protocols executions accepts, and ¢ is some
desirable security property. Checking whether: Verification can be
formulated as:

LIM)NL(=¢)=0 (5)
that will guarantee that there is no execution trace that does not comply
with the stated security requirement. This methodology is similar to the
verification of opacity and analysis of the safety properties in discrete-event
systems [6], [7]. Also, there are equivalence relations, like bisimulation,
which are also important in checking the correctness of protocols.
Bisimilarity is a property of two states that have identical behavior, with
respect to all possible inputs, which is very helpful in justifying refinements
of protocols and consistency across implementations [4]. More extensions
like timed automata also add time constraints and allow the modeling of
protocols that are time sensitive and real-time security requirements [2],
[5]. Lastly, more recent developments in automata learning and affine
automata models have increased the scope of verification by allowing the
construction of models automatically and more expressive computational
models [8]-[10]. All of these theoretical underpinnings give the proposed
automata-based verification framework a sound foundation, allowing the
accurate modeling of the protocols, effective analysis of the protocols, and
systematic identification of protocol vulnerabilities.

III. Modeling Secure Protocols Using Finite Automata

In this section the formal modeling of the secure communication
protocols in terms of finite automata will be presented. The goal is to
express the operations of the protocols into a mathematically analyzable
form, in which the states represent protocol configurations and transitions
correspond to the exchange of messages and actions.

Secure protocol is represented as a finite state system:

P =(S,M,T,s0,5) (6)

S is the finite state space of protocol states, M is the message alphabet,
T is a subset of SxMxS is transition relation, s 0 is initial state, and S f is the
set of secure or accepting states. The protocol parameters recorded in each
state include relevant protocol keys like session keys, authentication status
and history of messages.

A. State Representation and Transition Modeling

Both sides of the protocol (e.g, client, server, adversary) are described
as automata and the overall protocol behavior is the composition of
automata. A transition can be defined as:

(simy,sip1) €T (7)
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Mrep Mrep where m i Mrep represents a message or action. The
development of the system is controlled by:

Si+1 = O6(s;,my) (8)
The deterministic or nondeterministic behaviors are represented by
this formulation based on the structure of delta. Nondeterminism is

especially convenient when it comes to modeling adversarial interference
and uncertain conditions in the network.

B. Adversary Modeling

In order to model security threats, an adversary model is included as
an extra automaton A, and this communicates with the protocol system. The
attacker can conduct operations like interception of messages, modifying,
replaying and injecting messages. The composition of the two systems is
shown in synchronous composition:

PP=P|A (€))]
where P*{'rep} is the adversarial version of the protocol model. This

enables exploration of the entire state space of all the possible attack
scenarios.

C. Encoding Security Properties

The security requirements are represented as formal constraints of the
automaton. For example:

. Confidentiality helps in making sure the sensitive messages are not
accessible by unauthorized states.

e  Authentication ensures that communication is done between parties
that are legitimate.

e Integrity is used in order to guarantee that there is no distortion of
messages.

Forbidden states S unsafe S can be modeled as these properties, such
that:

Sunsafe = {s € S | security violation occurs}
Checking reachability is a reduction of verification:
3 w € M* such that §*(so, W) € Synsafe (10)

Should this step of a string exist, then the protocol is susceptible to an
attack.

5*(SOIW) € Sunsafe (11)

D. Language-Theoretic Interpretation

The protocol model defines a language L(P) consisting of all valid
execution traces. The security verification can be given as:
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L(P) € L(¢) (12)
where L(¢) is the language of secure behaviors. Attacks may be detected
systematically in case there are traces outside this set. In general, this
modeling, which is based on automata, offers a formal and structured way
in the representation of protocol behavior, adversarial interaction, and
security property. It allows the exact analysis with the help of language
theory and reachability of states, the basis of the proposed verification
framework in the following section.

IV. Proposed Automata-Based Verification Framework

This part introduces the systematic verification of secure
communication protocols with the proposed framework that is based on the
finite automata. The framework incorporates the protocol modeling,
security property encoding and verification mechanisms into a single
mathematical framework where vulnerabilities can be identified easily
using formal analysis.

© Automata Construction
(Mp)

{

[ Adversary Model (Ma)

i

[ verification Engine

i

[ Result
(Secure / Attack)

Figure 1
Proposed Framework for Automata based Verification

Figure 1 outlines the suggested structure that implements a
hierarchical workflow comprising five large pieces: (i) protocol description,
(ii) automaton creation, (iii) adversary modeling, (iv) property encoding
and (v) verification engine. The protocol is first stated as a set of messages
and transitions of states. This specification is then converted to a formal
automaton model. The protocol model is composed with an adversary
automaton which simulates possible attacks. The security properties are
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coded as constraints and lastly, reachability and language-theoretic analysis
is used to check the security properties.
The overall system can be represented as:

F=(PAdYV) (13)

Pis the protocol automaton, Ais the adversary model, ®the set of
security properties and Vrepresents the verification procedure.
The protocol is formally converted into a finite automaton:

Mp = (Qp, %, 6p, q0, Fp) (14)

In which QPrepresents protocol states, Xthe message space, &P
transitions, q0 the initial state and FPrepresents final states which are
secure. State construction includes protocol variables like session numbers,
cryptography keys and authentication flags. Protocol steps form the basis of
transition rules, giving a good representation of the execution semantics.

In order to model the real-world threats, the adversary automaton M A
is presented, which can be characterized by interception, replay, and the
modification of the message. Product construction is achieved
synchronously to achieve the combined system:

M = Mp X My (15)

This composition is extended to all possible interactions between the
protocol and adversary, and thus, it enlarges the state space. The possible
attacks can be explored in detail since each state in Mrepresents an attacker
with a state (q p 0, q a 0 ) and an adversary with a state (qp 1, qa 1). The
security properties are defined as constraints on the automaton. Allow
®={¢ 1, 2, 3, and so on,} to denote properties like confidentiality, integrity
and authentication:

LIM)NL(=P) =0 (16)

L(M) denotes all the possible execution traces where L(M)represents
and L(-~®) denotes violating behaviors. This makes sure that there is no
execution resulting in security breach.

The verification is done with an algorithm based on reachability:
Draw the composite automaton M.

Find unsafe states Sunsafebased on &.

Do breadth-first or depth-first traversal.

If some state in S unsafeis is reachable.

AN .

Construct a counterexample trace in case it is reachable, or the
protocol is secure.

V. Security Analysis and Performance Evaluation

This section measures the success of the suggested automata-based
verification framework in regard to the security assurance, computational
efficiency and scalability. The analysis is a combination of formal analysis of



SECURE PROTOCOL VERIFICATION 4529

security properties and quantitative analysis of performance and
comparison analysis.

Finite automata-based secure protocol evaluation is presented for the
cases of replay, impersonation and man-in-the-middle attacks. The four
approaches are discussed: model checking, Petri nets, logic based
verification, and the proposed approach. The verification accuracy (%) is
used together with the execution time (ms), the amount of memory used
(MB), the number of reachable states and the overhead of the computation
of the transitions. The manuscript currently gives ordinal scores of 5.0 for
scalability and accuracy and 3.0 in terms of computational cost.

The suggested framework provides strict checking of the essential security
properties by modelling protocol executions as automata and studying
reachable states with adversarial conditions.

e  Confidentiality: Sensitive data are secured by making sure that there is
no trace of execution to states where secret data is revealed. This is
confirmed by examining that there are no transitions to unauthorized
states in the composite automaton.

e  Authentication: The framework ensures that only valid state sequences
between legitimate entities are communicated by validating state
sequences of authenticated sessions.

o Integrity: Message integrity will be provided by ensuring that any
adversarial transition cannot change the desired protocol flow.

Algorithm 1: Finite Automata-Based Secure Protocol Verification

Input: Protocol automaton (P), adversary automaton (A), security
properties

Output: Verification status and counterexample attack trace.
1. Initialize protocol automaton P

2. Construct adversary automaton A

3. M « SynchronousComposition(P, A)

4. S_unsafe < IdentifyUnsafeStates(M, @)

5. Q < Queue(initial_state(M))

6. Visited « {initial_state(M)}

7. Parent < empty map

8. while Q is not empty do

9.s < Dequeue(Q)

10. if s € S_unsafe then

11. trace « ReconstructPath(Parent, s)

12. return (UNSAFE, trace)

13. end if

14. for each transition (s, m, s') in M do

15.if s' & Visited then

16. Visited « Visited U {s'}
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17. Parent[s'] « (s, m)
18. Enqueue(Q, s")

19. end if

20. end for

21. end while
22.return (SAFE, 0)

Security is formally proven by making sure that the unsafe states are
inaccessible:

5*((]0, W) $ Sunsafe'VW Ex” (17)
Besides, the framework is efficient in identifying typical attacks like

replay attacks, impersonation, and MITM attacks, by determining traces of
counterexamples resulting in violation states.

To assess the effectiveness of the suggested model the following measures
are taken into consideration:

1. State Complexity (Jhuman|>State Complexity (Q) - Sum of the states of
the composite automaton.

2. Verification Time (T v ) -Time it takes to do reachability.

w

Transition Overhead (16]) - Number of transitions done.

4. Memory Utilization (M u ) - Memory to be used in storing the
automaton.

The protocols are tested based on simulated protocol scenarios with
different number of states and adversarial actions. The protocol models
have been built up with varying degrees of complexity to understand the
scalability. The verification engine uses breadth-first search (BFS) in
reachability analysis, also used to exhaustively explore all execution paths.

The suggested method is contrasted with the traditional verification
methods like the model checking, Petri net-based analysis and logic-based
verification. The results demonstrate:

. Less time of verification because of structured state transitions.
. Scalability: Automata minimization methods enhance scalability.
. Improved attack detection through express adversary modeling.
Table 1
Comparative Analysis of different Verification Approaches
Method Scalability Accuracy Computational Cost

Model Checking Medium High High

Petri Nets Medium Medium Medium

Logic-Based Methods Low Medium Low

Proposed Framework High High Moderate




SECURE PROTOCOL VERIFICATION 4531

Alternative verification methods have strengths and trade-offs as
indicated in Table 1. Model checking is very accurate since it uses
exhaustive state exploration, but has a very high cost and moderate
scalability due to state-space explosion. The methods based on petri nets
are balanced in terms of performance, moderate in terms of scalability,
accuracy, and cost, so they can be used in medium-complexity systems. The
methods with logic basis are computationally efficient, but do not scale or
provide accuracy in dealing with complex and dynamic protocols, which
restricts their usefulness in the real world. Conversely, the automata based
framework proposed has high scalability and high accuracy at moderate
computational cost, which is a better performance-efficiency tradeoff. This
has been mainly facilitated by organized state representation, effective
transition modeling, and combined adversary analysis which allows the
identification of security vulnerabilities effectively at a manageable
computational cost.
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Figure 2

Graphical Analysis of the Model Performance

Figure 2 compares scalability and accuracy, and the cost of
computation of various verification methods. The automata-based
framework suggested offers the most optimal balance with a high level of
scalability and high accuracy at a moderate level of cost of computation.
Model checking, on the other hand, is very accurate but the most expensive
in terms of computation and thus not scalable. The performance of petri net
methods is moderate in all metrics, and logic-based methods are low in
computational cost, but lack scalability and effectiveness. By and large, the
graph depicts that the solution proposed is more efficient and can be scaled
without affecting the quality of verification. Based on the results of the
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experiments, it is clear that the automata-based framework proposed here
is a reasonable trade-off between accuracy and efficiency. Whereas state-
space explosion is a problem that is hard to solve with traditional methods,
the representation of structured automata and optimization algorithms can
greatly decrease the amount of computational overhead. Moreover, the
capability to produce counterexample traces improves protocol
vulnerability interpretability and aids in the debugging of protocol
vulnerabilities.

Table 2
Quantitative Comparative Assessment of Secure Protocol Verification
Approaches
. . Scalability Accuracy Computational Cost
Verification Method (1-5) (1-5) (1-5)
Model Checking 3.0 5.0 5.0
Petri Nets 3.0 3.0 3.0
Logic-Based Methods 2.0 3.0 2.0
Proposed Finite
Automata Framework >0 >0 3.0
® Scalability Accuracy Computational Cost
Figure 3

Comparative Assessment of Verification Approaches

Each of the four verification methods outlined in this document is
compared on a five-point ordinal scale in Table 2. The proposed finite
automata framework is given a scalability score of 5.0, an accuracy score of
5.0 and a computational cost score of 3.0. The accuracy score for
conventional model checking is 5.0 and the computational cost score is 5.0.
The verification of Petri nets shows moderate performance on the three
dimensions, while there is a low performance on the two other dimensions
for the logic-based methods. These qualitative evaluations are depicted in a
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numeric fashion in Figure 2. The scores are intended to represent the
tradeoffs between the various verifications, and not to show any
experimental improvement in performance. The scalability, verification
accuracy and computational cost of four verification approaches are
compared in Figure 3. The proposed framework has achieved maximum
scalability with high accuracy scores (5.0) and moderate computational cost
(3.0), which shows good performance trade-offs.

VI. Conclusion

The paper introduced a finite automata based model of verifying
secure protocols that solves major issues that are related to scalability,
computational complexity and formal verification of the security. The
proposed methodology can be used to inductively analyze how
communication protocols can be executed in both normal and attacker
conditions by modeling the protocols, as structured automata, and by
introducing adversarial behavior into the framework. It can be used to
identify security violations such as replay, impersonation, and man-in-the-
middle attacks because it accurately identifies their presence with the use of
formal language theory and reachability analysis. The findings show that
the proposed framework has a favorable balance between accuracy and
efficiency and is better than the classical approaches, like model checking,
Petri nets, and logic-based approaches, regarding the scaling and
computational cost. The capability of producing counterexample traces goes
even further to increase the interpretability of the verification process and
its practical applicability. Also, the framework is designed in a modular way
and it is extensible to complex and real-time systems. Practically, this work
provides a solid and mathematically-founded solution to the process of
verifying modern communication protocols in dynamic and adversarial
environments.
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