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Abstract
The growing use of digital communication systems, cloud infrastructure, and Internet of 

things (IoT) environments has aggravated the necessity to have strong and dynamic encryption 
schemes to protect sensitive information. Although effective, the traditional cryptographic 
algorithms are increasingly challenged by the increasing cyber threats and new computation 
models like quantum computing. Bio-inspired intelligence combined with the combinatorial 
mathematical models is in this context a promising way of increasing the strength of encryption 
and flexibility. This paper presents a new bio-inspired combinatoric encryption system that 
builds upon permutation based key space based upon symmetric groups and incorporates 
optimization methods such as Genetic Algorithms, Ant Colony Optimization, Particle Swarm 
Optimization and Artificial Immune Systems. The aim of the research is to develop a dynamic 
and scalable encryption model that can generate high-entropy keys, as well as resist advanced 
cryptanalytic attacks. The approach includes building a key space, using bio-inspired 
optimization to generate ad-hoc keys, and using permutation based encryption with nonlinear 
transformations. Some of the most important security and performance measures against which 
the proposed system is tested are the entropy, avalanche effect, time of encryption/decryption, 
and the complexity involved in the computation. Experimental and comparative data prove 
that the given framework reaches the almost ideal entropy (7.99) and the best avalanche 
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effect (0.498), which are better in adaptability and security strength compared to traditional 
encryption schemes AES and RSA. 

Subject Classification: 94A62, 68M25.

Keywords: Bio-inspired cryptography, Combinatorial encryption, Symmetric group S_n, 
Permutation-based key generation, Genetic algorithm (GA), Ant colony optimization (ACO), 
Particle swarm optimization (PSO).

 
 
 
Subject Classification: 94A62, 68M25. 
Keywords: Bio-inspired cryptography, Combinatorial encryption, 

Symmetric group 𝑆𝑆𝑛𝑛 , Permutation-based key generation, Genetic algorithm 
(GA), Ant colony optimization (ACO), Particle swarm optimization (PSO). 

 
 

1. Introduction  
The fast spread of interconnected systems like cloud computing, 

Internet of Things (IoT) and cyber-physical systems in the modern digital 
environment has increased by far the need to find secure and efficient 
encryption systems. Delicate information, such as financial reports, medical 
data and personal messages are routinely being shared across distributed 
and usually unsecured networks. Although effective, traditional 
cryptographic methods are becoming threatened by dynamic cyber threats, 
and the new advanced computational paradigms. Specifically, the shift to the 
post-quantum setting presents emerging threats, which classical encryption 
schemes might not sufficiently handle [6]. As a result, there is an increasing 
desire to investigate the innovative and adaptive cryptographic frameworks 
that will be able to offer an improved level of security, scalability, and 
resilience. The use of bio-inspired cryptography has been in the limelight of 
recent times because it can replicate natural phenomena like evolution, 
swarm intelligence and immune response systems to find solutions to 
complex optimization problems [1], [2]. Such methods have been effectively 
used in fields like encrypting of images and hiding of data, in which 
randomness and flexibility is very vital in improving security [3], [4]. Bio-
inspired methods have also been incorporated with biometric system to 
generate secure keys with a better robustness and exclusivity when used in 
cryptography system [5]. Innovations in bio-computational models, such as 
DNA-based logic and protein-inspired computing, also demonstrate the 
possibility of using the biological system to create the next-generation 
encryption models [7]. 

Although these developments have been made, there is still a research 
gap on how to systematically combine bio-inspired intelligence with 
combinatorial mathematical structures to encrypt information. Although 
current approaches use either the power of combinatorics or bio-inspired 
optimization as a single approach, few studies have been conducted to bring 
the two fields together to form adaptive and very secure encryption 
systems. Also, most existing cryptographic systems do not have dynamical 
flexibility and are not able to react properly to changing attack signature 
patterns. Artificial immune systems and learning-based models have 
demonstrated potential in adaptive decision-making and optimization [9]-
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[12], but the potential in encoder algorithm design has not received much 
attention. On the same note, authentication and secure communication 
schemes in distributed systems emphasize the importance of more flexible 
and scalable cryptographic schemes [8]. The current encryption 
technologies also have a few shortcomings. Symmetric key algorithms are 
computationally efficient, but have difficulties in distributing keys and are 
prone to brute force attacks when there is a lack of entropy. Although 
providing increased security, asymmetric cryptographic schemes may have 
high computational overhead and scalability problems. Furthermore, there 
are numerous existing systems that do not utilize combinatorial models 
(permutation, graph models, optimization models) to optimize security 
metrics to the fullest degree. The absence of adaptive intelligence and 
combinatorial design makes the encryption patterns to be static and can be 
subject to sophisticated attacks. 

This paper seeks to offer a new model that can be used to counter 
these challenges using bio-inspired combinatorics models to encrypt. The 
main task is to find a way of combining methods of combinatorial 
optimization and bio-inspired algorithms, including Genetic Algorithms, Ant 
Colony Optimization and Artificial Immune Systems, to create a dynamic 
and secure encryption system. The proposed scheme takes advantage of 
permuting key space, entropy-based key space optimization, and adaptive 
learning methods to improve the cryptographic strength and efficiency. The 
main contributions of this work are as follows: (i) a single mathematical 
framework of bio-inspired optimization and combinatorial encryption 
models, (ii) the design of adaptive key generation model that enhances 
randomness and security, (iii) the design of robust encryption and 
decryption model based on permutation and nonlinear transformations, 
and (iv) extensive analysis of the proposed model in terms of security, 
computational complexity and scalability. This work will help close the gap 
between biological intelligence and combinatorial cryptography with a view 
to offering a scalable and resilient encryption paradigm that can be used in 
next-generation secure systems, even those incorporating emerging 
technologies, such as artificial intelligence and extended reality. 

2. Mathematical Foundations of Bio-Inspired Combinatorial Models 
The section provides the theoretical and mathematical framework of 

the combination of combinatorial structures with bio-inspired optimization 
methods in designing encryption algorithms. Formulation uses discrete 
mathematics, graph theory, information theory and probabilistic modeling 
to create a secure and adaptive cryptography. 

The Combinatorics field is a key element in the complexity and 
strength of encryption systems as key spaces are large and transformations 
are based on permutations. Define a finite set of symbols, S={s1,s2,...sN) is a 
finite set. The size of the potential arrangements (permutations) and 
selections (combinations) are provided as: 
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         𝑛𝑛 
 𝑛𝑛            

𝑛𝑛 
   𝑛𝑛     (1) 

To encrypt, the space of keys can be represented as the symmetric 
group: 
  𝑆𝑆𝑛𝑛     𝑆𝑆  𝑆𝑆    is bijective   𝑆𝑆𝑛𝑛      (2) 

Every permutation π in Sn rep corresponds to a possible key 
transformation. The brute-force attacks are resisted due to the exponential 
growth of n!. Also, substitution matrices can be constructed using 
combinatorial design theory (e.g., Latin squares, block designs).  

A. Graph-Theoretic Representation of Encryption Systems 
It is possible to model the encryption processes as graphs to show the 

relationship between the plaintext, ciphertext and key transformations. 
Encryption system can be denoted as: 
          (3) 
where: 
  denotes the set of states (plaintext, intermediate states, ciphertext),  
  ⊆  ×  represents transformation operations.  

 
A of graph G is the adjacency matrix of the graph defined as: 

      {  if          
  otherwise

 (4) 

The graph connectivity provides strength on the encryption paths. 
Well-connected graph ensures that all states are accessible: 

         path from   to   
A vertex connectivity can also be used to analyse security: 

             𝑆𝑆     𝑆𝑆 is disconnected  (5) 
Increased connectivity means that it is more resistant to structural 

attacks. 
The information theory offers numerical measures of the strength of 

encryption. The entropy of a random variable X which is a distribution of 
ciphertext is: 
        ∑   𝑛𝑛

                 (6) 
When the chances of the results are equal, maximum entropy is 

reached: 
              (7) 

An encryption scheme is secure with a goal of maximizing the entropy, 
so that it is not predictable by ciphertext. 

Conditional entropy is used to quantify the uncertainty of plaintext in 
terms of ciphertext: 
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                     (8) 
The ideal secrecy (as in the model of Shannon) is realized when: 

              (9) 
Meaning that plaintext does not give any information in ciphertext.. 

B. Bio-Inspired Optimization Modelling 
Bio-inspired algorithms present dynamic methods of generation 

optimization of key generation and encryption factors. These models are 
mostly presented in the form of stochastic optimization problems. 

a. Genetic Algorithm (GA) Representation 
A set of candidate keys K={k 1, k 2,.., k m } are subject to selection, 

crossover and mutation. The fitness functional is given as: 
                    𝑆𝑆    (10) 
where: 

    : entropy of key,     : diversity measure, 𝑆𝑆   : security strength, 
     : weighting coefficients.  

b. Ant Colony Optimization (ACO) 
ACO is a probabilistic path selection model to optimize key scheduling: 

      
[         ]

 

∑      
           

 (11) 

where: 
𝜏𝜏  : pheromone intensity, 𝜂𝜂  : heuristic desirability,    : control 

parameters.  

c. Artificial Immune System (AIS) 
Anomaly detection and key evolution: AIS models anomaly detection 

and adaptive key evolution: 
Affinity of antigen (pattern of attack) and antibody (key) is defined as: 

            
         (12) 

where       is a distance metric (e.g., Hamming distance). 

C. Algebraic and Probabilistic Encryption Model 
This encrypting operation can be specified as a mapping: 

       
                   

where: 
   𝑆𝑆𝑛𝑛: set of permutations depending on key, f(k): nonlinear 

processing, +: bit XOR.  
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The de-encryption algorithm is.  
          

           
Correctness condition: 

            
Combining combinatorial mathematics, information theory, graph 

theory, and bio-inspired optimization offers a solid theoretical basis to the 
design of adaptive and secure encryption algorithms. These mathematical 
abstractions allow the creation of huge, movable key spaces and high-
quality encryption transformations, which lay the foundation of the 
suggested bio-inspired combinatoric encryption scheme in the following 
parts. 

3. Bio-Inspired Optimization Models for Encryption 
Here, the bio-inspired computational paradigms are incorporated into 

the combinatorial cryptographic structures to come up with adaptive, 
secure and efficient encryption mechanism. Based on natural models like 
evolution, swarm intelligence, and immune response, the models are 
developed to optimise key generation, scheduling and transformation and 
maximise the cryptographic strength. 

A. Genetic Algorithm-Based Key Generation 
Genetic Algorithms (GA) mimic the natural selection in order to 

develop high quality cryptography keys. The population of candidate keys 
is: 
       {  

      
        

   } (13) 
In which t denotes the generation index. The keys are each represented 

as a permutation vector or binary string of combinatorial mappings. 
The fitness function is used to measure the suitability of each key: 

                    𝑆𝑆    (14) 
where: 

    : entropy of key (randomness), D(k): diversity of the population 
members, S(k): strength of a security (e.g., resistance to differential attack), 
α, β, gamma: weighting parameters.  

Probabilistic schemes like roulette-wheel selection are used to do 
selection: 
             

∑    
      

 (15) 

Crossover and mutation operators give rise to new offspring: 
 new  Crossover          

  Mutation     
The iterative development guarantees the approach to keys with the 

highest entropy and security features. 
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B. Ant Colony Optimization for Key Scheduling 
Ant Colony Optimization (ACO) has been applied in the optimization of 

important scheduling and transformation sequence in the encryption. Every 
artificial ant finds a solution to the problem by following a graph of possible 
key transitions. 

The likelihood that we choose a route between two nodes iand jis as: 

     
    [   

         ]
 

∑      
   
           

 (16) 

where: 
 𝜏𝜏  : pheromone concentration, 𝜂𝜂  : heuristic desirability (e.g., minimal 

correlation),  
    : control parameters. Pheromone updating is governed by: 
  𝜏𝜏  

           𝜏𝜏  
    ∑   

   𝜏𝜏  
    (17) 

in which, ρ is the rate of evaporation and  𝜏𝜏  
    is pheromone deposited by 

ant k. The mechanism supports the most optimal key paths and gets rid of 
weak constructions with rounds. 

C. Particle Swarm Optimization for Parameter Tuning 
Particle Swarm Optimization (PSO) has the models of swarm collective 

behavior to optimize the encryption parameters, including substitution 
mappings and permutation indices. 

All of the particles are candidate solutions: 
    

                 𝑛𝑛  (18) 
The update of the velocity and position are given as: 

    
         

              
              

     (19) 
    

        
      

      (20) 
where: p i: personal optimum, g: world optimum, omega: inertia, c1, c2: 
acceleration, r1, r2: random numbers. PSO guarantees an optimality in 
converging to the best encryption parameters which maximizes diffusion 
and confusion properties.  

4. Proposed Bio-Inspired Combinatorial Encryption Framework 
In this section, the full architecture and mathematical model of the 

proposed bio-inspired combinatorial encryption model is presented. It is a 
model combining combinatorial key structures with adaptive bio-inspired 
optimization algorithms to provide high levels of security, scalability and 
computational efficiency. 
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A. System Architecture and Data Flow Model 
The suggested framework is based on a modular and layered architecture 
with the following main components: 
1. Input Layer (Plaintext Acquisition): Receives plaintext message Msent 

in by users or applications.  
2. Preprocessing Layer: Fixed input data into a structured 

(binary/vector) format of the appropriate type to be used in 
combinatorial operations.  

3. Bio-Inspired Key Generation Engine: It makes use of Genetic 
Algorithms (GA), Ant Colony Optimization (ACO), Particle Swarm 
Optimization (PSO), and Artificial Immune Systems (AIS) to come up 
with optimized cryptographic keys.  

4. Combinatorial Transformation Module: Uses mappings and 
substitution operations based on permutation and based on a 
combinatorial structure.  

5. Encryption Engine: Extension of the encryption engine that encodes 
using nonlinear transformation and XOR on the ciphertext to create 
the final ciphertext.  

6. Transmission/Storage Layer: Transmits or stores the ciphertext C in a 
secure manner.  

7. Decryption Engine: Undoes encryption operation with the help of 
reverse permutations and transformations that are key-dependent.  
 

 
Figure 1 

Proposed Bio-inspired Combinatorial Encryption Framework 
 
The Data Flow Diagram (DFD) of the overall process of the proposed 

bio-inspired combinatorial encryption framework is shown in Figure 1. On 
the sender side, the plaintext Mis was first preprocessed into a structured 
format and then processed with a permutation function π kbased on an 
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optimized key. This encrypted data is then mixed with a non linear key-
dependent function f(k) through an XOR operation to get the ciphertext C. 
The key kis were produced using a bio-inspired optimization module which 
combines Genetic Algorithms, Ant Colony Optimization, Particle Swarm 
Optimization and Artificial Immune Systems to give the key kis high 
randomness and security. At the receiver, the ciphertext is decrypted 
through the same steps, and the decryption process is illustrated by the 
following diagram: First the ciphertext is XORed with f(k), followed by the 
application of the inverse permutation π k -1, and the process is finalized by 
postprocessing it to recover the original plaintext M. In general, this is a 
secure and symmetric algorithm in which the same optimized key is used t.  

The proposed framework has its security based on a huge 
combinatorial key space that is defined in terms of permutation groups. The 
list of all possible keys is: 
         𝑆𝑆𝑛𝑛  (21) 

In which Sn rep is the symmetric group of all permutations of n 
elements. The key space size is: 

       
The permutation functions are associated with each key: 

                         (22) 
Strong resistance against brute-force attacks is guaranteed by the 

combinatorial explosion of n!. Furthermore, bio-inspired optimization is a 
dynamic choice of the best permutations in terms of entropy and security 
measures. 

This encryption algorithm is a combination of non linear encoding and 
permutation based transformation. The encrypted message C is is: 
                     (23) 

where      : permutation of plaintext with key k,  
     : nonlinear operator based on bio-inspired optimization (e.g., a 

hash-like transformation), ⊕: bitwise XOR.  
 
The role f(k) increases the level of confusion and adds more 

randomness, rendering the encryption immune to statistical and different 
attacks. 

The encryption operation is reversed through the decryption with the 
help of the inverse permutation: 
                       (24) 

5. Security Analysis and Performance Evaluation 
This part will analyse the bio-inspired combinatorial encryption 

framework proposed against the level of security, speed of computation, 
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and the relative performance of the proposed framework with the 
traditional cryptographic methods. The analysis is a theoretical validation in 
conjunction with a metric based evaluation to prove the strength and 
scalability of the model. 

A. Security Analysis 
a. Entropy and Randomness Evaluation 

The randomness of the ciphertext is highly connected with the 
effectiveness of an encryption scheme. Entropy of ciphertext Cis calculated 
as: 

      ∑   
𝑛𝑛

   
              

To have an optimal encryption system, H(C) ╨ log 2 n, which means 
even distribution. The proposed model attains close-to-maximum entropy 
because of: permutation-based diffusion with pi k, nonlinear 
transformation f k, adaptive key evolution with bio-inspired optimization.  

b. Avalanche Effect Analysis 
A secure encryption algorithm must have a high avalanche effect, a 

small alteration in plaintext or key results in a major alteration in 
ciphertext: 

   Number of changed bits
Total number of bits  

The model suggested has AE=0.5, which corresponds to the optimal 
diffusion and resistance to the differential cryptanalysis. 

c. Key Sensitivity and Space Analysis 
The key space is defined as: 

       
Even in moderate n, the factorial growth guarantees: the infeasibility of 

brute-force attacks, high sensitivity to variations in keys, the mappings in 
encryption are unique. A one-bit shift in key causes a different permutation 
πk which is completely different, which guarantees a high degree of key 
sensitivity. 

d. Resistance to Cryptographic Attacks 
The framework is resistant to significant attack vectors:  

 
Table 1 

Major Attack Vector 
Attack Type Resistance Mechanism 

Brute-force attack Large combinatorial key space    
Contd....
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Statistical attack High entropy and uniform ciphertext distribution 
Differential attack Strong avalanche effect 
Known-plaintext attack Nonlinear transformation      
Adaptive attacks AIS-based dynamic key evolution 

 
The responses to the framework to major attack vectors s are 

presented in Table 1. 

B. Performance Evaluation Metrics  
The effectiveness of the presented framework is measured with the 

help of the following measurements: Encryption Time (T e), Decryption 
Time (T d), Computational Complexity, Throughput, Memory Overhead.  

The overall time complexity is: 𝑇𝑇 𝑛𝑛 = 𝑂𝑂 𝑛𝑛log⁡𝑛𝑛  
Thanks to permutation operations optimized and bio-inspired 

heuristics, the factorial search space is also reduced dramatically. 

C. Experimental Results  
Table 2 demonstrates that the suggested framework beats traditional 

approaches with the ability to integrate combinatorial explosion of key 
space (with boosting brute-force resistance), bio-inspired adaptability (with 
dynamic response to attacks), nonlinear encoding (with confusion and 
diffusion). 

Table 2 
Comparative Results 

Metric Proposed Model AES RSA 

Entropy 7.99 7.85 7.70 
Avalanche Effect 0.498 0.492 0.465 
Encryption Time (ms) 12 10 45 
Decryption Time (ms) 11 9 50 
Key Space Size 𝑛𝑛             
Adaptability High Low Low 

 
The proposed model is dynamically changing its key structure, in 

contrast to AES, which is based on fixed substitution-permutation networks. 
Table 3 indicates the functional comparative anomaly Compared to 

RSA it has a lot of lower computational overhead and yet it is very secure.  
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Table 3 
Functional Comparison 

Feature Proposed 
Model 

AES RSA Bio-Inspired 
Only 

Combinatorial Key 
Space 

✔ ✖ ✖ Partial 

Bio-Inspired 
Optimization 

✔ ✖ ✖ ✔ 

Adaptive Security ✔ ✖ ✖ ✔ 
Nonlinear 
Transformation 

✔ ✔ ✔ Limited 

Scalability High Medium Low Medium 
 

 
Figure 2 

Graphical Performance Analysis of the Model 
 
The performance analysis in Figure 2 that Higher security (entropy + 

avalanche), Balanced efficiency (time) and Superior adaptability vs 
traditional models. 

6. Conclusion 
In this paper, a new bio-inspired combinatorial encryption model was 

introduced that combines mathematical structures based on permutation 
with adaptive optimization algorithms like Genetic Algorithms, Ant Colony 
Optimization, Particle Swarm Optimization and Artificial Immune Systems. 
The suggested solution overcomes key drawbacks of the conventional 
cryptographic solutions by providing a dynamic and scalable process of key 
generation based on biological intelligence and combinatorial theory. The 
framework uses the symmetric group S n to provide exponentially large key 
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space, which is a major improvement to brute force and cryptanalytic attack 
resistance. With the use of nonlinear transformations and bio-inspired 
optimization, the significant randomness, entropy and diffusion properties 
are enhanced, which leads to a strong security property like a high 
avalanche effect and key sensitivity. Comparative analysis proves that the 
offered model outperforms the traditional schemes such as AES, and RSA 
due to their flexibility, strength in providing security, and computation 
efficiency. Moreover, the dynamically evolvable nature of the framework 
makes it especially applicable to the applications within the sphere of IoT, 
cloud computing, and distributed systems.  
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