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Abstract

S-boxes (substitution boxes) are essential nonlinear elements that guarantee confusion
in symmetric cryptosystems, but it is still difficult to come up with structures that have a good
algebraic and cryptographic structure. This paper is an attempt to suggest a hybrid construction
approach characterized by a combination of finite field GF(2n) transformations and permutation
group techniques to create secure and efficient S-boxes. The method is a combination of algebraic
inversion, affine mapping and permutation cycles to maximize nonlinearity, objectivity and
resistance to differential and linear cryptanalysis. The proposed construction of hybrid S-box
uses finite-field inversion, affine transformations and permutation-group operations to enhance
the cryptographic substitution properties. The results reported here show a nonlinearity
of 114, while AES S-box and traditional S-box have values of 112 and 96, respectively, which
represent 1.79% and 18.75% improvement, respectively. The proposed construction meets the
AES baseline by +1.4 and +2.4 percentage points on both the Strict Avalanche Criterion (SAC)
and Bit Independence Criterion (BIC) respectively. The reported computational time is 11.1 ms
which is 11.90% faster than traditional S-box but 7.77% slower than AES. These comparisons
suggest that these characteristics are reported to be better with little to be gained in terms of
computation.

Subject Classification: 11T71, 68W30.

Keywords: S-box design, Finite fields, Permutation groups, Nonlinearity, Differential uniformity.

I. Introduction

The main source of nonlinearity in contemporary symmetric
cryptographic algorithms are substitution boxes (S-boxes) that are essential
in providing the desired confusion and resistance to statistical and
structural attacks [1, 2]. The design and strength of S-box components of
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block ciphers like the Advanced Encryption Standard highly determine
their security [3, 4]. The classical S-box construction techniques are
typically based on algebraic inversion in finite fields with affine
transformations; but are not necessarily very flexible or resistant to new
cryptanalytic methods [5, 6, 7]. Recent developments in cryptography have
highlighted the necessity of new methodologies of construction that can
improve the cryptographic strength and at the same time preserve
computational efficiency [8, 9]. Finite field theory, especially constructions
in GF(2™), in this regard offers a powerful mathematical basis to construct
objective and highly nonlinear mappings [10, 11]. At the same time,
permutation group theory provides a companion theory to add complexity
to diffusion and linear and differential cryptanalysis resistance by
introducing the use of organized reshuffling of the elements [12], [13].

II. Mathematical Preliminaries

Mathematical preliminaries include the finite fields GF(2™), Boolean
functions, mappings, and properties of algebra needed to construct
nonlinear and bijective substitution boxes efficiently, and cryptographically
secure. Figure 1 demonstrates GF(2 3) operations that make it possible to
perform safe algebraic transformations.
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Figure 1

Fundamental Structure of GF(2") Finite Field Operations

A. Fundamentals of Finite Field Theory and GF(2") structures

Algebraic structures in finite fields GF(2n) offer invertible mappings,
representations of polynomials and arithmetic operations necessary to
efficiently implement nonlinear, bijective substitution boxes.

p() = X"+ I _ oy Pr € GF(2),ged(a(x),p(x) = 1 (1)
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The irreducible poly constraint in (Eq. 1) is to make sure that p(x) is a
valid field extension of GF(2), so there is closure, associativity and inverses;
and gcd(a(x),p(x))=1 is to make sure that p(x) is invertible.

a(x) @ b(x) = Z{{;:Ol}}(ai @ b)xi = Z&B?(“i + b;mod 2)x* (2)

The addition in the field (Eq. 2) is a bitwise XOR, thus maintaining

linearity and simplicity, which is crucial to efficient hardware and software

implementation.

- b(x) = (Z NS b d 3

a(x) (X) {i=0} {j=0}{-n_1}g' ]x mo P(x) ( )

Multiplication with reduction in (Eq. 3) is used to do a polynomial

convolution and then a modular reduction with p(x), so that the result is
not too large to fit in GF(2 n).

a=8® = g(x)@"-2 = H{{:;llfa(x){zk} 4)

The base of the multiplicative inverse in (Eq. 4) is calculated with
exponentiation under the Fermat theorem which offers nonlinearity which
is essential in cryptographic strength.

Tr(a() = S5 a0, f@) = Tr(aG) - 1) (5)

Lastly, the trace in (Eq. 5) sums Frobenius mappings to create very
nonlinear transformations, which are popular in S-box design to make them
more resistant to linear and differential cryptanalysis.

B. Boolean functions and vectorial Boolean mappings

Input-output transformations are characterized by Boolean functions
and vectorial mappings, aspects that quantify nonlinearity, algebraic
degree, and immunity to correlation, which are important to assess
cryptographic strength and resistance to attacks.

f:GF(2)" = GF(2),f(x) = Z{uecF(z)"}Cun{{injl}xi{ui} (6)
The definition of the Boolean functions in (Eq. 6) is a mapping of

GF(2)nGF(2)n to GF(2)GF(2)GF(2) in algebraic normal form with
coefficients that specify the functional structure and logical behavior.

F:GF2)" > GF2)™ F(X) = (fic facor = fnw) (7)

This generalization to multi-output functions is done in the form of the

vectorial Boolean mapping in (Eq. 7) which can be used to compose S-boxes
by joining together several Boolean components into one transformation.

_ pif)® (w-x)}
Wf(w) - Z{xEGF(Z)"}(—l) (8)

In (Eq. 8) the Walsh-hadamard transform measures correlation of the
Boolean function with the linear functions, which is a fundamental
instrument to study resistance to linear cryptanalysis.
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NL(F) = 2079 — (3) max(y e arom Wy )

The nonlinearity measure in (Eq. 9) is a measure of the closest
distance to all affine functions with larger values corresponding to a greater
resistance to linear approximations.

Apap) = LixecFMSF@® Fx @ a).b) (10)

{ug}
f(x) =@ {u € GF)"WM,I{i = B3™* " deg(f) = max(|ul: 1, = 1) (11)
The input-output difference propagation is reflected in the differential
distribution function (Eq. 10) which is important in measuring resistance to
differential attacks. Lastly, the degree of algebra in (Eq. 11) is the top-order
interaction between variables, which affects the overall complexity of

cryptography.

III. Proposed Hybrid S-Box Construction Methodology

The suggested methodology combines finite field transformations and
permutation of groups to create a structured algorithm and increase
nonlinearity, diffusion, and resistance to the differential and linear
cryptanalysis attacks. Hybrid S-box is illustrated in Figure 2, which
combines finite fields and permutations.
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Figure 2

Hybrid S-Box Construction Framework Using Finite Field and
Permutation Operations

A. Integration of finite field mappings with permutation operations

Permutation group operations are used to add structured randomness
to finite field inversion and affine transformations to boost diffusion,
confusion, and immunity to cryptanalytic attacks.

(p0) = xUV = x@"2:6F@2™),; x 20) (12)
The nonlinear inversion operation defined in (Eq. 12) is based on the

finite field element mapping over GF(2 n) where exponentiation is bijective
and highly resistant to any algebraic attacks, except the zero element.
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AxX) = Mx @c = X, n-um| B¢ (13)
=0}y
Diffusion is enhanced and structural weaknesses found in pure
inversion mappings are removed by the affine transformation in (Eq. 13),
which adds linear mixing and constant bias to the transformation.

(7Gx = Xio@y s 0 SEmys; m G2 - GF@2M)) (14)
(5.1(x) = n(A(@() = mH(Mx"Y D cH)) (15)

The action of permutation group in (Eq. 14) rearranges elements with
a bijective permutation, which complicates and breaks predictable input-
output relationships. The composite mapping (Eq. 15) combines inversion,
affine transformation and permutation to create an intermediate S-box that
gives better confusion.

(ﬂc(x) = Mk G Jis L) 35 Saco = T[c(sl(x))) (16)

The permutation enhancement cycle-based in (Eq. 16) enhances
further the randomness through the implementation of structured
permutation cycles.

(S(x) = myoAyopiioA;om(x) = m, (Az (nl(Mx{‘l}Gac)))) (17)

Lastly, the hybrid S-box mapping (Eq. 17) is a combination of several
affine and permutation layers, resulting into a strong highly nonlinear
substitution box that is not vulnerable to currently used cryptanalytic
strategies.

B. Algorithmic framework for S-box generation

The framework methodically creates S-boxes based on finite field
operations, permutation cycles and affine mappings, and then rests on
evaluation based on cryptographic metrics, which guarantee optimal
security performance.

(X - {x € GF(2™)

x =3 o2} (18)

Using input space (Eq. 18) initialization makes every element of
GF(2n) a binary representation of polynomials and provides a complete and
structured domain to do S-box transformation.

( Vi = x2 2 @ Tr (x{zk}» (19)

The nonlinear change in (Eq. 19) uses multiplicative inversion with
trace-based aggregation, which is highly nonlinear and removes linear
relationships in the mapping.

(Vo) = MYy @ MY, @ c) (20)
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The step of affine mixing and diffusion (Eq. 20) involves using matrix
multiplications and addition of vectors to distribute dependencies of the
input (input) over many bits, which encourages diffusion and minimizes
predictability.

(Y3(x) = 1(Yaw) = Z{izo}{Z(n—)l}Y . e{o(i)}) (21)
2(x;

In (Eq. 21), the permutation layer permutes the elements in the
transformed message with a objective permutation, further disturbing
statistical correlations and enhancing the resistance to cryptanalytic
attacks.

IV. Result and Discussion
Experimental findings indicate better nonlinearity, lesser uniformity of
differentials and superior avalanche properties which verify the developed
hybrid S-box is superior in security and efficiency over the traditional
constructions.
Table 1

Performance Evaluation of Proposed Hybrid S-Box

. Traditional S- | AES S- |Proposed Hybrid
Metric
Box Box S-Box
Nonlinearity 96 112 114
Strict Avalanche Criterion (SAC %) 89.5 96.8 98.2
Bit Independence Criterion (BIC %) 85.2 94.1 96.5
Computational Time (ms) 12.6 10.3 11.1

Table 1 results show that the hybrid S-box proposed is much better in
cryptographic strength than both traditional and AES S-boxes. Figure 3
presents analysis of S-box cryptographic strength measures.
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Analysis of S-Box Cryptographic Properties
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It has the highest nonlinearity (114) and makes it harder to attack

linearly. The values of SAC and BIC (98.2% and 96.5) attest to excellent
diffusion and independence properties.

. 100
Traditional 96.0 89.5 85.2
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1120 96.3 91.1
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Figure 4
Visualization of S-Box Performance and Security Metrics

The visualization of performance and security metrics of S-box is
presented in Figure 4. Computational time (11.1 ms) is slightly longer than
AES, but is still efficient. In general, the proposed design has a good balance
of strong security properties and reasonable computational overhead,
achieving better performance than current designs.

The comparison analysis of the proposed hybrid S-box was carried out
based on the four cryptographic parameters reported in the literature
which are nonlinearity, Strict Avalanche Criterion (SAC), Bit Independence
Criterion (BIC), and computational time. As shown in Table 1, the proposed
construction showed a nonlinearity value of 114 while the AES S-box and
the traditional S-box have nonlinearity value of 112 and 96 respectively.
This is an improvement of 1.79% and 18.75% respectively, relative to the
benchmark. The proposed approach also resulted in the SAC and BIC of
98.2% and 96.5% respectively, which is better than the AES with 1.40 and
2.40 percentage point improvements over the respective AES values.

Table 2
Comparative Performance Improvements of the Proposed Hybrid S-Box
Performance parameter Compared with Compared
Traditional with AES
Nonlinearity improvement (%) +18.75 +1.79
SAC improvement (percentage points) +8.70 +1.40
BIC improvement (percentage points) +11.30 +2.40
Computational time change (%) -11.90 +7.77
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The relative improvements (based on reported performance values)
are summarized in Table 2. The proposed construction needs 11.1 ms
which is an 11.90% computational time reduction from the traditional S-
box. But the execution time was 7.77% more than the AES S-box. The
results show that there is a trade-off between the reported cryptographic
performance measures and computational efficiency. The comparative
results indicate better nonlinearity and avalanche characteristics, but none
of those results were repeated measurements, differential uniformity, or
independent statistical validation, so conclusions in that regard are not
appropriate.

V. Conclusion

This paper described a mixed-algebra hybrid system to build
substitution boxes based on finite field GF(2 n) transformations and
permutation group methods. The combination of inversion-based
mappings, affine operations, and structured permutation allowed creating
highly nonlinear and objective S-boxes that were more cryptographically
secure. The suggested strategy demonstrated good results in the important
evaluation parameters, such as nonlinearity, uniformity of the differentials,
the degree of algebraicity, and avalanches. It was shown by comparative
analysis that the constructed S-boxes are superior to traditional designs to
resist linear and differential cryptanalysis. In addition, the scalability and
modularity of the methodology provide flexibility to both lightweight and
high-security applications.
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