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Abstract

The advancement of technology is changing digital communication systems rapidly. The
development of network topologies is equally growing. Both trends have led to an increase in the
number of cyber threats. Intelligent and adaptive Network Intrusion Detection Systems (NIDS)
have become more necessary to counter the growing threat of cyber-attacks that include zero-
day exploits, polymorphic malware, and other malicious traffic patterns. Sophisticated attacks
could go undetected in large-scale network environments. This paper proposed the possibility
of using structured machine learning in intrusion detection by utilizing the UNSW-NB15 Dataset.
The analysis involved comparison of five machine learning algorithms: Random Forest, Naive
Bayes, Neural Network, Gradient Boosting, and Stochastic Gradient Descent. The Random Forest
model achieved high accuracy.

Subject Classification: 68M25, 68M12.

Keywords: Network intrusion detection system, Cybersecurity, Machine learning, Network traffic
analysis.

1. Introduction

The rise in network traffic due to the rise in internet technology, cloud
computing, and interconnected systems has reached unprecedented levels.
Even though there have been many developments in internet technology,
cloud computing, and interconnected systems that have facilitated easier
communication and data exchange, these technological improvements have
posed some very complex cybersecurity challenges [1]. Some examples of
cyber attacks such as distributed denial-of-service attacks, phishing,
malware injections, ransomware, reconnaissance, and unauthorized access
have become complex [2]. Consequently, the protection of network
communication and the real-time detection of intrusions become
fundamental components of modern computer networks. Conventional
security mechanisms, such as firewalls and signature-based intrusion
detection systems are insufficient against modern and emerging cyber
threats because they depend on recognizing predefined patterns of known
attacks [3]. While cryptographic protocols such as Advanced Encryption
Standard (AES) [4] and Rivest-Shamir-Adleman (RSA) [5] ensure
confidentiality, authenticity, and secure communication. Cryptography
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alone cannot identify malicious activities occurring within encrypted
connections or underlying network traffic. Because of increasing demand,
there is need for intelligent security frameworks using the combination of
secure communications with intelligent mechanisms for the detection of
attacks [6]. Machine Learning (ML) provides a powerful means of detecting
unusual network activity because ML algorithms can "learn" typical
patterns of traffic in addition to recognizing unusual behaviours [7]. ML-
based intrusion detection systems can automatically analyze massive
amounts of network traffic data and identify both known and unknown
threats [8]. Algorithms capable of successfully detecting anomalies in
networks in cybersecurity are Random Forests [9], Neural Networks [10],
Naive Bayes [11], Stochastic Gradient Descent [12], and Gradient Boosting
[13]. Each of these algorithms has provided statistically significant
performance improvements for the accurate detection of intrusions [14].
This work proposes a hybrid cryptographic security framework for external
network traffic and uses the UNSW-NB15 Datasets for testing purposes
[15]. This framework provides two levels of security for external network
traffic combining cryptographic techniques with intelligent anomaly
detection methodologies. The UNSW-NB15 dataset has gained immense
popularity within the field of cybersecurity because of its accuracy in
providing simulations of actual modern day network traffic including many
categories of cyberattacks exploit, fuzzer, reconnaissance, worm, shellcode,
denial of service. This study relates to the Sustainable Development Goals
(SDG) 9: (Industry, Innovation and Infrastructure), since it will use
intelligent ML based cyber security technologies to help improve secure
digital infrastructure.

1.1 Objective

The primary objectives of proposed model are as follows:

e To develop an efficient machine learning-based intrusion detection
system.

e  To analyze and classify network traffic using multiple ML algorithms.

e  To compare the performance of Random Forest (RF), Neural Network
(NN), Gradient Boosting (GB), Stochastic Gradient Descent (SGD), and
Naive Bayes (NB) models.

. To improve network security using preprocessing, feature selection,
and hybrid cryptographic techniques.

2. Methodology

The proposed methodology follows a structured machine learning
approach for intrusion detection and secure network traffic analysis. The
system performs data preprocessing, feature selection, normalization, and
classification to improve detection accuracy.
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Figure 1
Proposed Hybrid Cryptographic Framework

The proposed methodology is shown in Figure 1. The overall
framework combines intelligent anomaly detection techniques with
security mechanisms to enhance cybersecurity performance in modern
network environments.

2.1 Dataset

The approach relies on the UNSW-NB15 Dataset, which is a
benchmarking dataset that has been constructed for modern network
intrusion detection studies [15]. This dataset comprises 175,341 records of
network traffic data without any missing values, including 33 predictive
attributes derived from network flows. Binary classification has been
conducted by label attribute, distinguishing normal traffic from malicious
one.

2.2 Data Preprocessing

Preprocessing will result in transformation of the raw network traffic
data set into an efficient feature space. Consider that the whole data set is
defined in equation 1.

D ={X,Y} (D

Where X = {x4,Xy,...,Xy}represents input feature vectors, Y € {0,1}
represents the target label, Y = 0: Normal traffic, Y = 1: Malicious (attack)
traffic.

Irrelevant attributes such as attack_cat are removed from the training
dataset to eliminate redundancy and reduce classification bias as in
equation 2.

X' = X — {attack_cat} (2)
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Where X'= refined feature set used for training. The target feature was
defined for classifying traffic as normal or malicious. Categorical attributes
such as protocol, service, and connection state were converted into
numerical form, while continuous features were normalized using Z-score
standardization to ensure uniform scaling and improve model performance,
as shown in Equation 3 [17].

Xi—
z; ="F (3)

where Xi= original feature value, u= mean of feature, o= standard deviation,
Z;= standardized feature value. Further, refinement of the set of features
was carried out using evaluation approaches like Information Gain and Gini
Index ranking, which made it possible to identify the most significant
characteristics of the traffic for intrusion detection. Feature importance is
evaluated using Information Gain, defined as equation 4.

IG(Y,X)=H(Y)—-H(Y | X) (4)
Where, H(Y)= entropy of class distribution, H(Y | X)= conditional
entropy after feature split, /G= reduction in uncertainty after observing

feature X. Similarly, the Gini Index used for feature ranking is computed as
equation 5 [18].

Gini(D) =1- Y. p? (5)

where p; represents the probability of class i. Based on these ranking
measures, the optimal feature subset is selected as equation 6.

Fyese = {f1, f2r 30+ f10} (6)

The final preprocessed feature space is then provided to the machine
learning classifier for intrusion detection as equation 7.

fXH-Y (7)
where f(X')represents the trained classification model used to predict
normal and malicious network traffic. The process of Exploratory Data
Analysis (EDA) and feature selection was conducted to determine
important patterns in the data set and to increase training model efficiency.
To filter out redundant features, a "Best Ranked:10" technique was
employed, selecting the top ten features, which contribute the most to
intrusion detection performance, as shown in Table 1.

Table 1
Top Ranked Network Traffic Features Based on Information Gain and Gini
Index Analysis
Rank Attribute Feature Type Information Gain Gini Score
1 dinpkt Numeric 0.377 0.210
2 dload Numeric 0.332 0.189
3 synack Numeric 0.295 0.165

Contd...
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4 teprtt Numeric 0.294 0.165
5 ackdat Numeric 0.293 0.164
6 dpkts Numeric 0.255 0.147
7 state Categorical 0.248 0.136
8 dmean Numeric 0.241 0.138
9 dbytes Numeric 0.227 0.128
10 sjit Numeric 0.191 0.118

The feature ranking analysis indicates that malicious network
behavior is strongly associated with traffic flow characteristics and TCP
handshake timing features.

2.3 Random Forest

RF is an ensemble learning technique that combines multiple decision
trees to improve classification accuracy and reduce overfitting. The final
prediction is obtained using majority voting among all generated trees as
equation 8 [19].

? = mode(T; (X), T, (X), .., Ty (X)) 8)

Where, Y = final prediction, Ty, (X) = prediction of m™ decision tree, M
= number of trees. Each tree is trained on bootstrapped samples and
random feature subsets, reducing overfitting and improving generalization.

2.4 Naive Bayes

NB assumes that all input features are conditionally independent given
the target class. The posterior probability for classification is computed
using Bayes’ theorem as equation 9 [20].

PP}
PCIX) = =% 9)

Where P(C | X)= posterior probability of class Cgiven feature vector
X, P(X | €)= likelihood of observing feature vector Xunder class C, P(C)=
prior probability of class C, P(X)= evidence probability of feature vector X.
Under the conditional independence assumption, the probability model
becomes as equation 10.

P(C1X) e« P(O) ] P(x;10) (10)
The final classification rule is equation 11.
Y = argmax, P(C) H?=1P(xi | C) (11)

Where, x;= individual feature value, n= total number of features, Y=
predicted output class. NB provides fast classification with low
computational complexity; however, its independence assumption may
reduce performance for highly correlated network traffic features.
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2.5 Neural Network

The NN model computes the weighted combination of input features
followed by an activation function as equation 12 [21].

y = fEizawi x;+b)) (12)
where x;represents the input feature, w;denotes the corresponding weight,
bis the bias term, and f(-)represents the activation function. The weighted
input to a neuron is computed as equation 13.

7O = W ®al-1 4 p® (13)
where: z(® = weighted input at layer [, W®= weight matrix of layer [,
a"V= activation output from previous layer, b= bias vector

The activation output is then obtained using an activation function as
equation 14.
a® = f(z) (14)
Where f(:)=nonlinear activation function such as Sigmoid or ReLU.
The final prediction is calculated as equation 15.
Y =o(WX +b) (15
Where o(-)= output activation function, W= output weight matrix, b=

output bias vector. NN can learn highly complex nonlinear relationships
between network traffic attributes and intrusion patterns.

2.6 Gradient Boosting
In GB, each new learner attempts to correct the residual errors
generated by the previous model. The boosting process is represented as
equation 16 [22].
Ep(x) = Fpoq (%) + Yihin (%) (16)
Where F,(x) = updated prediction model at iteration m, F,_;(x)=

previous prediction model, h,, (x)= weak learner trained on residual errors,
¥m= learning rate controlling model updates.

2.7 Stochastic Gradient Descent

SGD updates parameters iteratively using individual training samples
or small batches. The optimization objective is defined as equation 17 [23].

1 oN
J©) =~ X, LY, f(X;;6) (17)
Where J(6)= total loss function, N= total number of training samples,
L(-)= loss function, f(X;;8)= predicted output for sample X;, 6= model
parameter vector
Model parameters are updated iteratively using equation 18.

011 = 6 — V] (0 X1, ¥i) (18)
Where 0, = parameter vector at iteration t, 6,,,= updated parameter
vector, 1 = learning rate, V]J(0;; x;,y;)= gradient of loss function for training
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sample (x;7y;). SGD significantly reduces computational complexity and
training time, making it suitable for large-scale and real-time intrusion
detection systems.

3. Results and Discussion

In this section, the comparative performance analysis of the five
machine learning algorithms used for network intrusion detection is
provided. The prediction function of the classification system is
represented as equation 19.

fXH)->7Y (19)

Where X'= preprocessed feature vector, f(:)= trained machine
learning classifier, ¥ € {0,1}= predicted output class, 0: Normal traffic, 1:
Malicious traffic. The predicted output Yis compared with the actual target
value Yto compute classification performance. MCC is a robust evaluation
metric for binary classification under imbalanced datasets as equation 24
[16].

_ TPXTN—FPXFN
= J(TP+FP)(TP+FN)(TN+FP)(TN+FN)

Where MCC = +1: perfect prediction, MCC = 0: random prediction,
MCC = —1: completely incorrect prediction. The Classification Accuracy of
RF is 95.2%, where F1-Score is 0.952 meaning that RF can efficiently
classify malicious traffic vs benign traffic. Moreover, RF exhibited the
highest MCC score of 0.889, showing that RF is one of the most robust and
reliable classifiers. Also, NN and GB are among efficient classifiers, with a
CA 0of 93.9% (NN) and 93.8% (GB). Both algorithms have an AUC of 0.987
meaning that they also have a great capacity to classify attack vs benign
packets. The various performance measures used to validate each algorithm
include AUC, CA, Precision, Recall, F1-Score, and MCC as shown in Table 2.

McCC

(20)

Table 2
Comparison of Different Models
Model AUC | CA F1 Precision | Recall | MCC
Random Forest 99.1 | 95.2 | 95.2 95.2 95.2 88.9
Naive Bayes 88.0 | 725 | 73.4 80.0 72.5 49.6
Neural Network 98.7 | 939 | 93.8 93.9 93.9 85.9
Gradient Boosting 98.7 | 93.8 | 93.7 94.1 93.8 85.8
Stochastic Gradient Descent | 87.2 | 91.3 | 91.0 91.7 91.3 79.8

SGD classifier achieved model accuracy of 91.3% with stable
performance and earned an AUC of 0.872. This is due primarily to the
independent assumptions about the correlations among features in the
model since network traffic features demonstrate significant correlation.
Figure 2 (a), (b), (c), (d) and (e) shows all five different confusion matrix.
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Figure 2
Confusion Matrix of Different Machine Learning Models

Figure 3 (a) represents the ROC curve that considers the performance
of classifiers in detecting the attack traffic based on the trade-off between
the True Positive Rate (TPR) and False Positive Rate (FPR). The maximum
value of area under the curve is seen with random forest, equal to 0.991.
Figure 3 (b) represents the Principal Component Analysis diagram. As per
the findings from Principal Component Analysis, the contribution from the
first principal component towards explaining the total variance is 16.5%,
whereas the second principal component accounts for an extra 6.5%.
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4., Conclusion

The rapid increase in cyber threats and the growing complexity of
network attacks have highlighted the limitations of traditional intrusion
detection techniques. This study investigated the effectiveness of machine
learning algorithms for network intrusion detection using the UNSW-NB15
dataset and the Orange data mining framework. Five machine learning
algorithms, namely Random Forest, Neural Network, Gradient Boosting,
Naive Bayes, and Stochastic Gradient Descent (SGD), were implemented
and evaluated to assess their classification performance. The experimental
results demonstrated that Random Forest achieved the highest accuracy of
95.2%, outperforming the other evaluated algorithms. These findings
indicate that machine learning techniques, particularly Random Forest,
offer a promising approach to improving the accuracy and reliability of
network intrusion detection systems.
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