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Abstract

The fast development of quantum computing presents a major challenge to classical
public-key cryptographic systems and especially the Elliptic Curve Cryptography (ECC) which
is based on the hardness of the elliptic curve discrete logarithm problem. This paper provides a
comparative study of isogeny-based cryptographic protocols with ECC-based schemes of post-
quantum secure applications. A SIKE-like protocol is adopted and used to test isogeny-based
mechanisms under real-world conditions, in addition to typical ECC protocols. The comparison
is based on the size of key, complexity of computation, use of memory and communication
latency. Experimental results show that, whereas ECC is more efficient and has lower latency
in a classical setting, isogeny-based schemes have a higher resistance to quantum attacks, but
with a higher computational cost. The findings show a performance-quantum security trade-off,
thus requiring to design optimized hybrid cryptographic frameworks in the future to support a
secure communication system.
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I. Introduction

The growing development of the quantum computing technologies is a
significant threat to the popular public-key cryptographic systems.
Classical-based schemes like Elliptic Curve Cryptography (ECC) are based
on the computational infeasibility of the elliptic curve discrete logarithm
problem, which can be efficiently addressed using quantum algorithms,
including the Shor algorithm [1, 2]. This weakness has prompted the
increased pace of research in post-quantum cryptography where
alternative mathematical frameworks are under consideration in order to
provide long-term security of data [3, 4, 5]. Isogeny-based cryptography has
come into consideration as one of the promising candidates since it relies
on the complexity of the computation of isogenies between elliptic curves,
which is considered to be immune to both classical and quantum attacks [6,
7]- This paper is devoted to the comparative analysis of ECC and isogeny-
based cryptographic protocols in the framework of the secure
communication systems [8, 9]. It looks at the variance of computational
efficiency, key size, memory usage and latency in a practical
implementation environment [10].

II. System Models and Cryptographic Frameworks

This section identifies system-level architectures that combine ECC
and isogeny-based cryptography, emphasizing secure communication
model, key exchange schemes, structural variations impacting scalability,
interoperability, and robustness. Figure 1 depicts ECC and isogenous
cryptographic system architecture.
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Figure 1
System Architecture for ECC and Isogeny-Based Cryptographic Frameworks
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A. System architecture for ECC-based secure communication

ECC architecture uses the key generation, encryption, and decryption
modules with the use of elliptic curve, lightweight keys and secure channels
and the effective computational structures to use in real time
communication systems.

d = [*'(r(Omodn)dt 1)

This step is a model step to generate private keys where a randomized
function is restricted to a finite group and this method generates uniformly
distributed secret scalar to perform the secure elliptic curve operations (Eq.
1).

Q = ["d - G®lat 2)

It involves taking the public key as a result of scalar multiplication of

the secret key and a specific generator point, thus permitting secure key
exchange protocols (Eq. 2).

ct= [k - G@®]dt (3)

2= ["[M + k - Q©)]dt (4)

The stage produces the initial ciphertext element with the help of an
ephemeral random value which adds randomness and increases forward
secrecy in the encryption procedure (Eq. 3). The result of this step is the
second ciphertext block, which is a combination of the message and the

public key of the receiver, and is secured by providing security through
secure mathematical masking (Eq. 4).

M= ["[c?—d - ci(t)]dt (5)
This step is used to restore the original message in such a way that it

reverses the encryption transformation with the help of the private key and
data sent over the network are recovered correctly and securely (Eq. 5).

s =" J Y= (Creco, — Csene,) dt (6)

This action ensures integrity of communication by determining the
deviation between the sent and received values, error detection,
consistency and reliability in a secure communication channel (Eq. 6).

B. Communication and computation workflow comparison

In this subsection, the workflows of ECC and isogeny are compared,
the steps of encryption are analyzed, the process of key exchange is
analyzed, the complexity of calculations and the efficiency of data
transmission in different network and processing conditions are analyzed.

M. = [O[Smy - ()] de 7)
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This operation codes input data through the combination of weighted
basis functions with time, converting discrete message bits to a continuous
form to be used in cryptography (Eq. 7).

01
Epecc = [ (kG)? + (kQ)? dt (8)

This equation is an approximation of computational effort of ECC in
terms of scalar multiplication of generator and public keys and is a

reflection of the complexity of processing in general when performing
encryption and key exchange processes (Eq. 8).

Eiso = ["ToE" - ED(O)]dt 9)

This operation is a transformation of elliptic curves by isogeny

mapping, which captures structural changes that can allow key exchange
that is resistant to quantum-based computational attacks (Eqg. 9).

01
Ccomp = f Eb%CC + EIZSO dt (10)

This is a hybrid of ECC and isogeny computational complexities, which
offers a complete measure of overall cost of cryptographic processing in
hybrid systems (Eq. 10).

01 Cczom
RN s R (an

It is a measure of efficiency in the system by providing a tradeoff
between computational complexity and communication overhead and
latency considerations and provides a combined performance measure of
secure communication systems (Eq. 11).

III. Methodology and Experimental Design

A. Implementation of isogeny-based schemes (SIKE-like framework)
Isogeny-based isogenous implementation: SIKE-like protocols are

implemented using supersingular elliptic curves, isogeny computations, and

key exchange is secure, but is not hardened for quantum adversaries that

can structure their algorithm design.

E°=f1[y2=x3+ ax + bmod pldt (12)
This is the step that defines the initial elliptic curve in the context of

finite field, and hence, the algebraic structure and the choice of parameters
to carry out secure cryptography (Eq. 12).

K= ['T(P + [mlQ)dt (13)

The computation yields a secret kernel whose basis (base points and

scalar multiplication) is the foundation of the construction of secure
isogeny-based transformations (Eq. 13).

@ E° > E'= [T g (x,y)]dt (14)
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The step is an isogeny whereby an elliptic curve is transformed into
another using a kernel-computed isogeny that makes the secure structural
transformation required by quantum-resistant key exchange protocols (Eq.
14).

PK = ['[(E"9(P),0(@")]dt (15)

This equation derives the public key, it involves an isogenic map of

base points and leads to sharing of shared parameter, which is not secure in

the event that the shared parameter is shared across the insecure
communication channels (Eq. 15).

Vieo = J ' Z1" (554 — SSE)2dt (16)

This test is applied to test accuracy by verifying the deviation of
independently computed joint secrets which is both sides incur the same
key and integrity of communication is achieved (Eq. 16).

B. Performance metrics: key size, computation time, memory, latency

The important size efficiency of cryptographic schemes, their
computation time, and memory usage and communication latency are also
taken into account, with the assistance of performance evaluation, and, as a
result, it will be feasible to compare cryptographic schemes in terms of
their practicability in the field of implementation and in resource-
constrained environments in general.

Ksize = ['TE" kilde (17)

It is a total key size equation that adds up the key components by

domain that determine the storage needs and scaling properties of
cryptographic key constructions (Eq. 17).

1 —1n
Musage = f Xttt mZdt (18)

This step assesses memory utilization by aggregating memory
components (root-sum square) that represents the total storage utilization
during cryptographic computations and protocol execution procedures (Eq.
18).

Leomm = J°T [ (52) + 5] at (19)

This equation is used to estimate the latency through the integration of
the transmission delay and constant overhead versus time which takes into
consideration bandwidth constraints and propagation delays in
communication channels (Eq. 19).

0
Cres = f T Tczomp + Mﬁsagedt (20)

This step is a model of total resource cost as it involves a combination
of computational effort and memory consumption, which gives a single
presentation of energy consumption in cryptographic operations (Eq. 20).
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0 Kszize
lpperf = f B dt (21)

(Tczomp"' L%omm"‘ = miz)
The measure is a quantification of efficiency in relation to key size and
a combination of other important computation, latency, and memory
metrics, which provides an overall performance measure in cryptographic
system optimization (Eq. 21).

C. ECC-Isogeny Secure Key Exchange Protocol

The proposed communication protocol is a comparative
communication protocol by means of secure keys, which is based on Elliptic
Curve Cryptography (ECC) and isogeny-based cryptographic mechanisms
for post-quantum secure communication environments. The protocol
allows establishment of an authenticated secure session between the
sender and receiver entities by performing lightweight ECC operations and
isogeny transformations that are quantum resistant.

SENDER (S) INITIALIZATION (Trusted Setup) RECEIVER (R)
Local Computation le—n! Elliptic Curve Parameters (p, a, b) | Local Computation
Epritopment Finite Field Structure (GF(p)) Eavcment

Generator Point (G)

[ o e o e o e ) Isogeny Domain Parameters | | | Fo- - mm o mom = 1
| Private Parameters (Keop Secret)

¥ Hash & Security Parameters
+ ECC Private Key (d 5) + ECC Private Key (d )

+ Isogeny Secret (Kernel ;)

|
|
1
1
|
| PUBLIC PARAMETERS
| (Shared)

[ — — — = . Elliptic Curve Parameters (p, a,b) [~ — —— =¥
+ Generator Point (G)

* Local Random Values * Local Random Values

1
)
[
i
)
‘ .
+ Isogeny Secret (Kernel 5) 1
I
[
I
* Internal State Information !
i
i
)
i

I
!

I

|

|

I

I

|

* Internal State Information |
I

|

|

|

—)

i
|
|
| + Isogeny Domain Parameters
I

__________________ | e

* Hash & Security Parameters
4’| SECURE COMMUNICATION CHANNEL |¢7
Figure 2
ECC-Isogeny Secure Key Exchange Workflow for Post-Quantum
Communication

The system initialization, public/private key generation, exchange of
ciphertexts, derivation of shared secret, verification of authentication and
establishment of session key steps are included in the framework. The
“classical” communication systems that use ECC operations are more
efficient, while isogeny-based transformations offer greater resistance to
adversarial attacks using quantum computers. In the proposed
communication framework, the secure key exchange through the ECC-
isogeny is shown in Figure 2. The proposed protocol contains 2
communication entities namely sender S and receiver R in the environment
of ECC based and isogeny based cryptography. When initializing, elliptic



4760 P. N. KHAIRNAR ET AL.

curve parameters, finite field structures, generator points and the domain
parameters of the isogeny domain are created, which ensure secure
communication channels. Public cryptographic parameters are distributed
by trusted initialization procedure and private parameters are kept
confidential in local computation environments.

IV. Algebraic structure of elliptic curves over finite fields

This chapter describes algebraic properties of elliptic curves on finite
fields, group operations, addition of points, multiplication of scalars, and
mathematical properties that make elliptic curve cryptography and
computationally efficient.

E(F,) = fl[y2=x3+ ax + bmod pldt (22)

P+ Q= ["[G3yD]de (23)

The equation illustrates the elliptic curve in finite field Fp which

guarantees correct algebraic structure and parameter bounds needed to

execute secure cryptographic functionality (Eq. 22). This operation is the

addition of two points on an elliptic curve, to generate a third point on the

curve, keeping the closure and allowing them to be used in group-based
cryptographic operations (Eq. 23).

12
2p — fl[(Sx +a,y3)]dt (24)

2y1

This equation is a doubling of a point on elliptic curve, calculating
tangent-based result, which is a fundamental operation in cryptographic
algorithms in calculating scalar multiplication (Eq. 24).

Ge= ["JIr"PEde (25)

This procedure checks elliptic curve group properties by summing
point magnitudes, which guarantee closure, associativity, identity and
invertibility needed to perform secure algebraic operations (Eq. 25).

1 =1n
Hgeprr = [/ (@ — kP)? + 71" ri2dt (26)
This equation is a model of difficulty of solving elliptic curve discrete
logarithm problem, which is a combination of unknown scalar and

randomness, which is highly computational hard against adversarial attacks
(Eq. 26).

V. Result and Discussion

Results give comparative analysis of ECC and isogeny schemes, and
remark on the performance disparity, security, and trade-offs, and real-
world practicability of post-quantum safe communication systems under
different circumstances.
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Table 1
Comparative Performance Evaluation of ECC and Isogeny-Based Cryptographic
Protocols
. R Isogeny-Based
Metric ECC-Based Protocol Protocol (SIKE-like)

Key Size (bytes) 32 330

Public Key Size (bytes) 64 564

Private Key Size (bytes) 32 48

Computation Time (ms) 2.8 45.6

Key Exchange Time (ms) 3.5 523

In Table 1 of results, it is indicated that the ECC-based protocols are
much more efficient than the isogeny-based protocols. Variable sizes,
performance and performance comparisons are visualized in Figure 3.
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Figure 3
Visualization of Key Size, Performance, and Efficiency Metrics in
Cryptographic Protocols

The sizes of key of ECC are very small (32-64 bytes), computation and
exchange of key are also very small therefore it is used in real time
applications. Conversely, the SIKE-like protocols need large keys and have
high computation time, which introduce latency.

Figure 4 indicates the ECC, and isogeny protocol performance. This
overhead is however offset with their higher resistance to quantum attacks
and it is clear that there is a trade off between the performance efficiency
and the post-quantum security assurance.
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Figure 4

Comparative Performance of ECC-Based and Isogeny-Based
Cryptographic Protocols

VI. Conclusion

This was a comparative analysis of isogeny cryptographic protocol and
elliptic curve in postquantum secure application. The results indicate that
Elliptic Curve Cryptography (ECC) is extremely effective in terms of its
speed of computing, memory, and low latency that can be implemented in
the current real-time systems. It may however be susceptible to quantum
attacks thereby restricting its use in long run. Comparatively, cryptographic
constructions that are based on isogeny, especially SIKE-like, are resistant
to quantum adversaries to a significant extent, as they are based on
mathematical hardness. They are costlier to compute, and they need more
resources, but may prove to be a possible solution in the security field. On
the whole, the paper discusses the necessity to introduce hybrid crypto-
techniques, which are efficient and quantum resistant in order to improve
the future safe communication system.
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