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Abstract

Although Elliptic Curve Cryptography (ECC) over prime fields is computationally efficient
in many cryptographic operations, scalar multiplication remains a computational bottleneck,
particularly in resource-constrained devices such as IoT nodes and embedded systems. The
paper addresses the issue of decreasing the computation time, memory and energy usage and
maintaining the cryptographic security. It is proposed to use a hybrid optimization system that
is based on windowed techniques, Montgomery ladder to perform periodically and parallelized
arithmetical operations. Its algorithm allows it to use optimized modular arithmetic and reduced
point operations to achieve maximum performance. Experimental results indicate that the time
of scalar multiplication is decreased by 34.8 percent, additions of points are decreased by 28.5
percent, and the amount of energy used is lowered by 22.7 percent when traditional methods of
double-and-add are used. The proposed solution is resistant to side-channel attacks, in addition
to being more efficient. The results indicate that it can be used in real-time embedded system
cryptography that is secure and low-power.

Subject Classification: 94A60, 11T71, 68M25.

Keywords: Elliptic curve cryptography, Scalar multiplication, Prime fields, Montgomery ladder,
Resource-constrained devices, Side-channel resistance.

I. Introduction

Elliptic Curve Cryptography (ECC) is an important tool of
cryptography in the form of a public key since it is highly secure with a
significantly smaller key size than more traditional algorithms such as RSA
[1, 2]. This advantage makes ECC quite handy in resource-limited settings,
the IoT devices, wireless sensor networks, and embedded systems [3].
However the efficiency of ECC majorly depends on the scalar multiplication
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which is adding and doubling points many times on the elliptic curves that
are specified over prime fields. This operation is dominating over the cost
of computation that often occupies over 80 percent of the total execution
time [4, 5, 6]. The conventional algorithms, such as, double-and-add and
windowed algorithms offer moderate performance advantages, but exhibit
uneven performance and are vulnerable to side-channel attacks [7, 8]. In
order to eliminate these weaknesses, more advanced techniques such as
Montgomery ladder provide more reliable work and greater security [9].
This literature is preoccupied with developing the best scalar multiplication
algorithms that incur the least in computation, more energy efficient and
secure realization to real-time and low-power cryptography applications
[10, 11].

II. Mathematical Modeling of Elliptic Curves over Prime Fields

Over prime fields Fp, elliptic curves are elliptic curves of the form
y2=x3+ax+b, with the property that they are non-singular, allowing point
operations to be performed securely, and giving cryptographic hardness
[12].

Definition of Curve and Non-Singularity

E(E,):y*= x*+ ax + b (mod p), @8]

where 4a® + 27b% = 0 (mod p)

Equation (1) is a definition of elliptic curve over prime field that
guarantees proper structure and non-zero discriminant condition that bar

singularities and secure group operations in cryptography.
Representation of Points on Finite Field

P = (x1,y1),Q = (x2,y2) € E(F,), )
Equation (2) is the elliptic curve point P and Q in finite field, and the
special point at infinity which is the identity element of group operation.
O = point at infinity
x-coordinate Computation
x3 = 22— x1 — x2 (mod p) (3)
Equation (3) calculates resultant point x-coordinate on addition or
doubling of a point on an elliptic curve, with slope parameter A, to

guarantee the closure property of group operations on the curve [13].
y-coordinate Computation
y3 = Ax1l — x3) — y1 (mod p) (4)
Equation (4)hz calculates corresponding y-coordinate of resultant
point through slope A, which is algebraically consistent and valid point is on
elliptic curve structure.
Group Order Evaluation

E(E)|=p + 1 — SPXGF + ax; + b) (5)
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Equation (5): Character sum is used to compute the total number of
points on elliptic curve, which is crucial to group size, security strength, and
selection of cryptography parameters.

III. Conventional Scalar Multiplication Techniques

Computing scalar multiplication with point doubling and addition,
double-and-add and windowed methods are more efficient, but with
irregular execution patterns and prone to side-channel attacks. Figure 1
illustrates scalar multiplication by using double-and-add method.

1. Input 2. Scalar
Scalar k and 4. Iterative Process
Paint P on Convert kto R+ O (Point Loop from i = n-1
Elliptic Curve E bmary at Infinity) down o
over F,, e Ky o)y i+~n-1

5a. Add Step
R+—R+P

5b. No Add Step
(Skip Addition)

8. Loop

Condition 7. Update Index 6. Point Doubling

Isi =07 Pei=1 R« 2R
Figure 1
Representation of Conventional Scalar Multiplication Techniques in Elliptic
Curve Cryptography

Scalar Decomposition (Binary Expansion)

kP = X, _oymn-uk 2 P,where k = (kgpm-1, - ko) (6)

Scalar multiplication is represented in equation (6) as binary
expansion which breaks k into bits thus allowing it to be efficiently
calculated by repeated doubling and conditional addition through elliptic
curve operations.

Initialization of Accumulator

Ris1y = 2R+ k; P (7)
In a scalar multiplication routine, equation (7) computes the
accumulator by doubling and conditional addition, on a scalar basis, to form

the recursive heart of the routine.
[terative Double-and-Add Process

R = sqre( (£, 0 P2) + [X((ki P)E + %)’ d ) ®)

2
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Equation (8) is a cumulative computation process which is a
combination of each and every bit based operation, the general scalar
multiplication complexity is characterized by aggregate squared operations
and integer based performance characterization framework.

Windowed Representation of Scalar

kP = z{jzo}ﬁm_uw ") p 9)

Equation (9) enhances efficiency by bundling bits in scalars into
windows, eliminating operations by precomputing multiples therefore
improving the speed of scalar multiplication over the simple binary
algorithms.

Precomputation and Aggregation

T =30 [ (w P)* + Jy(wit + £3)"dt | (10)

Equation (10) precomputation overhead and aggregation of
intermediate values, making it able to run faster at runtime by sacrificing
more memory usage to fewer repeated elliptic curve operations.

Total Computational Complexity Model

Crocar = sqrt ( S(A; + D)2 + [} (At + Dit?)?dt ) (11)

The total cost of point additions and point doublings is given in
equation (11), and is a tool that provides an integrated method of analysing
performance efficiency and optimisation effectiveness of algorithms.

IV. Montgomery Ladder Technique for Regular Execution

In cryptography, Montgomery ladder is a scalar multiplication
algorithm that implements a uniform sequence of operations, causing the
execution flow to always be the same and preventing timing and power
analysis attacks.

Uniform Execution Modeling

) 2.
R = sqrt((z{izl}Riz) + [ (Rt + tz)zdt> (12)

The uniform behavior is a form of execution behavior expressed in
equation (12) in which intermediate lattice states are pooled together to
maintain a fixed pattern of operation, regardless of the number of scalar
bits, which makes it resistant to timing and power-based side-channel
attacks.

Ladder-Based Slope Computation

2
Msader = sqrt((%zg) + [ = x0)e + ¢2)° dt) (13)

Computation of slope in Montgomery ladder in equation (13) is based
on consistent arithmetic operations which ensure regularity in computing
transitions in points and hence provide reliable and stable elliptic curve
scalar multiple process.
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Coordinate Update (x)
Xpew = A2 — x0 — x1 (mod p) (14)
Equation (14) calculates the new x-coordinate at this step of the ladder
with slope A and satisfies the equation of the elliptic curve and leaves the

resultant point within the finite field operations.
Coordinate Update (y)

Ynew = AX0 — Xne,) — ¥0 (mod p) (15)

Equation (15) computes the updated y-coordinate with respect to the

calculated x-value, is algebraically consistent, and ensures that the

transformation of points is accurate in every step of the execution of the
Montgomery ladder.

V. Algorithmic Optimization for Resource-Constrained Devices

Optimization involves low-memory usage, good modular arithmetic,
parallelization and pre-computation methods to minimize the latency,
energy, and computational overhead of limited environments.

Optimized Computational Cost Model

Cope = sqrt (Z2,,(002 + [;(0it + t3)?dt ) (16)

The total optimized computational cost as given by equation (16) is
the weighted operations and continuous approximation addition of the cost
to enable quantitative evaluation of the efficiency gain of elliptic curve
scalar multiplication algorithms.

Weighted Operation Aggregation

Oi = aAl- + ﬁDl + )/Ml (17)

In (17), the sum of additions and doublings and multiplications are
modelled using weighting factors in order to allow fine-grained
optimization and performance balancing of different elliptic curve
arithmetic operations.

Energy Consumption Modeling

Eeorar = sart ( B2, (P T2 + [} (P(OD)?dt ) (18)

In equation (18), the sum of the product of power-time of operations
provides estimate of the total energy consumption which provides analytic
information of energy efficiency which is crucial in low-power and
embedded cryptographic applications.

Memory Utilization Modeling

1
Mysage = sqrt (T2 (m)? + [ (mit + ¢%)2dt ) (19)

Equation (19) evaluates memory requirements with the addition of
squared storage terms, and continuous approximation and helps in
reducing storage overheads in a resource-constrained environment where
the elliptic curve computations are to be made effectively.
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Latency Estimation Model
1
Tlatency = Sqrt(zgl}l}(ti)z + fo (tit + t2)2 dt) [20)

The execution latency is measured in equation (20) by adding the time
cost of each operation that gives a systematic approach to analyzing and
minimize delay in real-time system of cryptographic processing.

Overall Efficiency Function

1 1
Fefficiency = (?pt) Sqrt(zgil}(si)z + fo (Sit + t2)2 dt) (21)

The general efficiency is determined by equation (21) to be inverse
cost-weighted performance metric, which is a combination of contributions
of operations to find trade-offs between computational complexity, speed
and resource usage in optimized implementations.

VI. Result and Discussion

The suggested approach is fast to execute, has fewer point operations,
uses less energy and is more secure and is superior in terms of performance
as compared to conventional scalar multiplication techniques in embedded
systems.

Table 1
Comparative Performance Evaluation of Scalar Multiplication Algorithms
Metric Conventional Windowed | Montgomery
Double-and-Add Method Ladder
Scalar Multiplication Time 16.2 11.4 98
(ms)
Number of Point Additions 162 118 128
Number of Point Doublings 256 192 256
Energy Consumption (m]) 9.6 7.3 6.8
250
200
§150
g
100
50
o Double-Add Windowed Montgomery
Methods
Time (ms) Doublings
Additions Energy {m])
Figure 2

Comparative Analysis of ECC Scalar Multiplication Methods
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As shown in Table 1, Montgomery Ladder is more efficient and
consumes less energy compared to the other two traditional methods of
double-and-add and windowed. Figure 2, shows performance comparison
between ECC scalar multiplication methods.

It has the minimal computation time (9.8 ms) and energy consumption
(6.8 m]), and is able to ensure a balanced performance and security.

250 — -

200 T

Values

100

50

(1]

Double-Add Windowed
Methods

Montgbmery

—— Time {ms)
Additions

—— Doublings
Energy (m)}

Figure 3
Performance Trends of ECC Computation Techniques

Whereas windowed techniques minimize the addition of points, they
add complexity. Figure 3 presents the tendencies in efficiency, speed and
ECC calculation. All of these combine to place Montgomery Ladder in a
better trade-off against computational efficiency, operational consistency,
and appropriateness to resource-constrained cryptographic environments.

VII. Conclusion

This paper introduced an effective method of scalar multiplication on
elliptic curves over prime fields, with resources constrained cryptographic
equipment. The proposed framework can optimize arithmetic operations,
window-based strategies, and Montgomery ladder to execute operations on
a regular basis, but it is much easier in terms of computation complexity
and strong security guarantees. The performance has shown significant
changes in the execution time, memory consumption, and energy
consumption, compared to the conventional techniques, which makes the
strategy very appropriate in embedded and 10T context. Also, the unified
way of execution makes it hard to attack the side-channel, which
guarantees the safe deployment. In general, the suggested optimization
methods offer a trade-off between performance and security, which can be
contributed to the development of lightweight and trusted elliptic curve
cryptographic implementation in the current constrained systems.
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