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Abstract

The Discrete Logarithm Problem in Hyperelliptic Curve Groups (HECDLP) is a fundamental
basis to more advanced cryptographic systems, and is more secure per key size than classical
techniques using elliptic curves. This paper discusses the computational complexity and security
consequences of HECDLP by considering the mathematical structure of it on finite field and
divisor class groups. The aim is the evaluation of efficient algorithms, such as index calculus and
rho versions of Pollard, and the proposal of a hybrid cryptographic model, taking advantage of
the properties of hyperelliptic curves. The algorithm combines algebraic geometry, group theory
and algorithmic optimization approaches to measure performance using security and efficiency
measures. The preliminary performance comparison reports a security-strength score of 92.6%
and a computation time of 118 ms for the proposed HECC framework. The reported computation
time is 24.36% lower than that of the ECC-based method and 58.45% lower than that of the
classical DLP method. These findings require validation through a reproducible experimental
protocol and a formally defined security evaluation metric. The suggested model improves the
immunity of classical and quantum-inspired attacks, making HECC an effective and scalable
cryptography alternative with high security levels to be used in the next-generation applications.

Subject Classification: 62G10, 68T05.

Keywords: Hyperelliptic curves, Discrete logarithm problem, HECC, Index calculus, Cryptographic
security, Finite fields.

I. Introduction

The Discrete Logarithm Problem in Hyperelliptic Curve Groups
(HECDLP), has become an important field of study in the study of current
cryptography with the possibility of offering a high level of security using
smaller key sizes [1, 2]. With the growing need of digital communication
systems to have effective and secure encryption systems, the use of integer
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factorization and classical discrete logarithm problems is under mounting
pressure due to sophisticated methods of computation [3, 4]. Hyperelliptic
Curve Cryptography (HECC) builds upon the ideas of elliptic curve
cryptography, but it uses higher-genus curves, which can be represented
with smaller sizes and be designed with greater customization [5, 6, 7]. The
HECDLP is specified on the group of divisor classes of a hyperelliptic curve,
with the hardness of finding discrete logarithms making it
cryptographically secure [8]. It has a mathematical implementation based
upon finite fields, algebraic curves, and group operations, which are
lightweight and high security [9].
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Figure 1

Hyperelliptic Curve Discrete Logarithm Problem (HECDLP) Based
Cryptographic Framework

Figure 1 demonstrates HECDLP framework that allows efficient
cryptographic operations to be conducted securely. Although it has its
benefits, the efficient solution of HECDLP is a complicated process, and
algorithms like index calculus are opportunities and threats. Therefore, it is
important to know its computational complexity as well as its applications
in real-life to design future cryptography systems that are resistant to the
changing attack patterns [10, 11].

II. Discrete Logarithm Problem in Hyperelliptic Curve Groups

HECDLP is an algorithm that identifies an unknown scalar between
two related elements in divisor class groups, and is strongly
cryptographically hard because it is computationally hard.

Curve definition over finite field

(C:y*+ h(@)y = f(0,f () € b{F}) (1)
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This definition of the curve in (Eq. 1) creates a hyperelliptic curve over
a finite field which is the algebraic structure in which secure operations
may be carried out.

CEDENCERD) (2)

& i
( D=0 @D, = [{ J{ g;}l}(( (@ x{(z)}) 4 (yi{(l)} 4 yi{(Z)}) )}'dt)
(3)

The divisor representation in (Eq. 2) is a formal sum of points, and a
representation of the group elements that allows arithmetic in the divisor
class group. The group operation in (Eq. 3) determines the interplay of two
divisors, guarantees closure and facilitates cryptographic transformations.

Scalar multiplication

{k} (1} {g}
(k0 = 5Ly 0 = fgy (£ k) de) (4)
The (Eq. 4) is scalar multiplication, which entails the use of recursive

execution of the group operation, the foundation of key generation.
HECDLP formulation

(DZ — kD, >k = \/{ [}, = kD)2, dt }) (5)

The formulation of the HECDLP (Eq. 5) underlines the difficulty in
restoring the scalar of known divisors, which guarantees the hardness of
the computations.

Hardness representation

(H{{HECDLP}} = I{E,?J{ {l 1}(D{21} kD{u’})Z + lOg(Q)}ﬂ”) (6)

Lastly, the hardness model in (Eq. 6) measures the resistance by
summing up structural distinctions which helps to reinforce the
intractability and security strength of cryptographic systems based on
hyperelliptic curves.

III. Mathematical Foundations of Hyperelliptic Curves

Hyperelliptic curves on the finite fields are based on the algebraic
structures, genus-based properties, and divisor arithmetic, which are the
foundations of secure and efficient group operations.

Curve equation

(y*+ h@)y = f(),(f)= 29 + 1) (7)

The equation of the curve in (Eq. 7) of a hyperelliptic curve over a

finite field in which the degree of the polynomials defines the genus and the
complexity of the structure.
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Divisor degree constraint
() =z \degP) < g) 8)

The degree limit of the divisor in (Eq. 8) limits the divisor size so that
itis efficiently represented in a limited representation.
Reduced divisor computation

(D{{red}} = Joy J{ DIAMEAE yf)},dt) 9)

Reduced divisor computation in (Eq. 9) converts divisors into a
canonical reduced form, which minimizes redundancy, and facilitates group
operations. This minimization is crucial to computational efficiency and
elimination of uncertainties in the representation.

Jacobian group formulation

(J© = 0+ @ =03 = [ST20x + vl ar) (10)

The formulation of Jacobian groups in (Eq. 10) is the collection of
degree-zero divisors, which is modulo equivalent, to create the main
algebraic group of cryptographic schemes.

IV. Algorithms for Solving HECDLP

Algorithms like the rho, the baby-step giant-step, and the index
calculus are algorithms that can be used to compare the time requirements,
memory requirement, and feasibility of the algorithm in a cryptanalysis
application.

Baby-step giant-step initialization

(B={i|o<i=</@m}) (11)

The giant-step baby-step initialisation of (Eq. 11) builds a limited
family of precomputed multiples of a divisor, which further reduces the size
of the search space in finding a solution to the logarithm problem.

Giant-step computation

(G - f{i)l}}\/{zg?iﬂ(Dz —J {n}D1)2},dt) (12)

The giant-step calculation in (Eq. 12) assesses bigger leaps across the
group, allowing quicker relaxation to a corresponding state.
Collision detection

(D1 = D, ~ j/Im}Dy) (13)

In (Eq. 13) the equality is found between baby and giant steps by
collision detection which indicates the discrete logarithm by index
alignment.
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Pollard’s rho iteration

{1}
(D{k+1} = f{o} \/{ (axDy + byDy)? + Zglz}l} T'Z},dt) (14)

In (Eq. 14) Pollard uses the rho iteration, which uses randomised
walks in the divisor class group, and is more memory-efficient than naive
probabilistic convergence, but still converges probabilistically.

Index calculus relation

(Zuyyomei = 0) (15)

The index calculus relation in (Eq. 15) represents dependencies
between the divisors, which are expressed in the form of linear equations,
which are easier to compute the logarithm.

Solution extraction

2
k= J{ f{%}(Z{iﬂ}g’"}aDi) dt} (16)

Lastly, solution extraction in (Eq. 16) obtains the discrete logarithm as
a result of accumulated relations, and the algorithmic process with
optimized computational effort and better feasibility to cryptanalysis is
complete.

V. Proposed Cryptographic Framework Using HECC

The architecture uses hyperelliptic curves to perform key generation,
encryption and decryption and uses hybrid algebraic algorithms to increase
efficiency, scalability and the overall security performance.

Message encoding

<M - f{{ol}} {Zgl:}l}miz},dt> (17)

The encoding of the message in (Eq. 17) converts plaintext to an
organized numerical representation that can be operated using
hyperelliptic curves, without compromising the integrity of the data.

Random masking

(o= g9 o v or v myae)

Random masking step in (Eq. 18) improves confidentiality since the
encoded message is mixed with random elements and an original
information is not directly revealed.

Encryption

(C =@D,,M + r -pk)) (19)
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Encryption of (Eq. 19) produces ciphertext by randomly interacting
with a divisor, and with a public key, so that every transmission is
probabilistically unique.

Decryption

(M = ¢, — ke, = [1) TG, — kC)F, dt) (20)

The (Eq. 20) decryptlon step deciphers the original message with the
help of the private key, and essentially inverses the encryption
transformation in the divisor class group.

Security validation

w 2
< f{g} \/{ %7}1} (M{\text{dec}} - M{\text{orig}}) + H{\text{HECDLP}}} ,dt )

(21)
Lastly, security check in (Eq. 21) checks the accuracy and strength of
decryption by considering deviation and adding HECDLP hardness.

A. Experimental Methodology and Reproducibility

The experimental evaluation aims to compare the proposed
hyperelliptic curve cryptographic (HECC) framework with the elliptic curve
cryptography (ECC) and classical discrete logarithm based cryptography.
All implementations should be run on the same hardware and software in
the same environment with the use of documented cryptographic libraries.
The experimental setup should include the processor, the operating system,
the programming language, versions of the libraries, finite-field parameters,
the genus of the curve, the order of the subgroup and the security level. For
each implementation of cryptographic functions, the same message length
should be used and different valid keys created.

The performance of the computational operations used for key
generation, encryption and decryption is measured, with a monotonic high-
resolution timer. After a warm-up phase, each experiment should be
repeated with multiple independently generated keys and the execution
time should be reported as the mean and the standard deviation. Security
evaluation should provide an appropriate estimate for resistance to
discrete-logarithm attacks such as Pollard's rho and index-calculus
methods. To compare the performance of schemes meaningfully, equivalent
estimated levels of security need to be kept. Reported results should be
accompanied by completed parameter files, source code, logs of execution
and measurement scripts in order to enable independent reproduction.

VI. Experimental Methodology and Implementation

The methodology proposed in the experiments compares the
computational and security aspects of hyperelliptic curve cryptography
(HECC) with respect to elliptic curve cryptography (ECC) and classical
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discrete logarithm-based cryptography. Three implementations with
similar security requirements are evaluated. Hyperelliptic curves are
curves defined over finite fields and their Jacobian groups give an algebraic
structure which is used in cryptographic operations. The key generation,
encryption and decryption in the proposed implementation is done by
using reduced divisor representations and divisor arithmetic. They are used
as baselines for comparison with the other implementations of ECC and
classical DLP. All of the above must be documented in the experimental
configuration: the finite-field size, the genus of the curves, the order of the
subgroup, the cryptographic parameters, the software libraries and the
environment in which the experiments are run. The security levels are
based on the theoretical difficulty of a class of discrete log attacks that can
be performed.

A. Cryptographic Algorithm Implementation

The HECC framework is suggested to include parameter initialization,
divisor generation, key generation, message encoding, encryption and
decryption. First, a hyperelliptic curve is built over a given finite field, and a
suitable subgroup of the Jacobian of the curve is found, of prime order. The
private key is uniformly distributed from within the valid scalar range, the
public key is the scalar multiplication of the generator divisor. The principle
of encryption is based on the use of new randomness and divisor-group
operations to convert plaintext into ciphertext. Decryption undoes the
operation of the corresponding private-key to get the original message
back. Correctness is checked by checking that messages decrypted
correspond to their plaintext representations. Equivalent cryptographic
functionality and similar estimated security levels are used for baseline
implementations.

B. Performance Measurement and Security Evaluation

The assessment of computational performance is based on the
execution time, encryption throughput, decryption throughput and memory
usage. The key generation, encryption and decryption times are recorded
individually and on a high resolution monotonic clock. The mean execution
time, standard deviation and confidence intervals are used to summarize
the results of repeated independent experiments to assess measurement
variability. Security evaluation takes into account index-calculus attacks,
subgroup size and complexity of discrete logarithm attacks. The
comparison is between the actual computations and theoretical security
estimates. The workloads for the messages must be the same for all
benchmark implementations, and must be run under controlled hardware
conditions. The reproducibility is facilitated by the documentation of the
cryptographic parameters, the different versions of implementation, the
experiments scripts and the raw measurement records.
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VII. Result and Discussion

Findings suggest that computational efficiency is better, key sizes are
smaller and resistance to attacks is more effective and proves that
hyperelliptic curve cryptography is effective in contemporary secure
communication systems.

Table 1
Performance Evaluation of HECDLP-Based Cryptographic Framework
Metric Proposed ECC-Based Classical DLP

HECC Model Method Method
Security Strength (%) 92.6 88.4 74.2
Computation Time (ms) 118 156 284
Encryption Efficiency (%) 94.1 90.3 82.7
Decryption Efficiency (%) 93.5 89.8 81.9

The comparative performance of the proposed HECC framework, ECC-
based method and classical DLP method is presented in Table 1. The
proposed framework takes only 118ms for computation time as compared
to 156ms for ECC and 284ms for classical DLP. The values are equal to
24.36% and 58.45% reductions in the computation time, respectively. The
security-strength scores reported are 92.6%, 88.4%, and 74.2% which
represent differences of 4.2 and 18.4 points, respectively, between HECC
and the two baselines. Encryption efficiency scores are 94.1%, 90.3%, and
82.7%, while decryption efficiency scores are 93.5%, 89.8%, and 81.9%. But
these comparisons are only preliminary until the security metric is formally
specified and the experimental configuration, the measurements made and
the statistical variability are recorded.

Security Comp Time Enc Eff Dec Eff
Metrics

mmm Proposed HECC Madel mmm Classical DLP Method
ECC-Based Method

Figure 2
Comparative Performance of HECC, ECC, and Classical DLP Methods
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The performance of HECC is better than that of ECC and classical DLP
as Figure 2 reveals. It is efficient as it has greater security strength (92.6%)
at a much lower computation time (118 ms). Figure 3 indicates that HECC
has high security and efficiency measurements.

400/

350

Cumulative Score

Security Comp Time Enc Eff Dec Eff
Metrics

Figure 3
Representation of Security and Efficiency Metrics in HECC Model

Also, a higher encryption (94.1) and decryption efficiency (93.5) are
indicative of its feasibility in practice. In general, the HECC framework
guarantees superior performance, scalability and increased resistance to
cryptographic attacks in comparison to traditional methods.

VII. Conclusion

The Discrete Logarithm Problem in Hyperelliptic Curve Groups
(HECDLP) offers a solid basis to create safe and effective cryptography
systems. This paper has looked at its mathematical form, computationally
difficult nature and how well solutions algorithms have worked out to date
with its strong points and possible weaknesses. The suggested system
based on HECC showed significant enhancement on the strength of security,
efficiency of computation and minimization in the key size requirement as
compared to traditional approaches. Experimental results proved that
HECDLP has high resistance to classical cryptanalytic attacks and is also
scalable to the new application. Despite the challenges, index calculus
techniques have when it comes to calculating risks, the selection of the
parameter can go a long way in alleviating risks. On the whole, hyperelliptic
curve cryptography is a promising field of future secure communication
system, especially in highly secure and resource-limited (e.g, due to
resource constriction) settings.
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