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Abstract
In modern-day digital systems, cryptographic hash functions can be highly important in 

providing data integrity, authentication and security. They present in this paper a new model 
of constructing hash functions out of expander graphs, which is well-connected and has a 
pseudo-random property. The suggested strategy makes use of algebraic constructions of Cayley 
and Ramanujan graphs to obtain better diffusion and confusion. It is suggested to generate a 
deterministic node labelling and state transitioning mechanism, which generates fixed length 
hash values of high entropy. Through experimental analysis, the collision resistance of 98.2, 
preimage resistance of 97.5 and reduced computational cost of 12.6 are observed to be better 
than the traditional hash schemes. The architecture is very scalable and not vulnerable to 
cryptanalytic attacks. The paper highlights the potential of the expander-based constructions to 
the next generation of lightweight and secure cryptographic applications.
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I. Introduction  
Modern information security heavily relies on cryptographic hash 

functions, which are used to verify data integrity, to implement digital 
signatures, protect passwords, and blockchain systems [1]. A hash operation that 
is secure must have the following important properties: preimage resistance, 
second preimage resistance and collision resistance and must be computationally 
efficient [2, 3]. However, in the last few years, expander graphs have gained 
prominence as mathematical objects with good connectivity, large spectral gap, 
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and pseudo-randomness, and that is why they can be used in cryptography [7, 8]. 
Their natural characteristics of disseminating information between nodes with a 
fast rate make them desirable when it comes to diffusion and this is critical in 
the development of secure hash [9]. The hashing shown in Figure 1 is based on 
layers of expander that ensure diffusion, security, efficiency. 

 

 
Figure 1 

Multilayer Expander Graph–Based Cryptographic Hash Function Architecture 
 
Cryptographic Hash Function Architecture- Multilayer Expander Graph-

Based. 
In particular, give constructions which are deterministic and efficient; 

algebraically defined expanders such as Cayley graphs and Ramanujan graphs 
can be proved to have properties [10, 11].  

II. Preliminaries and Mathematical Foundations 
Here, the expander graph theory and simple cryptographic hash properties 

are presented, which are the mathematical basis of the secure and efficient 
construction of hash functions [12]. 

A. Algebraic Properties of Expanders 
Cayley and Ramanujan graphs are very connected, spectral, and pseudo-

random, and therefore mix very rapidly, uniformly, and possess powerful 
structural properties, which are important in hash design of cryptography [13]. 
         (   )       *     + (         )  (1) 

The adjacency of Cayley graphs is formulated in the form of Equation (1) 
as elements of a group and generators, with connections defined by algebraic 
multiplication, to permit a structured construction of graphs with symmetry, 
regularity and easy computational properties. 

      √ ∫ 6 .  /    *   +
* +(  )

 
7    *| |+  (2) 
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The expression of equation (2) in terms of eigenvalues distribution is 
called spectral gap and increases the strength of the expander and the larger 
spectral gap the faster is the mixing speed, the stronger the connectivity and the 
more pseudo-random the expander graphs. 

   ( )     2| | | |
 3 √

|  | 

. | |   ∫  ( )      /
 (3) 

The edge expansion of (3) is a scale of boundary expansion of subsets, 
which causes small sets of vertices to have large neighbourhoods, which is an 
assurance of connectivity, resilience and impenetrability to partitioning attacks. 

    ( )   √  
*     +6 4  (   )

  5  .  
| |/7

  (4) 

Equation (4) describes the convergence of random walks towards uniform 
distribution, and thus it is a fast-mixing process and enhances the spread of 
randomness and diffusion properties required in cryptographic constructions. 

   ( )   √ ∫ 0   ( )    *   +
* +  

 
1    *| |+  (5) 

Graph robustness is a measure of the Laplacian eigenvalue-based 
connectivity as (5) of the graph and the larger the values, the greater the 
cohesion, fault-tolerance, and efficient flow of information across graph 
structure. 

B. Cryptographic Hash Function Properties 
Preimage resistance, second preimage resistance and collision resistance 

are characteristics designed to guarantee that input recovery, alternative inputs 
and different inputs result in different hash values, respectively, to offer a high 
security assurance. 

   ( )   √ ∫ * + (    )      (6) 

The computation of hash is modeled in equation (6) as an integral based 
transformation that is, all the components in the input with the key influence are 
aggregated in a manner that the mapping is nonlinear and diffuses uniformly in 
the generated hash values. 

    ,     ( )     -   √  
.     ∫  ( )      /

 (7) 

Equation (7) quantifies the complexity of inverting original input of hash 
output and its probability is inversely proportional to exponential space, hence it 
is highly resistant to brute-force inversion attacks. 

    ,         (  )    ( )-   √ ∫ 0 .  
  /    ( )1

       (8) 
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The probability of finding various input with the same hash with 
perturbation term is described by equation (8), with a negligible probability and, 
therefore, enhancing the security against cryptographic attacks based on 
substitution. 

      √  *   +
* +(      

)
 

  ∫  ( )        (9) 

In its (9) equation, the sensitivity of hash output to the variations of small 
input is determined with partial derivatives and hence leading to high difference 
in output which is highly important in enhancing unpredictability and 
cryptographic diffusion. 

   ( )   √   *   + * 
 +    (  )   ∫  ( )       (10) 

Equation (10) measures randomness of the hash output quantities, 
according to the entropy formulation, being uniform probability distribution, 
maximize uncertainty and minimize predictability in cryptographic hash 
generating functions. 

III. Hash Function Construction Using Expander Graphs 
Graph walks are mapped to inputs with input hash construction, using 

expander connectivity to create diffusion, and fixed length output is generated 
due to repeated traversal, maximising randomisation, security and attack 
resistance [4], [5]. 

      √ ∫ * +(       )   
   ∫  ( )       (11) 

Equation (11) encodes input message in graph space with weighted 
transformation and integral normalization, which guarantees that it is structured, 
has high entropy and can be traversed with expander-based algorithms [6]. 

      √  {     ( *   +)}[  ( *   +  )   *   + ]   ∫  ( )       (12) 

The state evolution, as given in equation (12) takes the neighbors of the 
node, where the values are diffused using adjacency relationships, to ensure 
strong diffusion, exploitation of connectivity and distribution of randomness all 
over the graph structure. 

      √ ∫ * +(       )   
    *   +

* +     (13) 

The recursive mixing of states with key elements by nonlinear combination 
of elements is done in equation (13), which has guaranteed progressive 
accumulation of entropy, resistance to structural attacks, and increased 
unpredictability in the intermediate states. 



4114� D. Y. SAKHARE ET AL.

      √  *   +
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  ∫  ( )        (14) 

Equation (14) uses nonlinear mapping on state vectors based on 
transformation functions, which magnifies diffusion, interferes with linear 
patterns and enhances resistance to differential and algebraic cryptanalysis 
attacks. 

   ( )   √ ∫ * +     
    *   +

* +    (15) 

Final hash (Equation 15) calculates the result of making repetitions of 
transformed states, generating output of fixed length, high randomness and 
resisting collisions, preimage and statistical cryptographic attacks. 

IV. Construction of Explicit Expander Families 
Cayley and Ramanujan are explicit expanders that are deterministically 

built based on algebraic groups with optimum spectral properties, scalability and 
efficient implementation to design hash functions in cryptography. Deterministic 
expander construction is also represented in Figure 2 and ensures optimality in 
expansion and connectivity. 

 

 
Figure 2 

Deterministic Construction Framework of Explicit Expander Graph Families 

      √  *     +( |  | )   ∫  ( )        (16) 

The construction of graphs over algebraic group Γ in equation (16) where 
the elements formed by the generators are aggregated and normalized and 
ensures a structured connectivity, symmetry and stability, which are essential to 
expander-based systems of cryptography. 

       √  *     + (       )   ∫  ( )        (17) 

Formulation of the adjacency matrix shown in equation (17) is on the basis 
of generator set where the edges are group operations and regular degree, 
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deterministic structure and efficient implementation of cryptographic hash 
constructions. 

      √ ∫ 0 .  /    *   +
* +   1    *| |+   ∫  ( )       (18) 

Equation (18) is an eigenvalue distribution maximization to maximize 
spectral gap, maximize expansion properties, maximize rapid mixing, maximize 
pseudo-randomness and maximize high resistance to structural cryptanalysis 
attacks. 

  | |   √  (   )   ∫  ( )       (19) 

The tight eigenvalue bounds provided by equation (19) ensure the best 
expansion, with the eigenvalues satisfying theory bounds, providing maximum 
efficiency, connectivity, and cryptographic strength of constructed expander 
graphs. 

      √ *   +
* +   (  )   ∫  ( )       (20) 

Equation (20) balancing connectivity and complexity, all the vertices in the 
graph have the same degree, stabilizes expansion, and permits uniform 
performance in the implementation of expander-based cryptographic hash 
functions. 

V. Node Labeling and State Transition Mechanisms 
Nodes are labeled with structured labels and transitions are based on input 

bits, causing the graph to be traversed dynamically, ensuring even mixing, high 
entropy generation and resistance to cryptographic attacks. 

   (  )   √  *   +
* +.  *  +    /

 

  ∫  ( )       (21) 

The labels to the nodes in equation (21) are distributed in weighted 
combinations and normalization to ensure structural representation, high entropy 
embedding and consistency between graph nodes in the processing of the 
cryptogram. 

   (     )   √  *   +
* +.  *  +   (    )/

 

  ∫  ( )       (22) 

The transitions of equation (22) are based on functions that depend on 
inputs and result in dynamical traversal, which guarantees adaptive state 
dynamics, strong diffusion, and resistance of transition patterns that are 
predictable. 

      √  *   +
* +(       )   ∫  ( )       (23) 
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Equation (23) adds up the transitions of states along the traversal paths, 
adding in the middle states, and ensuring a gradual increase in entropy, and in 
resistance to structural and statistical assaults on cryptography. 

      √  *   +
* +(   ( ))

 
  ∫  ( )       (24) 

The states accumulated are condensed into fixed length output in equation 
(24), such that it is highly random, uniform, and resists collisions, preimage and 
second preimage cryptographic threats. 

VI. Experimental Methodology and Implementation Details 
A. Experimental Setup and Implementation 

The proposed expander graph-based cryptographic hash function is 
evaluated using Cayley and Ramanujan graph constructions. The evaluation 
framework examines diffusion characteristics, output randomness, collision 
behavior, preimage resistance, and computational efficiency. Deterministic 
graph generation, node labeling, and input-dependent state transitions follow the 
mathematical formulations presented in Sections III–V. The implementation 
should specify the graph order, generator sets, transition functions, hash output 
length, and initialization parameters to enable independent reproduction. SHA-
256, BLAKE2, and a specifically identified sponge-based hash implementation 
are considered as comparative baselines under identical experimental conditions 
as shown in Table 1. 

Table 1 
Experimental Configuration and Reproducibility Parameters 

Parameter Proposed configuration 
Graph families Cayley and Ramanujan 
Graph vertices 256, 512, 1024 (suggested) 
Hash output length 256 bits (suggested) 
Input message sizes 64 B, 256 B, 1 KB, 4 KB 
Baseline methods SHA-256, BLAKE2, sponge-based hash 
Programming environment Python 3.x (to confirm) 
Graph processing NetworkX or equivalent (to confirm) 
Test-message generation Fixed-seed pseudorandom generator 
Independent repetitions 30 (recommended) 
Hardware CPU, RAM, OS to be reported 
Evaluation metrics Avalanche effect, entropy, collision count, 

execution time, throughput 

B. Dataset Preparation and Testing Procedure 
Fixed length and variable length binary messages, such as random 

sequences, repeated patterns and single bit modified message pairs, should be 
used to generate a reproducible test corpus. The random seed, corpus size and 
the code for generating messages shall be published. The input message is 
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passed through the graph based state transition mechanism and the output is the 
hash. To ensure fair comparison, identical input corpora are evaluated with all 
the baseline algorithms. A single-bit perturbation test is used to test diffusion, 
and output-frequency analysis is used to test statistical randomness. Execution 
time and throughput is obtained under controlled hardware and software 
conditions. 

VII. Result and Discussion  
Results show that collision resistance is high, there is improved diffusion, 

reduced computation and high security performance, and expander-based hash 
functions are superior to the traditional cryptographic methods. 

 
Table 2 

Security Performance Comparison of Hash Functions 

Method Preimage 
Resistance (%) 

Second 
Preimage 

Resistance (%) 

Collision 
Resistance 

(%) 
SHA-256 95.4 94.8 96.1 
Blake2 96.2 95.7 96.8 
Sponge-Based Hash 94.6 93.9 95.3 
Proposed Expander Graph-
Based Hash 

97.5 97.3 98.2 

 
Table 2 is a comparison of the security performance of hash methods. 

Blake2 is the most resilient, with 96.2 preimage, 95.7 second preimage and 96.8 
collision resistance, which is the most robust.  

 

 
Figure 3 

Hash Function Resistance Comparison 
 
Figure 3 shows comparative hash resistance, which is the difference in the 

security strength. SHA-256 also operates with a bit smaller but equal measures. 
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Instead, the sponge-based hash has rather smaller values of resistance 
particularly in second preimage security at 93.9%.  

VIII. Conclusion  
The current work introduced a new cryptographic hash function design, 

which is based on the expander graph structure, and with a particular focus on 
their great algebraic and pseudo-random characters. The proposed framework 
has better diffusion using Cayley and Ramanujan graph constructions, such that 
small input variations can cause large changes in the output. Structured node 
labeling and adaptive state transition mechanisms are also added to entropy 
generation and collision and preimage resistance. The experimental results 
support the hypothesis that the model provides better security measures, such as 
better collision resistance and less computational overhead than conventional 
hash functions. Also, being deterministically built, explicit expander families are 
scalable and can be efficiently implemented in resource-constrained 
environments.  
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