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Abstract
Image encryption algorithms based on permutation-based algorithms are being common 

since they are simple and fast to compute but their security is a major issue when subjected 
to a high level of cryptanalysis. This paper provides a detailed discussion of the permutation-
only schemes, in terms of their mathematical representation, and structural weaknesses. The 
systematized research questions are the patterns of vulnerabilities caused by deterministic 
pixel rearrangements, which do not possess diffusion qualities. The cryptanalytic methods such 
as known-plaintext attacks (KPA) and chosen-plaintext attacks (CPA) are discussed in order 
to illustrate the effectiveness of retrieval of permutation keys using little computing power. In 
addition, optimization techniques are suggested to expedite key reconstruction with heuristic 
and reduction of search space techniques. Through experimental analysis, it is demonstrated 
that permutation only schemes are highly vulnerable, recovering key with more than 90% 
accuracy and with a lesser level of computation. The results indicate that to achieve robustness, 
it is important to incorporate diffusion processes, which can be helpful in creating secure image 
encryption systems.
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Abstract  
Image encryption algorithms based on permutation-based algorithms 

are being common since they are simple and fast to compute but their 
security is a major issue when subjected to a high level of cryptanalysis. 
This paper provides a detailed discussion of the permutation-only schemes, 
in terms of their mathematical representation, and structural weaknesses. 
The systematized research questions are the patterns of vulnerabilities 
caused by deterministic pixel rearrangements, which do not possess 
diffusion qualities. The cryptanalytic methods such as known-plaintext 
attacks (KPA) and chosen-plaintext attacks (CPA) are discussed in order to 
illustrate the effectiveness of retrieval of permutation keys using little 
computing power. In addition, optimization techniques are suggested to 
expedite key reconstruction with heuristic and reduction of search space 
techniques. Through experimental analysis, it is demonstrated that 
permutation only schemes are highly vulnerable, recovering key with more 
than 90% accuracy and with a lesser level of computation. The results 
indicate that to achieve robustness, it is important to incorporate diffusion 
processes, which can be helpful in creating secure image encryption 
systems. 

Subject Classification: 68M25, 68U10.  
Keywords: Permutation-based encryption, Cryptanalysis, Known-

plaintext attack, Chosen-plaintext attack, Key recovery, Image security. 
 
 
 
 
 
 
 
 
 
 
 

I. Introduction  
As the multimedia communication and digital imaging systems grow 

ever faster, it has become more crucial to guarantee the safety of visual 
data. Image encryption algorithms have been highly advanced to ensure 
that sensitive data is not accessed by unauthorized individuals, especially in 
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the medical imaging and surveillance as well as military communications [1, 
2]. Of these methods, image encryption algorithms based on permutation 
have been popular as they are easily computable, have low computing costs 
and are applicable in real-time applications [3, 4]. These techniques mainly 
depend on the rearrangement of pixel positions without any change in their 
intensity values, thus efficient but can be easily compromised [5]. Although 
they have their merits, permutation-only schemes have certain structural 
weaknesses in the sense that they do not provide adequate diffusion to blur 
statistical associations among the image [6, 7]. This vulnerability leaves 
them susceptible to several cryptanalytic attacks such as known-plaintext 
and chosen-plaintext attacks that can be used to successfully extract the 
underlying permutation keys [8, 9, 10]. Therefore, it is crucial to assess the 
strength of such algorithms.  

II. Mathematical representation of permutation operations 
The operations of permutation sort the pixel indices with bijective 

mappings on discrete domains, keeping the values constant and changes 
the locations. Being represented as matrices or vectors, the permutations 
guarantee invertibility and deterministic transformations [11, 12]. 
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*   + )
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The pixel space initialization (pixel space) is determined by equation 
(1), which sums pixel intensities to form a composite magnitude through 
squared summation and an integral term to represent discrete and 
continuous structural properties of the image.  
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Equation (2) is a form of permutation transformation based on 
matrices with the permutation matrix rearranging the position of the pixel 
values however the values have been preserved, the integral component is 
a measure of continuity with the transformation. 
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Inverse permutation construction is modeled on equation (3), to 
guarantee that the original image can be recovered by reversing index 
mappings, and demonstrates the bijective nature of the permutation 
operations. 
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    )  (4) 

Lastly, Equation (4) explains the representation of the permuted 
image, where the pixels are rearranged in the same order but the overall 
intensity distribution is preserved, although the spatial structure is 
changed, which reflects the fact that permutation only affects the structure 
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but does not change the pixel values, which is one of the inherent 
cryptographic weaknesses. 

III. Structural Weaknesses in Permutation-Only Schemes 
Only permutation-based schemes do not use diffusion, and maintain 

pixel intensity distributions and statistical correlations. This deterministic 
design allows attackers to exploit patterns and as a result, encryption can 
be compromised to reconstruction attacks [13]. Statistical preservation, 
weak diffusion, predictable mappings, vulnerability are displayed in Figure 
1. 
 

 
Figure 1 

Structural Weakness Analysis of Permutation-Only Image Encryption Schemes 
 
Preservation of Statistical Distribution 
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The equation (5) reflects the maintenance of statistical distribution, 
which means that permutation-only operations do not change global 
intensity properties like energy and pattern of distributions, maintaining 
statistical properties.  

Lack of Diffusion Property 
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The lack of diffusion property is modeled by equation (6), which 
demonstrates that the difference between original and permuted pixels are 
structurally constrained, and do not spread out across the image. 
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Correlation Retention Across Pixels 
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Deterministic Mapping Vulnerability 
           ( ∑ ( ( )    ) * +

*   +   ∫ (( ( )    )        )  
    )  (8) 

Correlation retention is modeled in equation (7), in which, the 
relationships between adjacent pixels are retained during permutation, 
allowing the underlying redundancy to be revealed. The vulnerability of 
deterministic mapping is pointed out in equation (8) and it is important to 
note that fixed index transformations can be deduced through analysis. 

Overall Vulnerability Function 

          ( ∑ ( * ( )+     )
 * +
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Lastly, the overall vulnerability is given by Equation (9), which is a 
summation of these weaknesses to measure the susceptibility since it can 
be seen that permutation-only schemes are not secure in terms of their 
resistance to cryptanalytic attacks, i.e. permutation-only schemes are not 
sufficiently random to be used in robust image encryption. 

IV. Cryptanalytic Techniques for Permutation-Based Algorithms 
Cryptanalysis is a research that aims at deriving permutation 

mappings via input-output relationship. Methods take advantage of 
redundancy, deterministic behavior, and lack of confusion and effectively 
reconstruct secret permutation keys [14]. 

A. Known-Plaintext Attack (KPA) Methodology 
KPA attacks involve attackers following pixel correspondence with 

known pairs of images. Through a comparison between plaintext and 
ciphertext locations, permutation mappings are obtained, which can be 
used to recover partial or full key [15]. 

Plaintext–Ciphertext Pair Initialization 
         ( ( (        )(       ) )   ∫ ((       )        )   * +

* + )  
   (10) 

The notion of plaintext ciphertext pair initialization as in Equation 
(10) is introduced by assessing the global deviation between similar images 
with discrete error and continuous places of integration to form a baseline 
comparison framework.  

Pixel Correspondence Extraction 
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Permutation Mapping Estimation 
           ( ( (        ) ( ) )   ∫ ( ( )        )   * +

* + ) (12) 
The extraction of pixel correspondence is carried out in equation (11) 

to match positions of ciphertext pixels with the positions of the permuted 
plaintext to unveil underlying mapping relationships. The equation (12) 
approximates the permutation mapping by modeling the behavior of the 
index transformations which shows the structural behavior of the 
permutation function. 

Error Minimization Function 
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   (13) 
In equation (13), a minimization error function is added to optimize 

the mapping, and minimize discrepancies between the predicted and actual 
ciphertext values. 

Final Key Recovery Model 
            (  (        )(        ( ))   ∫ ((        ( ))  * +

* +

      )
 
  )   (14) 

Lastly, Equation (14) is the last important recovery model, in which 
the optimized permutation mapping is the best one and most useful in 
recovering the secret key and this is a confirmation of the suitability of the 
known-plaintext attack technique in deciphering permutation-based 
encryption schemes. 

B. Chosen-Plaintext Attack (CPA) Strategies 
CPA enables attackers to create special input images that have special 

patterns. By looking at the output of corresponding ciphertexts, one can 
perceive permutation and greatly speed up the process of correctly and 
entirely restoring secret keys. 
           ( ( (        )   )   ∫ (         )   * +

* + )  (15) 
Structured plaintext generation is defined in equation (15), which uses 

a well-designed input to accentuate specific pixel patterns and thus easily 
follow the positional change during encryption.  

         (  (        )(       ( ))   ∫ ((       ( ))        )
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   (16) 
Equation (16) is a model of ciphertext observation with controlled 

input to model deviations between encrypted outputs and permuted 
plaintext to show transformation behavior. 
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The pattern mapping functional in equation (17) uses the specific 

pattern mapping function which capitalizes on the use of indicator variables 
so that it enhances permutation traceability and isolates index 
relationships. The permutation index isolation (Equation 18) measures the 
discrepancies between mapped and original indexes in order to reveal 
deterministic order. 
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Equation (19) develops key reconstruction optimization, which 
minimizes the discrepancies of the estimated and true permutation 
mappings by refining them.  
            (  (        )(        ( ))   ∫ ((        ( ))     * +

* +

   )
 
  )                 (20) 

Lastly, Equation (20) describes the extraction of the final permutation 
key, in which, the optimized mapping recovery of ciphertext alignment is 
reproducible, and illustrates that the chosen-plaintext attacks are highly 
efficient in retrieving secret permutation keys in weak image encryption 
schemes. 

C. Proposed Adaptive Cryptanalysis Framework 
The proposed adaptive cryptanalysis framework, show in Figure 2, 

suggests an intelligent permutation key recovery mechanism which is 
generally used in the permutation based image encryption system. It 
combines heuristic optimization and entropy-based recovery methods with 
automated permutation mapping estimation to speed up cryptanalytic 
operations. To reduce the search space and speed up the attack, search-
space reduction techniques are used to remove any infeasible candidates of 
permutation. Moreover, AI driven metaheuristic optimization techniques 
such as genetic search and swarm based refinement are integrated to 
improve the mapping accuracy as well as speed of convergence. The 
adaptive framework dynamically analyzes the statistical characteristics of 
the ciphertext, correlation between the adjacent pixels and variations of the 
entropy to reconstruct permutation structures with a higher precision, 
lower complexity, and faster key recovery performance. 
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Figure 2 

Adaptive AI-Driven Cryptanalysis Framework for Permutation-Based Image 
Encryption 

 

V. Result and Discussion 
The experiments were performed with the support of the libraries 

NumPy, OpenCV and TensorFlow and the processor Intel Core i7 with 16 
GB of RAM and NVIDIA RTX-series GPU acceleration. The standard 
benchmark images such as Lena, Baboon, Peppers, Cameraman and medical 
grayscale images were used for the evaluation of the cryptanalytic 
robustness of the images under KPA and CPA attacks. 

The permutation-only schemes are highly vulnerable as shown 
through experimental analysis, with rapid recovery of keys with a low 
amount of data. Findings point out to a decrease in computational 
complexity and the necessity of including diffusion mechanisms. 

 
Table 1 

Performance Evaluation of Cryptanalysis on Permutation-Based Image 
Encryption 

Metric Conventional 
Analysis 

Proposed 
Cryptanalysis 

Improvement 
(%) 

Key Recovery Accuracy (%) 82.4 94.6 14.8 

Required Plaintext Images (No.) 12 5 58.3 
Computational Time (ms) 168.5 102.7 39 
Success Rate under Noise (%) 71.2 88.9 24.9 
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The Table 1 results reveal that, the proposed cryptanalysis compared 
to the traditional analysis is significantly more effective in all measures. 
Figure 3 demonstrates the higher accuracy, shorter time, better 
performance of cryptanalysis. 

The recovery accuracy of the key is optimal at 94.6, which shows 
greater accuracy in extracting the permutation. Figure 4 indicates that there 
are rising efficiency, accuracy trends, and decreased complexity in the 
computation. 

 

 
Figure 3 

Comparative Performance of Conventional and Proposed Cryptanalysis 
Techniques 

 
 

 
Figure 4 

Trend Analysis of Cryptanalysis Efficiency and Accuracy Improvements 
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VI. Conclusion  
This paper has critically evaluated image encryption algorithms based 

on permutation with the key feature of structural simplicity and intrinsic 
security vulnerabilities. With the help of mathematical modeling and 
cryptanalytic analysis, it was shown that permutation-only schemes do not 
offer sufficient confusion and diffusion and are highly susceptible to attacks. 
Known-plaintext and chosen-plaintext attack techniques were 
demonstrated to work well to recover permutation mapping with minimum 
computation and data input. Moreover, the main process of key recovery 
was considerably accelerated with the help of the optimization methods 
which helped to strengthen the practical feasibility of such attacks. The 
practical experiments proved that these algorithms are not able to 
guarantee high resistance to the contemporary cryptanalytic methods. 
Thus, the use of permutation operations alone cannot be used to securely 
encrypt images.  
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