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Abstract
Image encryption using chaos has become an effective method of protecting digital visual 

information because of its high sensitivity, randomness and nonlinear nature. The current paper 
outlines a discrete map-based encryption model which uses chaotic sequences to provide strong 
protection to images. The model proposed combines both permutation and diffusion processes 
based on discrete chaotic maps to attain good confusion and diffusion properties. The encryption 
algorithm is a stepwise algorithm that is meant to encode pixel positions and intensities and the 
decryption algorithm, when the correct keys are used, would guarantee proper decoding of the 
algorithm. It can be shown using key sensitivity analysis that any small change in the initial 
parameters will lead to a large difference in the output, which will make it more resistant to 
brute-force and differential attacks. The effectiveness of the proposed chaos-based encryption 
scheme is confirmed by the experimental results showing a high level of entropy, low level of 
correlation, and enhanced security performance over traditional techniques.
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Abstract  
Image encryption using chaos has become an effective method of 

protecting digital visual information because of its high sensitivity, 
randomness and nonlinear nature. The current paper outlines a discrete 
map-based encryption model which uses chaotic sequences to provide 
strong protection to images. The model proposed combines both 
permutation and diffusion processes based on discrete chaotic maps to 
attain good confusion and diffusion properties. The encryption algorithm is 
a stepwise algorithm that is meant to encode pixel positions and intensities 
and the decryption algorithm, when the correct keys are used, would 
guarantee proper decoding of the algorithm. It can be shown using key 
sensitivity analysis that any small change in the initial parameters will lead 
to a large difference in the output, which will make it more resistant to 
brute-force and differential attacks. The effectiveness of the proposed 
chaos-based encryption scheme is confirmed by the experimental results 
showing a high level of entropy, low level of correlation, and enhanced 
security performance over traditional techniques. 

Subject Classification: 68P25, 68M25, 37D45. 
Keywords: Chaos-based encryption, Discrete maps, Image security, Key 

sensitivity, Permutation-diffusion, Cryptographic randomness. 
 
 
 
 
 
 
 
 
 
 
 
 

I. Introduction  
The accelerated development of digital imaging technologies and 

networked communication systems have greatly augmented the pressure of 
transmission and storage of visual data in a secure manner [1]. Traditional 
encryption methods, including symmetric and asymmetric cryptographic 
algorithms, tend to be restricted by images because of high data 
redundancy, strong pixel correlation and massive volumes of data [2, 3]. To 
overcome these issues, chaos-based encryption has become a viable 
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alternative, utilizing the chaotic system properties such as sensitivity to 
initial conditions, ergodicity and pseudo-randomness [4, 5]. Specifically, 
discrete chaotic maps provide both computational and nonlinear appeal, 
and can be effectively applied in real-time image encryption. These maps 
also allow efficient permutation and diffusion operations by generating 
complex and unpredictable sequences, thus forming the foundation of the 
realization of confusion and security in encrypted images [6, 7, 8]. This 
paper is about constructing a powerful chaos-based image encryption 
model with discrete maps to increase the security strength without 
compromising on computational efficiency [9, 10]. The suggested solution 
also provides protection against statistical, differential, and brute-force 
attacks, which is why it is appropriate in the contemporary multimedia 
security applications [11]. 

II. Mathematical Foundations of Discrete Chaotic Maps 
Discrete chaotic maps represent nonlinear dynamical systems that are 

sensitive to initial conditions and ergodic, producing pseudo-random 
sequences that are applicable in the secure permutation, diffusion, and key-
generation cryptography processes [12]. 
   (   )       (    ( ) (     ( ))    (      )( ( )     )   ) (1) 

Discrete chaotic map Equation (1) is a logistic nonlinearity, integral 
perturbation combination, which increases the randomness, complexity 
and sensitivity, generating unpredictable sequences that can be used in 
cryptography [13]. 
      *  ( )  ( )  ( )    ( )+  (2) 

The generated chaotic sequence set is represented as equation (2) 
where the output of iterations of the equations is a dynamic sequence used 
to generate keys, permutation and diffusion in encryption systems. 
   (   )       (  ( ( ))    (      )( ( )    )    ) (3) 

The chaotic iteration is expanded in equation (3) with the help of a 
nonlinear function and nonlinear integration, which adds more sequence 
unpredictability and guarantees higher diffusion properties and resistance 
to statistical cryptanalysis attacks. 

   ( )   √( ( ( )     ( ))    (      )( ( )     ( )    )    ) (4) 

Equation (4) is a model of sensitivity to initial conditions, with small 
variations in initial values quickly growing exponentially, yielding vastly 
different outputs, which is an important feature of secure encryption 
systems. 
         ( ( 

 )   (        )( ( )    ̄)    (      )( ( )  )    ) (5) 
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Pseudo-randomness is gauged by equation (5) with variance and 
integral terms, which assess uniformity of distributions and quality of 
randomness of chaotic sequences, both crucial in achieving good 
cryptographic performance and security. 

III. Proposed Chaos-Based Image Encryption Model  
The model combines discrete chaotic maps to permutate and diffuse 

the pixels in the image to increase the confusion and randomness, which 
guarantees the security of the image encryption with high resistance to 
statistical and differential attacks. Figure 1 illustrates encryption in 
multilayer chaos based on security with discrete maps. 

 

 
Figure 1 

Multilayer Chaos-Based Image Encryption Model Using Discrete Maps with 3D 
Circular Nodes 

 
Image Representation Matrix 

      *  (   )+                 (6) 

    (   )   √(  (   )    (      )(         )    )  (7) 

The image is represented by a two-dimensional array of pixel 
intensities (equipped with coordinates) and is defined by equation (6) as 
the basic building block of the subsequent encryption transformations and 
operations. The nonlinear square-root and integral operations in equation 
(7) convert original pixel values and provide spatial dependency and 
complexity to the image, thus preparing the image to be better resistant to 
encryption. 

   ( )        √(  ( )    (      )( ( )    )    ) (8) 

   (   )      ( ) (     ( ))  (9) 
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Equation (8) is based on sequence values to generate chaotic keys 
using nonlinear and integral elements to create extremely unpredictable 
keys needed in secure permutation and diffusion operations. The logistic 
map iteration as in equation (9) is the generator of chaotic sequences that 
are extremely sensitive to initial parameters, and which form the backbone 
of encryption keys and randomness. 
    (   )       (  ( ( )  ( ))    (      )(       )    ) (10) 

In equation (10) pixel permutation is done through mapping function 
π, which nonlinearly rearranges the spatial positions, which basically 
dismays inherent correlations between adjacent pixels to produce high 
confusion in encryption. 

   (   )       ( (   (   )    ( ))
 
   (      )(   (   )    ( )     )    )  

   (11) 
Equation (11) uses diffusion by changing pixel values using XOR with 

chaotic keys and nonlinear transformation such that even small changes in 
the input would cause significant changes in the encrypted image outputs. 
            ( (    )    (      )(     )    ) (12) 

The iterative transformation in equation (12) provides a strengthening 
of encryption through many rounds, which adds nonlinear and integration 
based disturbances to the encryption getting more resistant to 
cryptanalytic attacks. 
   (   )       (  ( )(   )    (      )(               )    ) (13) 

Equation (13) creates the final cipher image which is an accumulation 
of iterative results and spatial and round parameters, which create a high 
level of randomization in the output which is highly secure and low in 
statistical leakage. 

IV. Algorithm Design and Implementation  
The algorithm employs chaos sequences to carry out organized 

encryption methods, which incorporate permutation and diffusion steps, to 
guarantee efficient computation, high security, and flexibility to real-time 
image protection systems. 

A. Stepwise encryption algorithm using discrete maps  
The pixel permutation of the input image with chaotic sequences is 

performed, then diffusion that varies pixel intensities in a repetitive process 
is performed, which generates output encrypted with high randomness 
with less correlation between pixels. 
    (   )       ( ( (   )

 

    )    (      )(         )    ) (14) 
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Equation (14) normalizes pixel values by scaling values in range and 
using nonlinear integral transformation which makes input image prepared 
to stable chaotic processing and uniformly encrypted operations. 
   (   )       (    ( ) (     ( ))    (      )( ( )     )   )  (15) 
                      ( )       (  ( )    (      )( ( )    )    ) (16) 

In equation (15), chaotic sequence is initiated through the nonlinear 
logistic behavior with integral enhancement producing very sensitive and 
unpredictable values to power encryption processes and enhance security 
properties. The chaotic key values are computed using generated sequence 
using equation (16) which combines nonlinear and integral terms to create 
complex keys which are needed to effectively control permutation and 
diffusion mechanisms. 
    (   )       (   ( ( )  ( ))    (      )(       )    ) (17) 

The permutation in equation (17) is to rearrange the positions of 
pixels with the help of mapping function, which adds spatial randomness 
and decreases the correlation between neighboring pixels, which results in 
confusion during encryption. 

  (   )       ( (   (   )    ( ))
 
   (      )(   (   )    ( )     )    )  

   (18) 
Equation (18) uses diffusion by altering the values in permuted pixels 

with XOR chaotic keys and nonlinear transformation, such that small 
changes in inputs result in large changes in outputs. 

   (   )(   )       ( (   
( )(   ))

 
   (      )(               )    ) (19) 

The iterative transformation as shown in equation (19) is described as 
a transformation applied on several rounds with the inclusion of spatial 
indexes and iteration variables which increase the strength of encryption 
by applying a nonlinear transformation repeatedly and makes it less 
susceptible to attacks. 
   (   )       (  ( )(   )    (      )(               )    ) (20) 

Final cipher image (Equation 20) is obtained by adding together 
iterative encrypted values and spatial and round parameters resulting in a 
highly randomized output that is secure and has very weak statistical 
predictability. 

B. Decryption algorithm and key sensitivity validation  
It decrypts with the same keys by reversing permutation and diffusion, 

and by keeping the keys sensitive, the key changes slightly result in 
dramatically different outputs, which further resists brute-force and 
differential attacks. 
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    (   )       (  (   )    (      )(           )    ) (21) 
The cipher image is processed by equation (21), which involves 

nonlinear square-root and integral transformation of encrypted data to an 
encryption format, ready to be decrypted but with structural consistency to 
rebuild the image with proper accuracy. 
  (   )       (     ( ) (      ( ))    (      )(  ( )     )   )  (22) 

  ( )       ( (  ( ))    (      )(  ( )    )    ) (23) 
Equation (22) re-creates chaotic sequences with the same initial 

parameters, so there is synchrony between encryption and decryption 
process, which is necessary to properly recover original image data. The 
decryption keys are calculated using equation (23) based on regenerated 
chaotic sequence, ensuring consistency with encryption keys, thus allowing 
exact reverse diffusion, and effective recovery of original pixel values. 
  (   )       ( (   (   )     ( ))    (      )(   (   )     ( )     )    ) (24) 

Inverse diffusion is the process that uses equation (24) to reverse pixel 
intensity changes that have been caused during encryption diffusion stage 
operations with the use of XOR and regenerated keys and nonlinear 
transformation. 
    (   )       (   ( (  )( )  (  )( ))

    (      )(           )    )  (25) 
The original pixel position is restored with equation (25), which 

involves the reverse process of confusion through reverse permutation 
mapping to reconstruct spatial arrangement of image, and preserving 
consistency by nonlinear integral transformation. 

C. Experimental Setup and Dataset Specification 
The proposed Discrete Chaotic Map based image Encryption 

framework has been tested on the [dataset name] which consist of 
[number] of digital images of [grayscale/RGB] type of [image dimensions] 
resolution. The experimental images were chosen to cover the various 
texture distributions, variations in intensity, and characteristics of spatial 
correlation. Before using proposed permutation–diffusion encryption 
algorithm, the pre-processing steps of all images were performed in the 
same way. 

It was implemented with programming language [programming 
language and version] and libraries/toolboxes [libraries/toolboxes] and 
run on a computer with processor [processor] and memory [RAM] GB and 
operating system [operating system]. The chaotic sequence generator was 
started with [initial conditions] and [control parameters] and the numerical 
accuracy was set to be [precision]. The encryption method used in this 
work was based on [number] rounds of permutation and diffusion and the 



4104� R. SHRIVASTAV ET AL.

same parameters were used to decrypt the image for accurate image 
reconstruction. 

The Shannon entropy, horizontal, vertical and diagonal pixel 
correlation, key sensitivity, Number of Pixels Change Rate (NPCR), Unified 
Average Changing Intensity (UACI) and encryption/decryption execution 
time were evaluated in experiments. The experiments were independently 
repeated [number] times with valid encryption keys and the results were 
presented in terms of mean values and standard deviations. 

The present results show that the image entropy has increased from 
7.214 to 7.997 bits/pixel, and the horizontal correlation coefficient, the 
vertical correlation coefficient, and diagonal correlation coefficient have 
decreased from 0.945 to 0.004, 0.932 to 0.006, and 0.918 to 0.003, 
respectively. The framework needs to be robust and reproducible, which 
involves further differential attack, computational efficiency and statistical 
analyses. 

V. Result and Discussion  
High entropy, low pixel correlation, strong attack resistance and 

enhanced efficiency of encryption are proved by experimental results that 
confirm robustness and effectiveness of the proposed chaos-based image 
encryption model. 

 
Table 1 

Performance Evaluation of Chaos-Based Image Encryption Model 

Metric Plain Image Encrypted Image 

Entropy 7.214 7.997 

Correlation (Horizontal) 0.945 0.004 

Correlation (Vertical) 0.932 0.006 

Correlation (Diagonal) 0.918 0.003 
 
Table 1 shows that there are huge gains in statistical security following 

encryption. There is an increase in the value of entropy of 7.214-7.997 
towards an ideal value of 8, which means high randomness.  

In Figure 2, the entropy and correlation between plain and encrypted 
images are compared. The horizontal, vertical and diagonal correlation 
coefficients are drastically reduced between strong positive values (~0.9) 
and close to zero, indicating successful de-correlation of neighboring pixels. 
Figure 3 presents trends of entropy-correlation that assess performance of 
image encryption. 
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Figure 2 

Comparison of Entropy and Correlation in Plain vs Encrypted Images 
 

 
Figure 3 

Entropy and Correlation Trend Analysis for Image Encryption Performance 
 
Such findings confirm that the suggested chaos-based encryption 

model is able to disturb the natural image structures, guaranteeing high 
resistance to the statistical and correlation-based cryptographic attacks in 
general. 

VI. Conclusion  
In this paper, a framework of image encryption over chaos based on 

discrete chaotic maps has been introduced to improve the security of digital 
images. The proposed model successfully provides strong confusion and 
diffusion by exploiting properties of sensitivity to initial conditions, 
randomness and nonlinear dynamics. Permutation and diffusion processes 
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are combined to provide less pixel correlation, and better statistical 
properties in the encrypted images. The encryption and decryption 
algorithms are reliable as they were designed and the sensitivity of the key 
analysis proves that it is resistant to the brute-force and differentiation 
attacks. High entropy values, even distribution of histograms, and good 
computational performance are identified by experimental evaluation. The 
proposed method has a better security level compared to traditional 
methods and is less complex, which is why it can be applied to real-time.  
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