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Abstract

One promising post-quantum security candidate is Multivariate Public Key Cryptosystems
(MPKCs); they are susceptible to algebraic attacks. In this paper, I will discuss the vulnerability
of MPKCs to higher-order algebraic cryptanalysis, which transforms nonlinear systems of
polynomies into structured ideals on finite fields. The aim is to assess the efficiency of the
attacks through the method of computation of Grobner basis, linearization and re-linearization.
The algorithm is a combination of Buchberger and F4/F5 algorithms, and is supported by
experimental study of benchmark MQ instances. The comparative evaluation reports a key
recovery success rate of 94.2% for the proposed algebraic attack, compared with 62.5% for
classical brute-force and 79.8% for hybrid cryptanalysis. The corresponding computation times
are 128, 356, and 214 seconds, respectively, representing reductions of 64.04% and 40.19%
relative to the two baselines. These preliminary results indicate improved attack efficiency under
the evaluated conditions; however, further benchmark specification and statistical validation are
required to establish reproducibility. The findings highlight the vulnerabilities in the structure
of specific parameter settings and the safe design suggestions. The paper contributes a new
and meticulous evaluation framework to the existing knowledge base on the notion of algebraic
resilience in post-quantum cryptography.

Subject Classification: 68M12, 14G50, 94A60.

Keywords: Multivariate cryptography, Algebraic attacks, Grobner basis, Polynomial ideals, Finite
fields, Post-quantum security.

1. Introduction

The Multivariate Public Key Cryptosystems (MPKCs) has as well
emerged as a potent post-quantum cryptography application since it is
founded on the infeasibility of resolving systems of multivariate quadratic
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(MQ) equations in finite field [1, 2]. Unlike the classical algorithms such as
RSA and Elliptic Curve Cryptography whose security is threatened by
quantum algorithms, MPKCs are believed to be immune to integer
factorization and discrete logarithm attacks [3, 4]. However, they are
algebraically represented and thus have inherent weaknesses which may be
exploited against them with advanced algebraic methods [5, 6, 7]. These
attacks redefine the cryptographic problem in terms of a system of
polynomial equations and attempts to uncover secret keys by solving these
equations successfully [8, 9]. Other techniques such as calculation of
Grobner basis, linearization and re-linearization have been highly
successful in reducing the complexity of the computations [10, 11]. The
most important issue is that it is necessary to find a balance between
efficiency and security since the loss of the parameters can lead to a rapid
failure of the system. The article under discussion is obsessed with the
approaches of algebraic attacks on MPKCs, their efficiency, and flaws in
their structure [12, 13].

2. Finite Field Algebra and Polynomial Rings

The foundations of MPKC are finite field and polynomial rings, as they
could model multivariate equations, algebraic structures and operations

required to model the encryption, decryption and cryptanalysis processes
[14].
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Figure 1
Finite Field Algebra and Polynomial Ring Structure

As depicted in Figure 1, finite field operations and the structure of a
polynomial ring makes multivariate representation, modular computation,
and algebraic modeling possible, all of which are crucial to cryptographic
analysis.



4136 M. KAUR ET AL.

Polynomial ring construction
R = Fq[xl,x2 ..... X (1)

The algebraic environment, which is described by the construction of a
polynomial ring (Eq. 1), provides the multivariate variables working over a
finite field, which allows the representation of cryptographic equations in a
structured form and allows computations with modular arithmetic
operations needed to ensure security of computation.

_ yin
P(x) = Z{i=1}z{j:1}§$}}“ xixj + Z{izl}gn}b X+ ¢ (2)

The nonlinear relationships among variables are represented by the
multivariate polynomial representation (Eq. 2) which is the combination of
quadratic and linear components with constants and is the main
mathematical framework of MPKCs.

P(x)modq = 0 3)
The modular poly-evaluation (Eq. 3) is such that all the computation is

confined in the finite field and consistency and overflow are eliminated in
case of cryptographic transformations.

NP = |50 (P())* 4)

The algebraic structure is a norm-based structure (Eq. 4) which gives a
quantitative estimation of the magnitude of polynomials, which helps in the
analysis of stability and approximation of solutions in algebraic attacks.

1= °J 2L (Pe)) + q2de (5)

Lastly, the formulation of the integral polynomial consistency (Eq. 5)
sums the behavior of polynomials across a continuous space and, as a
result, allows the evaluation of the validity of solutions holistically and
enhance the robustness of the cryptanalytic modeling processes.

3. Threat Model and Adversary Capabilities

The opponent is presumed to be computationally strong and can
access open keys and create polynomial systems and using algebraic
solvers to reconstruct private keys in an efficient manner.

PK = {PY(x), P2(x), «, Py } (6)

The public key multiple-variable equation system (Eq. 6) is the

collection of equations with multiple variables presented to an attacker that

is the main input of algebraic cryptanalysis. The encryption structure is

coded in these polynomials and the difficulty of the mathematical problem
is to recover the hidden variables.

S=3, .mP=0 7
{k—l}ka) 7
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The system formation (Eq. 7) is a process that merges single
polynomials into a single system, making it easier to study the combination
of these polynomials as a system, and the attack goal is represented as a
joint constraint in the finite field.

A = [T (Peeo)” G)

The adversarial objective function (Eq. 8) measures the distance of
candidate solutions, and instructs the attacker to assign variables to
variables, and to seek solutions with the least error of all equations.

Ce) = [T, Piw| at (9)

This is further extended by the constraint modeling (Eq. 9) which
sums up the polynomial behavior on a continuous domain, to be consistent
and robust in the assessment of the possible solutions.

Pr = j'jj (10)

Lastly, the success probability estimation (Eq. 10) is used to determine
the probability of finding valid solutions in the search space and is used to
consider the feasibility of an attack based on field size and system
complexity.

4. Transformation into Polynomial Ideals

A system of cryptographic equations can be expressed in ideals, which
are ideals of a form of polynomials, and solved by methods and methods
systematically in algebraic geometry, and by the ideal theory and methods
of computational algebra.

I = (PY(x),P%(x), ., Pmw)) (11)

The space of multivariate polynomials can then be formalized as an
algebraic ideal (Eq. 11) in which a structured manipulation can be
performed with the tools of the computational algebra and algebraic
geometry. This model allows the cryptographic systems to be examined by
means of ideal-theoretic properties.

flx) = 2{1{:1}2"}“ Pr (12)

Any expression of any aspect of the ideal (Eq. 12) in a form using a
product of polynomials indicates that the derivation of complex relations is
founded on base equations.

N(D = | (Pegw) (13)

The norm representation of the ideal (Eq. 13) is a quantitative
measure of all collective magnitude of the constraints of the polynomials,
and can be used to estimate the proximity of the solution during an attack.
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2
line = ! /zik’"il}(Pm)) dt (14)

This is further honed with built in ideal consistency (Eq. 14) that
maintains a space of approximation solving techniques robust and robust
over a continuous space.

V(i) = {x € Fq™n|P_k(x) = 0Vk} (15)
And finally, the zero set computational (Eq. 15) that is the set of all the
possible assignment of the variable that satisfies the set of polynomials

directly related to the possibility of recovering the key in cryptography can
be used to determine the solution space of the ideal.

5. Grobner Basis Computation Techniques

The Grobner basis algorithms, including Buchberger and F4/F5, are
efficient methods of reducing a set of polynomies to simplified canonical
forms, which are easy to extract the solutions as well as study their
complexity.

GO ={P1,P2,...,P_m} [16)

The initial set of multivariate equations that is used to constitute a
Grobner basis is the first poly set (Eq. 16) which is the algebraic structure of
the cryptosystem.

S(puBy) = Lem (MR, LM(P)) (5ot = s (17)

Lr(p)  LT(Pj)

The S-polynomial computation (Eq. 17) plays an important role in the
cancellation of the dominating terms between pairs of polynomials and it is
through this that a systematically simplified computation can be carried out
to a canonical form.

R = \/Zreduction(Pk)z (18)

The simplification of polynomials (Eq. 18) determines how much the
polynomials are simplified compared to the current basis, where the aim is
that a representation is minimal in its representation and is independent of
transformations.

Gi+1y = Gr U {reduced S — polynomials } (19)
The iterative basis update (Eq. 19) adds reduced S-polynomials to the

poly set, and refines the structure further, until no further simplifications
can be achieved.

G = {g', g% ..}such that S(g; g;) » 0 (20)

The convergence criterion (Eq. 20) is that all the S-polynomials are
zeroed and it is guaranteed that a Grobner basis is achieved.

Co = [°' X (deg(gn))? dt (21)
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And finally, there is the complexity measure which is the integral
based complexity measure (Eq. 21) which quantifies the computational
effort as the sum of the degrees of the polynomials which gives a measure
of the cost and efficiency of the computation process.

6. Linearization and Re-linearization Methods

Linearization converts nonlinear equations into linear systems and re-
linearization refines approximations, simplifying them to be solved and
using less computation resources in attacks.

Vijy = XiX; (22)
Variable substitution (Eq. 22) substitutes nonlinear terms with new
variables to bring quadratic interactions in the linear form, and to be able to

perform algebraic manipulation, which would be hard in multivariate
systems, to become tractable.

— yvin —
L= Z{i=1}z{j=1}§$}}“y{if} + Z{izl}gn}bxi +c=0 (23)

The system formation (Eq. 23) is a transformation of the relations to a
structured form of linear equations, with substituted variables, original
variables and constants and can be efficiently solved with matrix-based
techniques.

R(X) = [*[Tresidual(X;)? dt (24)

Re-linearization refinement (Eq. 24) enhances the accuracy of the
solution by minimizing the residual errors of all the approximated solutions
and enhances stability and convergence in algebraic attacks. This is
required where a linearization that is performed in the first place makes
gaps in approximations.

Sol = {X|AX = B,V(XX_i*) minimal } (25)

Finally, the consistency condition of the solution (Eq. 25) is that the
solution obtained must be a solution to the linear system and the norm is as
small as possible implying that the solution is optimal and correct. By
combining these steps, both a significant reduction in the computational
complexity and efficient recovery of hidden variables of multivariate
cryptographic systems are possible.

7. Experimental Methodology

7.1 Experimental Setup

The experimental evaluation takes into account the algebraic attack
against Multivariate Public Key Cryptosystems (MPKCs) expressed in terms
of multivariate quadratic (MQ) polynomial systems over finite fields. The
proposed approach is based on the combination of the Grébner basis
computation by Buchberger and F4/F5 techniques, linearization and re-
linearization. As comparative baselines, classical brute-force and hybrid
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cryptanalysis are considered. The assessment is based on key recovery
success rate, computation time, the reduction efficiency of the Grdobner
basis and the accuracy of the linearization.

The finite field GF(q), number of variables and polynomial equations,
benchmark MQ instances, implementation software, solver configuration,
processor, memory, operating system and number of experimental trials
independent of each other must be identified in the experimental record for
reproducibility. Not all of these parameters are explicitly stated in the
present manuscript and have to be provided by the real experimental
implementation.

7.2 Comparative Performance Evaluation

The manuscript claims important recovery success rates of 94.2% for
the proposed algebraic attack, 62.5% for the classical brute-force and
79.8% for the hybrid cryptanalysis. The execution times are 128s, 356s and
214s, respectively. From these reported values, it is concluded that the
proposed approach is able to show computation time reduction of 64.04%
and 40.19% compared to the brute force and hybrid cryptanalysis,
respectively.

These calculations provide a numerical comparison between them, but
do not on their own provide validation of the experimental measurements.
The benchmark configurations, trial records, solver implementations and
statistical analyses are needed to reproduce the conclusions.

8. Result and Discussion

The experimental outcomes show a better attack efficiency, which
includes a low computation time, higher success rate, and comparative
advantages to the traditional brute-force methods and hybrid cryptanalytic
methods.

Table 1
Performance Evaluation of Algebraic Attacks on MPKCs
Metric Proposed Classical Hybrid
Algebraic Attack | Brute-Force | Cryptanalysis
Key Recovery Success
Rate (%) 94.2 62.5 79.8
Computation Time 128 356 214
(seconds)
Grobner Basis Reduction
Efficiency (%) 91.6 48.3 73.5
Linearization Accuracy 92.8 552 76.4
(%)

Algebraic attack with the proposed method is reported to achieve the
key recovery success rate of 94.2%, which is 31.7% and 14.4% higher than
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classical brute force and hybrid cryptanalysis methods respectively. It can
be seen that the reported computation time for brute-force, hybrid
cryptanalysis and the proposed approach are 356 seconds, 214 seconds and
128 seconds respectively, which correspond to a reduction of 64.04% and
40.19% respectively. Table 1 illustrates that the suggested algebraic attack
is much better compared to classical brute-force and hybrid approaches to
cryptanalytical approaches. The efficiency and accuracy are improved as
demonstrated by the performance comparison in Figure 2.

LllJLIIJ

ey RE‘D"EN Time Grﬁb“ar et Lineﬂf"ﬂ"m“
Metrics

B Proposed Algebraic Attack BB Hybrid Cryptanalysis
Classical Brute-Force

Figure 2
Comparative Performance of Algebraic Cryptanalysis Methods

It does the best key recovery success rate (94.2%) and has a low
computation time (128 seconds). The trends in recovery rates and
efficiency are presented in Figure 3.

Key necove™y Time Grohner Eft L-mear'lzatiol\

Metrics

—— Proposed Algebraic Attack ~ —— Hybrid Cryptanalysis
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Figure 3

Performance Trends of Cryptanalysis Techniques Across Key Recovery and
Efficiency Metrics
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Moreover, the better performance of the proposed method is also
proved by the high efficiency of Grobner basis reduction (91.6%) and the
accuracy of linearization (92.8), which means that the given method is more
efficient and faster to use.

9. Conclusion

This paper discussed algebraic attacks against Multivariate Public Key
Cryptosystems, and how they are vulnerable to structured cryptanalysis,
although post-quantum. The work showed that Grobner basis techniques, a
linearization process, and re-linearization can greatly simplify the
complexity of a problem and lead to the recovery of keys in an efficient way,
by modeling MPKCs as a polynomial system over finite fields. Comparative
analysis established significant gains in the rates of attack success and
computing efficiency with regard to traditional methods. The results
underline that the security of MPKCs heavily relies on the proper choice of
parameters and the ability to withstand an algebraic exploitation.
Moreover, the paper offers a technique-based methodology of assessing
robustness against the new algebraic methodologies. Further studies need
to be conducted into how to enhance the principles of design and hybrid
defense as well as the creation of provable secure constructions to
guarantee the long-term resilience of multivariate cryptographic schemes
against post-quantum environments.
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