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Abstract

The very fast development of quantum computing is a serious threat to traditional
cryptographic solutions that are used in wireless sensor networks (WSNs), especially those
that have severe energy and computing requirements. The paper presents a lightweight post-
quantum cryptographic (PQC) system that is specific to the resource-constrained WSN. The
aim is to provide quantum-resistant security with a minimum energy requirement, latency, and
memory overhead. The solution proposed combines lattice-based primitives, optimized key
generating schemes and compact encryption schemes, with mathematical modeling to validate
their performance. Experimental assessment shows that the framework has a security against
quantum attacks, consumes less energy by 28.4% and latency is less by 31.2% than traditional
PQC instantiations. The framework also ensures scalability with heterogeneous sensor nodes.

Subject Classification: 94A60, 81P9%4.

Keywords: Post-quantum cryptography, Wireless sensor networks, Lightweight encryption,
Lattice-based security, Energy efficiency, Quantum-resistant algorithms.

I. Introduction

WSNs find extensive application in most of the critical areas like
environmental monitoring, healthcare, industrial automation, and smart
infrastructure whereby the reliability and security of the data flow is
paramount [1, 2]. Nonetheless, the threat posed by quantum computing,
especially the one made possible by the Shor algorithm [3, 4], is susceptible
to traditional cryptographic mechanisms, such as RSA and cryptography
based on elliptic curves. This changing threat environment requires post-
quantum cryptographic (PQC) methods to be employed which are resistant
to quantum attackers [5, 6]. Although they have high security levels, the
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majority of PQC algorithms are computationally, memory, and energy
intensive and thus cannot be used in energy limited WSN nodes [7]. Figure
1 demonstrates effective, secure, energy conscious lightweight post-
quantum cryptography framework. The sensor devices are often limited in
processing power, battery capacity and storage capacities and demand
compact and lightweight cryptographic solutions [8].
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Figure 1
Lightweight Post-Quantum Cryptographic Framework

In this regard, this paper aims to ensure that it tries to design a
lightweight PQC model that can be optimized to run in resource-
constrained environments. The approach proposed focuses on smaller key
sizes, fast arithmetic operations, and optimized encryption-decryption
operations and retains quantum resistance [9, 10]. The framework will
focus on facilitating the implementation of PQC in the next-generation WSN
and [oT ecosystems under a tight set of resource constraints by balancing
security and performance [11].

II. Fundamentals of Post-Quantum Cryptography

Proposes quantum-resistant cryptography concepts to substitute the
classical systems that are susceptible to quantum attacks based on
computational hardness presumptions and practical implementations to
limited-resource settings, such as WSNs.

A. Overview of Quantum Threats to Cryptographic Systems
Quantum algorithms such as the Shor and Grover algorithms pose a
threat to RSA, ECC, and symmetric schemes by facilitating efficient
factorisation and search, and drastically lowering the level of security of the
highly used cryptographic systems [12].
Findr =min{r > 0: a”" = 1 (mod N)} D
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ged(azt 1LN) > {p,q) (2)

The former is phrased in terms of quantum period finding providing
an efficient integer factorization. The algorithm, by discovering periodicity
as in Eq. (1), takes advantage of the modular exponentiation structure and
by discovering prime factors with greatest common divisor, subverts
classical cryptography.

lp) = (\%6)2& =0to Q — 1)|x)|a*mod N) (3)
2mikx
Folx) = (J%)Z(k —0toQ—1)e @ |k) )

The second one is quantum state preparation and transformation. The
superposition in the equation (3) is used to encode the many paths of
computations at once and quantum Fourier transform in the equation (4) is
a way to extract periodicity that is most effective and can be used to speed
up the computation exponentially compared to the classical methods.

Poyccess = Sin? ((Zr + 1) arcsin (\%ﬁ)) (5)
T
r~ (5N (6)
The third section describes the search advantage of Grover, which is

that, the success probability in the equation (5) goes up with the number of
iterations and the optimal number of iterations in equation (6) gives

quadratic speedup.
Sq =S¢ )
k
S,=2¢k=5,=22 (8)
Finally, Eqs. The two security degradation measures (7) and (8)
quantify the reduction of classical exponential security to square-root
complexity by quantum computation, making cryptography less secure.

B. Classification of PQC Algorithms (Lattice, Code, Hash, Multivariate)

PQC algorithms come as lattice-based, code-based, hash-based and
multivariate algorithms, each providing quantum resistance based on
different mathematical hardness problems with different efficiency, key
sizes, and computational costs.

b=A-s + e(modq) 9
ming|[b — A-s||* + [ (0 to 1)|le(®)][*dt (10)

The lattice formulation is a model of security in terms of structured
linear relations, which are perturbed by noise. The core hardness
assumption is given in Eq. (9), and the recovery is an optimization problem
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based on the minimization of the error magnitude, and it is computationally
infeasible to extract secrets.

s=H-eT (11)

\/2;;1 e? + [ (eit)? dt (12)

Code-based method is based on the complexity of syndrome decoding.
The equations (11) and (12) are the relationship between the parity-check
matrices and the error vectors, and the ease of finding low-weight error
patterns respectively under constrained conditions.

o = HIOm = H(H(...H(m))) (13)

T = \/Zizle(xi)z + [t2dt (14)

There is the use of hashbased signatures that are secure due to the
repetitive hashing. The repeated compression operations are captured in
Eqg. (13), and the aggregate hash complexity is captured in Eq. (14) to
support collision resistance and one-way properties.

Shyb = aSiqt + BScode T VShash T 0Smuiei (15)

Jz SPH [ (ES- 02 dt (16)

Finally, Egs. Hybrid security model (15) and (16) involves a
combination of many schemes in PQC, in which the total resilience is the
sum of weighted contributions and cumulative resilience between the
various cryptographic primitives.

III. Proposed Lightweight PQC Framework

Introduces an energy-efficient PQC architecture designed specifically
to support WSNs incorporating optimized primitives, simpler operations,
and dynamic mechanisms to manage security, cost of computation, and
resource usage effectively.

A. Lightweight Key Generation and Distribution Mechanism

The mechanism presents small-size key generation based on lattice
structures with reduced parameter sizes and effective distribution schemes,
where secure exchange is guaranteed and communication overhead and
energy usage of sensor nodes is minimized.

Z b
=t a7)
\/z;;l(ag + s7) + [, (2 + t2)dt (18)

The first formulation defines the algebraic structure of a finite
polynomial ring as in Eq. (17), which makes it possible to do lattice-based
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operations using efficient modular arithmetic. The stability of the
parameters in the model is represented by the use of coefficient magnitudes
and continuous energy terms in the equation as shown in (18), which is
numerically stable in a limited environment.

pko= [%+ [1(b-t + 422) dt (19)

The second step is devoted to key compression, in which Eq. (19) is a
smaller version of the public key that trades accuracy and storage costs
without compromising critical cryptographic features.

kg = H(|pkc|r) ® (r-Amod q) (20)

J(kd)z + [ At + t3) de (21)

The distribution of keys is secured with the help of the equation (20),
which combines the concept of hashing and randomness in order to ensure
confidentiality, and the equation (21) relating to the computational and
noise complexity involved in the process, further improving the resistance
to interception.

K, = \/(K{H} ® 6) + [OtoD)(Kpoyy-t + 8262)dt  (22)

Lastly, the key refresh mechanism with energy awareness, defined by
Eqg. (22) is employed that guarantees dynamic key evolution at minimum
overhead, which keeps long-term security and efficiency of resource-
constrained wireless sensor networks.

B. Encryption and Decryption Process Optimization

The process in which Minimizes encryption and decryption with
simplified polynomial-based operations, minimized modular arithmetic,
and simplified processing operations, resulting in a faster encryption and
decryption with less energy consumption without compromising strong
quantum-resistant security assurance.

m € {0,1}" - m(x) € R, (23)

m'(x) = Jm(x)z + [Jm() -t + t?)dt (24)

Encoding encodes the binary plaintext into a polynomial form in a
finite ring, which is denoted by Eq. (23), allowing lattice-based operations.
Eq. (24) is an improvement of this representation in the sense that it adds
magnitude normalization and continuity components to provide stability
and strength when encryption is required.

u=Ar+e,v=>br+e+m (25)

\[uz + v2+ fol(r “t + et? + eyt3) dt (26)
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The generation of ciphertext is described in the equation (25) and
randomness and lightweight noise have been introduced to ensure the
privacy of the message. To reinforce security, the model in terms of
algebraic and probabilistic complexity, of ciphertext components and noise
is presented in Eq. (26).

m = J(Round(m”))z +f01 (m" -t + t3)dt (27)

Lastly, Eq. (27) is the message recovery, at which point, the rounding
and structured decoding of the message rebuilds the original plaintext and
reduces the noise effects to guarantee proper and effective decryption.

C. Proposed Lightweight Lattice-Based PQC Protocol

The proposed lightweight lattice-based post-quantum cryptographic
(PQC) protocol is a special protocol in the context of energy constrained
wireless sensor networks (WSN) to ensure secure communication that is
quantum resistant with low computational and memory cost. The protocol
combines compact compression of the ciphers, adaptive noise management,
efficient lattice based key generation, and small encryption operations to
enable the protocol to be deployed efficiently on low-power sensors.

1. System Initialization
A lightweight modular arithmetic is employed along with reduced
lattice dimensions in order to reduce computation and memory
requirements by creating a finite polynomial ring.
Zq[x]
Ra =i
In the above, q is the modulus parameter and n is the degree of the
polynomial used to regulate the level of security and efficiency of the
computation. In advance of establishing a communication, public
cryptographic parameters are sent to all authenticated nodes in the WSN.

2. Generation of public/private key pairs.

Every sensor node produces a light-weight private key that is a small-
sized private key of degree bounded by some number, which is a small
random polynomial vector. Lightweight lattice multiplication and noise
embedding operations are used to find the corresponding public key.

pk = A-s + emod q
Where:
e Aisarandom matrix whose entries are public.
e  s=secretvector (private)
e  eisasmall (lightweight) Gaussian noise.
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The parameter selection is light-weight, which helps decrease the
complexity of using arithmetic, energy usage, and the hardness to lattice
reduction attacks.

3. Lightweight Encryption Process

The plaintext message is first transformed into polynomial form such
that it can be easily operated on by the lattice to obtain the plaintext
message in polynomial form. Randoized polynomial multiplication is used
to encrypt the message with minimal interference to keep the message
confidential.

c=A-r+ m+ elmodgq

Where:

e  r<-temporary random vector

e m = plain text message encoded

e el is thelight weight encryption noise.

The simplified modular operations can greatly decrease the encryption
latency and computation cost for the low power WSN devices.

4. Lightweight Decryption Process

On the receiving end, the ciphertexts are passed through the private
secret vector to generate the original plaintext messages and remove any
noise terms added to the message.

m = c¢ — s-umodq
The light weight decoding mechanism reduces complexity in

decryption and facilitates the efficient real-time secure communication in
resource limited sensor nodes.

5. Key Exchange Workflow

This proposed framework introduces a secure session key, which is
derived in a lightweight manner between communicating sensor nodes
based on lattices. Both communicating parties independently calculate the
same shared session key after some public key exchange.

Ks = H(sA-pkB) = H(sB - pkA)

Where:
e  Shared Session Key: Ks
e  H(.) =light-weight cryptographic hash function

This mechanism can be used to establish a session with authenticated
and quantum-resistant communication with low communication overhead.
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IV. Mathematical Modeling of the Proposed Scheme

Formal mathematical models of performance developed with lattice-
based equations, complexity analysis, and energy models to assess
performance, to ensure that theoretical results on the strength and
efficiency of security under limited network conditions are validated.

ming|[b — A-s||° + 1 (0 to |le(®)]| dt (28)

J||b — A-s||"+ [ (0to1)(e-t)?dt (29)

Security hardness model is founded on the Learning With Errors
assumption, in which the expression of the form of the minus difference
between observed and computed lattice values under the effects of noise
(Eq. (28)) is minimized. The hardness introduced in Eq. (29) further
quantifies this by including continuous error distribution and this further
strengthens the adversarial recovery resistance.

Crotal = \/Z?zl (O(n logn))2 + fol(n -logn - t)2dt (30)

The computational complexity model (Eq. 30) is a model with the
overall processing cost that is a combination of discrete algorithmic
operations and continuous approximations and is a model that has
scalability with regard to problem size.

o

Fope = \/aEtz car + B Clia + YComm? + 8Sec? + fol(F(t)Zdt) (31)

Lastly, the Eq. (31) is the formulation of a multi-objective optimization
function that weighs the energy, computation, communication and security
to provide an optimal trade-off towards efficient and secure lightweight
PQC deployment.

A. Experimental Setup and Implementation Details

The evaluation of the performance is done by comparing the proposed
lightweight lattice-based post-quantum cryptographic framework with a
conventional PQC implementation in an energy constrained wireless sensor
network environment. There are encryption time, decryption time, key
generation latency, energy consumption, memory consumption, ciphertext
expansion, communication overhead, throughput, packet delivery ratio and
scalability are taken into account for the evaluation. Optimized polynomial
arithmetic, compact key representation, energy efficient encryption
operations and energy efficient key management are integrated into the
proposed framework. Latency (time for encryption/decryption) is
measured in milliseconds, memory usage (amount of memory used) is
measured in kilobytes, and energy consumption (how much energy is used)
is measured in millijoules. The performance improvement is the difference
from the conventional implementation as per Eq. (32).



3908 R. SHRIVASTAV ET AL.

1(%) — Mbaseline_Mproposed X 100 (32)

Mpaseline

For throughput, packet delivery ratio, and other higher-is-better
metrics, the improvement calculation uses the proposed value minus the
baseline value in the numerator.

The proposed lightweight lattice-based post-quantum cryptographic
framework is compared with the conventional implementation of PQC
based on the performance metrics, including: encryption latency,
decryption latency, energy consumption, memory usage and
communication efficiency. The reported encryption times are 5.84 ms and
392 ms for the conventional implementation and proposed
implementation, respectively, whereas the decryption times are 5.21 ms
and 3.65 ms, respectively. the energy consumption for conventional PQC
and proposed implementation is reported as 18.7 m] and 13.4 m],
respectively. The baseline values and proposed values are used to help
determine the improvement. An implementation should be prescriptive in
order to achieve experimental reproducibility, including the cryptographic
algorithms, lattice parameters, processor configuration, execution platform,
input payload size(s), measurement instrument(s), and number of
independent trials. The information is required to confirm if these
performance gains can be consistently achieved when the same experiment
is replicated.

V. Result and Discussion

Table 1 shows that the suggested lightweight PQC framework can
greatly enhance efficiency, in all metrics. The time taken to encrypt and
decrypt is decreased by 32.9 and 29.9, respectively, and allows quicker
communication that is secure.

Table 1
Performance Evaluation of Lightweight Post-Quantum Cryptographic
Framework for WSNs
. Proposed Improve
Metric Cz:;/ ggtéo Lightweight ment

PQC (%)
Encryption Time (ms) 5.84 3.92 329
Decryption Time (ms) 5.21 3.65 29.9
Energy Consumption (m]) 18.7 134 28.4
Memory Usage (KB) 96.5 68.2 29.3

It reduces energy consumption by 28.4% which is very essential to
battery-powered WSN nodes. Figure 2 reveals that lightweight PQC is more
efficient than the conventional schemes.
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Figure 2

Performance Comparison of Conventional and Lightweight PQC Schemes

Furthermore, the memory consumption is reduced by 29.3 per cent,

which means that it can be compatible with resource-limited devices.
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Figure 3

Efficiency Improvement Trends in Lightweight Post-Quantum Cryptography

Figure 3 depicts the trends of increasing efficiency of the lightweight

post-quantum cryptography performance. In general, the findings indicate
that the suggested solution is successful in addressing the needs of
quantum-resistance security, and also computational and energy efficiency.
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Table 2
Extended Performance and Security Evaluation of Lightweight PQC
y g g
Framework
Metric Conventional Proposed Improvement
PQC Lightweight PQC (%)

Ciphertext Expansion 2 84x 1.92x 32.4
Ratio ) ) )
Key Generation Latency 4.63 298 356
(ms) . . .
Throughput (Mbps) 8.7 139 59.8
Security Level (bits) 128 192 50.0
Communication Overhead
(KB) 24.8 16.3 34.3
Packet Delivery Ratio (%) 90.2 97.6 8.2
Scalability Support
(Nodes) 500 1200 140.0
Attack Resistance Score 88.4 96.8 95
(%) . . .
Computational Complexity 0(n?) O(nlogn) Reduced
Energy-per-Bit Encryption
Cost (1 /bit) 0.84 0.51 39.3

The results show in Table 2 represent that the proposed lightweight
PQC framework significantly reduces the expansion of ciphertext and the
communication overhead that helps to reduce bandwidth usage in WSNs.
Lightweight lattice parameter optimization is used and simplified modular
arithmetic operations are used to dramatically reduce key generation
latency. In addition, the throughput gain demonstrates that it is possible to
achieve faster secure communications in the framework without increasing
the computation complexity. The proposed framework also has a higher
level of security (192 bits) making it more resistant to attacks by
adversarial quantum computers than traditional lightweight PQC schemes.
The enhanced performance of packet delivery ratio and scalability also
shows that the framework is suitable for the large-scale wireless sensor
network environment with various nodes.

The comparative performance reported in Tables 1 and 2 give overall
performance in terms of computational efficiency, memory usage, energy
consumption, and performance at the network level. To allow for
independent verification, the raw experimental data should contain
individual trial identifiers, cryptographic set-up parameters, plaintext sizes,
encryption or decryption execution times, key generation time, energy
consumption and memory usage. The primary measures should be
provided in machine-readable format along with the setting of the
implementation, cryptographic parameter sets and benchmarking scripts.
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Such records will enable the re-computation of descriptive statistics,
confidence intervals and significance testing to confirm the results reported
and to assure their reproducibility and reliability.

VI. Conclusion

This paper introduces a lightweight post-quantum cryptographic
system explicitly tailored to wireless sensor networks with energy
constraints, to address the growing security threats posed by quantum
computing. The proposed scheme balances strong quantum resistance and
resource-efficiency by combining lattice-based primitives with increased
optimization of key generation, encryption and decryption. The framework
has majorly minimized the computational overhead, energy consumption
and latency over traditional PQC implementations and can be effectively
used in real-time WSN deployments. Its scalability and adaptability over
non-homogeneous sensor nodes is confirmed by mathematical modeling
and performance evaluation. Moreover, the suggested design resembles the
secure communication without the need to disrupt the operational
durability of sensor devices.
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