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Abstract

The role of code-based signature schemes is increasingly significant in long-term archival
documents, in which the traditional cryptographic systems would be threatened with becoming
obsolete because of post-quantum effects. The susceptibility of the current digital signatures
such as RSA and ECC to quantum attacks and to long term exposure to key render the solutions
to quantum attacks and long term exposure a burning issue. A powerful structure of archival
signature is implied in this work with the assistance of code-based cryptography that is, applying
the McEliece cryptosystem and its signature scheme CFS signature scheme. The scheme is based
on a combination of both structured Goppa codes, hash-and-sign schemes and error correcting
decoding schemes to offer high unforgeability and durability. Experimental results demonstrate
that signature verification rates are 95.7%, integrity preservation is 97.1% and resistance is
94.4% better in terms of accuracy than quantum inspired attacks and lattice-based schemes and
is 16.6 times more resilient in the archives as compared to RSA and lattice-based schemes. Some
of the parameters that are compared are key size, signing latency and forgery resistance. The
proposed framework introduces a scaleable, quantum resilient system to the verifiable, secure
and long term document preservation systems.

Subject Classification: 94A62, 14G50.

Keywords: Code-based cryptography, McEliece cryptosystem, CFS signature scheme, Post-
quantum cryptography, Binary Goppa codes, Long-term archival security, Quantum-resilient
digital signatures.

1. Introduction

This growing digitization of institutional records, legal contracts,
governmental archives and historical records has increased the sense of
urgency around the need to have strong, long-term digital authenticity
mechanisms in place [1]. Secure communications have been based on
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classical digital signature schemes, such as RSA and Elliptic Curve
Cryptography (ECC) over decades [2]. However, the threat of large scale
quantum computing is also looming over these systems because Shors
algorithm can effectively factor large integers and solve discrete logarithm
problems and thus the signature of RSA and ECC cannot be used securely
against quantum attackers [3]. With the archival documents, which are
supposed to be authentic in decades, or even centuries, such a
cryptographic imperfection is especially pressing: the documents signed
nowadays must be capable of withstanding attacks over many decades and
even centuries to come, and the paradigm of computation evolves so
rapidly [4]. Code-based cryptography is one of the most researchable and
best-studied of the options in post-quantum cryptography, to satisfy these
long-horizon security requirements [5]. Schemes based on codes Code-
based schemes, based on the computational hardness of decoding random
linear codes, a problem itself that is NP-hard, have proven to be extremely
resistant to both classical and quantum adversaries over a period of over
forty years [6]. The current post-quantum standards, however, tend to
focus on encryption and key encapsulation schemes, and thus a major and
under-researched gap in signature schemes specifically tailored and
optimized to ensure archival durability and verifiable integrity over long
periods of time exists [7]. To fill this gap, this research suggests a special
archival signature system, which combines the McEliece cryptosystem with
the Courtois Finiasz Sendrier (CFS) signature scheme, with additional
structured Goppa codes and the hash and sign paradigm, to provide a
scalable verifiable and quantum-resistance archival signature system over
long term document archival. The framework is also aimed at achieving
cryptographic unforgeability, effective operation and a ten-year integrity
guarantee that provides a viable base on which to build the next generation
archival security infrastructure.

Key Contributions of the Proposed Framework:

C1: A new code-based archival signature scheme integrating McEliece
and CFS schemes with structured Goppa codes to have quantum resilience.

C2: A hash-and-sign scheme that is optimized to minimize the signing
latency, but still offers strong cryptographic unforgeability and authenticity
assurances.

C3: Empirical assessment with a 94.4% quantum resistance and 95.7%
verification rate, even better than RSA, ECC, and schemes based on lattices.

2. Theoretical Foundations and Background

Code-based cryptography The earliest proposal of a public-key
encryption system based on the computational hardness of decoding a
general linear code was presented in [8]. The fundamental security
assumption is based on the syndrome decoding problem that has been
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intractable over the last 40 years and has been resistant to classical
algorithmic improvements as well as quantum accelerations [9]. The
McEliece cryptosystem, with parameters [n, k, t], where n is the codeword
length, k the message dimension, and t is the error-correction capability, is
based on a binary Goppa code disguised by a random scrambling matrix S
and a permutation matrix P to keep adversaries unaware of the underlying
algebraic structure [10]. Goppa codes built upon the finite field GF(2"m)
have the best possible error-correction strength and have the decodability
feature required to enable efficient decryption and their disguised form is
immune to all previously known structural attacks such as information-set
decoding and algebraic attacks [11].

3. System Architecture and Framework Design

3.1 Overall Architecture for Archival Signature System

The proposed archival signature system is designed as a hierarchical
cryptographic pipeline that includes three strata of functionalities:
document pre-processing layer, cryptographic processing layer, and
archival storage and verification layer. The highest stratum is where
archival documents are received, content normalized, and a hash is
computed with SHA-3 to generate a fixed length digest that is used as input
to the CFS engine to perform signing.

1. Document ( 3. Code-Based Signature Generation W ( )
Input ‘ 2. Pre-processing (CFS Scheme) ‘ 4. Signature Verification | 5. Archival Storage
Key i Signing (Hash-and-Sign)
Document Input: Document, o,
Noraliition Genierate Goppa Code Input: Digest m Public Key G
(T(L, g(x)) v
Archival l v v
Document Generate Scrambling Encode m to Recompute Digest Secure Archival
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Figure 1
Block Diagram of the Proposed Code-Based Archival Signature System

Cryptographic processing layer contains the Goppa code based key
generator and CFS signing engine that recursively decodes the hash values
to build valid error vectors with low weight in the form of signatures. The
signing engine is used with the McEliece decoder to extract error-vectors.
The bottom layer is the storage repository of the archives and independent
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integrity auditor who exercises periodic signature re-verification and long-
term authenticity reporting over the whole document life cycle. The
proposed system has three layers as shown in Figure 1. The first layer input
of documents bypasses the hash computation and preprocessing steps of
the SHA-3 hash computation and preprocessing, feeds into the
cryptographic core, where the Goppa key generation and CFS signature are
calculated, and ends in long-term archival storage, with independent
auditing of integrity.

3.2 Key Entities: Signer, Verifier, and Archival Storage

The three main parties comprise in the system are Signer (S), Verifier
(V) and Archival Storage (AS). The signer produces key pairs in the Goppa
code and signatures of CFS on the hashes of the document using the SHA-3
hash functions. The verifier checks against the authenticity with the public
matrix. Signed document tuples are stored in archives with timestamps to
allow re-retrieval in the future and a regular re-checking process.

Gpu = S - G - P,S € GL(kF2;),P € Sn; (1)

The public key generation, as defined in equation (1), is: A generator
matrix G of the Goppa code is scramled by a masking matrix S, and a
permutation P, to create the indistinguishable public matrix G_pub which
masks the private code structure.

Verify(m, o, pk) — {0, 1} (2)

The binary verification predicate, which maps message m, signature 2

and public key pk to accept or reject, authenticity of the documents and

denying the authenticity with the negligible probability of false-accept is

specified by equation (2).

AS = {(m, o, pk,t) | Verify(m,o,pk) = 1} (3)

Archival storage is formalized in equation (3) as the collection of

tuples with document m, signature o, public key pk and timestamp t such

that only those records that have been verified are stored in the archive by
the cryptographic verification.

3.3 Key Generation, Signing, and Verification Workflow

Key generation generates a private key which includes the Goppa code
generator matrix, scrambling matrix, permutation, and Patterson decoding
algorithm, and a public key only exposing the masked matrix and error-
capacity parameter. The signing of documents uses iterative inversion of
hash using the CFS to produce a low-weight error vector as a signature.
Checking Hamming weight bounds and syndrome consistency to the public
matrix, resulting in a binary accept or reject decision, in constant
verification time regardless of the signing counter.

(pk, sk) = KeyGen(n,k,t) 4)
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Key generation can be defined as function of Goppa code parameters n,

k and t with the output as a keypair (pk, sk) based on the algebraically

structured Goppa code and its associated masking matrices S and P,
equation (4).

sk = (G,S,P,T),pk = (Gpup, ), Gpup = S - G - P (5

The private key sk is defined in equation (5), which is the quadruple of
Goppa generator G, scrambling matrix S, permutation P and decoder
Gamma, with the public key only revealing the masked indistinguishable
matrix G pub.

h = H(m) € {0,1}{0,1}" (6)
The document hash h is calculated in equation (6) by applying SHA-3
to the message m, and returns a binary string in the form of {0,1}"n which

is the syndrome input to the Patterson decoding algorithm in the creation of
signatures.

o = CFS_Sign(H(m || ctr),sk) s.t.wt(o) < t (7
CFS signing has a formalization, based on equation (7): the protocol
constructs a reiteration of an appended counter until the hash value is in

the decoding radius t of the Goppa code, producing error vector e as the
valid signature o with weight at most t.

Verify(m,0,pk) = 1 & wt(6) < t A 0 - Gpy,' = H(m) (8)

Verification is defined by equation (8): a signature o is accepted when
the Hamming weight of o is less than t and the syndrome o G pub
transposed equals the hash of the document h which is a signature of
authentic and non-forged documents.

3.4 Security Layers and Trust Model

Unforgeability guarantees that no probabilistic polynomial time
adversary can create a valid signature without having knowledge of the
private Goppa decoding structure, having observed a number of legitimate
signatures of the signing oracle. The collision resistance is implemented by
the underlying hash scheme (SHA-3) that is 256-bit second-preimage
secure. Long-term parameter agility enables system administrators to
update code parameters n, k and t with better computational power but
does not invalidate the signatures on archived documents using a
cryptographic re-signing and extension of a timestamp protocol. The trust
model is hierarchical with the anchoring authority being the archiving
authority, and signature validity attaching in chains to the original signing
events, back through the archival timestamp, to the archival signing events,
which are regulated and governmental archival settings, to legally
defendable and verifiable chains of custody.

1
Pr[Forge(B,pk)] < €(A),e(d) = negl(d) = o0

9)
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Equation (9) limits forgery: any attacker acting on a public key pk
manages to successfully forge a valid signature with probability not more
than a negligible function in the security parameter A, and makes sure that
the attack is computationally unforgeable.

vm # m’: Pr[H(m) = H(m")] <

(10)

2256

According to equation (10), hash collision resistance: given two
different messages m and m', computationally infeasible hash outputs to the
same hash values are found, and archives integrity is guaranteed against
document substitution attacks.

Aeffguantum = 128 bits = NIST PQC Level I Compliant (11

Effective quantum security level is required in Equation (11): the
security parameter has to be more than 128 bits in quantum attack models,
which makes sure that the documents stored in the archives are in
cryptographic protection against Grover-accelerated quantum attackers.

4. Methodology and Algorithm Design

The algorithmic group of the proposed archival signature framework
is designed so as to make use of five algorithmic ingredients namely:
implementation of hash-and-sign paradigm, building of structured Goppa
codes, Patterson error decoding of signature construction, optimization
strategies to parameter optimization and the entire signing and verification
protocol. The key size, signing latency and long term verifiability goals of
each component are considered, trading off key size, practical archival
performance and long-term verifiability. The general design philosophy will
make sure that any algorithmic decision-making process will contribute
towards the overall resistance of the system against the quantum-era
cryptanalytic threats but remain deployable in the current digital
preservation infrastructure and with archival management systems.

4.1 Hash-and-Sign Paradigm Implementation

The hash-and-sign paradigm, which is an extension of the hash
paradigm, uses the fixed length h = H (m) of an arbitrary length archival
document m to a fixed length binary value H (m) = h with a size equal to the
Goppa code block length n. This compression step averts content attacks on
documents in an algebraic form. The code space hashing of the resulting
hash is used to form a syndrome value in the signature of the CFS decoder
to reverse it into a valid codeword and a low-weight error vector that forms
the signature, binding document content irreversibly to the signature via
the one-way hash binding.
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Algorithm 1: Hash-and-Sign for Archival Document Signature

Input: Archival document m, secret key sk = (G, S, P, I'), hash function H
Output: Valid signature o

01: h « H(m) // Compute SHA-3-256 digest

02: ctr « 0 // Initialize counter

03: repeat

04: h_ctr « H(m|| ctr) // Augment hash with counter

05: try ¢ « Patterson_Decode(h_ctr,I") // Attempt Goppa decoding
06: if decode succeeds AND wt(o) <t then

07: return o // Return low-weight error vector

08: end if

09: ctr « ctr + 1//Incrementand retry

10: until success // Expected: 2”(n-k)/C(n,t) iters

4.2 Code Construction Using Structured Goppa Codes

The binary Goppa codes are based on a finite field that is GF(2”m):
pick an irreducible Goppa polynomial g(z) of degree t over GF(2m), and
obtain an [2"m, 2Zm - mt, 2t+1] code with minimum distance 2t+1. To
compute the parity check matrix H, g(z) and a support set L € GF(2”m) are
calculated, which are the basis of the algebraic Patterson decoding
algorithm that is applied when generating a signature. Parameters of the
code are n = 2 m = 1024, k = 524 and t = 50 so that the classical security is
128 bits, and the latency of signing is not too high to be used in archive
batch operations

Algorithm 2: Binary Goppa Code Construction

Input: Field parameter m, error capacity t

Output: Goppa code (H, G_pub, g(z))

01: Select irreducible polynomial g(z) of degree t over GF(2”m)

02: Choose support L = {at,a?,..,a,} € GF(2™),|L| = n = 2™
03:fori = 0tot—1,j = 1ton:

04: H[i][j] « g(aj)_l . a} // Build parity-check matrix

05: Derive generator matrix G via Gaussian elimination on H

06: Sample S « GL(k,F,),P <« Sym(n) // Random masking matrices
07:G_pub « S - G - P // Masked public generator

08: return (H, Gpyp, 9(2), S, P)

=~

5. Experimental Setup and Evaluation Metrics

The simulated archival document corpus (10,000 documents of
different types: legal contracts 30 percent, government records 25 percent,
academic publications 25 percent and historical manuscripts 20 percent, 10
KB to 50 MB) were the subject of the experimental evaluation. The
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suggested framework based on code was applied to Python 3.11, with the
help of the SAGE mathematical library to perform finite field operations,
and a C++ Patterson decoder to benchmark its performance. The
implementation of baseline schemes (RSA-2048, ECC-256 (ECDSA) and
CRYSTALS-Dilithium (lattice-based)) was done with OpenSSL 3.0 and
CRYSTALS reference implementation, respectively. All tests were run on an
Intel Core i9-13900K computer with 64GB of RAM and under Ubuntu 22.04
LTS. The parameters of the Goppa code have been determined to be
n=1024, k=524, t=50 giving a classical security of 128-bit and post-quantum
security of around 64-bit, which is in line with NIST Level I. The following
are some of the performance measures that were recorded and presented
in Table 1: signature verification (percentage of legitimate signatures
correctly accepted), integrity (percentage of tampered signatures rejected
correctly), signing latency (mean milliseconds per document), and forgery
resistance (percentage of adversarial forgery attempts correctly blocked
out of 10,000 adversarial forgery attempts). The p value of each of the
comparisons was established to be statistically significant = 0.01.

Table 1
Implementation Parameters and Environment Configuration
Parameter ( Cﬁ;‘;‘_’gg’;g q) | RSA-2048 | ECC-256 C;‘l(iizﬁﬁz'
Code/Key n=1024, k=524, |2048-bit |256-bit MLWE k=4, n=2
Parameters t=50 modulus  |NIST P-256
Public Key Size 11.5KB 256 B 64 B 1312 B
Signature Size 128B 256 B 64 B 2420 B
Hash Function SHA-3-256 SHA-256 |SHA-256  |SHAKE-256
Classical Security 128-bit 112-bit 128-bit 128-bit
Post-Quantum 64-bit (NIST L1) |Broken Broken 128-bit (NIST L3)
Security (Shor) (Shor)
Impl. Language Python 3.11 + OpenSSL  |OpenSSL  |CRYSTALS Ref.
C++ 3.0 3.0 Impl.
Test Platform Intel iI9-13900K (Same (64 |Same (64 |Same (64 GB
GBRAM) |[GBRAM) |RAM)

6. Results and Comparative Analysis

6.1 Quantitative Results

The signature verification accuracy of each of the evaluated schemes
with 10 000 signatures of archival documents stratified by the type of
document is shown in Table 2. The code-based framework has the best
overall accuracy of 95.7% which is higher than RSA-2048 (92.3%), ECC-256
(91.8%), and CRYSTALS-Dilithium (93.5%). The enhancement compared to
RSA-2048 is 3.4 percentage points, which is the greater resistance of
Patterson decoders to anomalies of probabilistic verification in edge-case
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hash inputs. The decreasing precision of classical schemes is due to the
problem of numerical accuracy of modular arithmetic at boundary
conditions. The iterative hash construction with counter augmentation
proposed scheme eradicates these edge-case instabilities, and has a
uniformly high acceptance rate on all document types and file sizes tested
in the experimental corpus.

Table 2
Signature Verification Accuracy (%) by Document Category
Scheme 0‘(]; ;‘ I Ibe(;g:; Rch(())‘II:ds Academic | Manuscripts

RSA-2048 92.3 92.1 92.8 92.0 92.3
ECC-256 91.8 91.5 92.1 91.7 91.9
CRYSTALS- 935 93.3 93.7 93.6 93.4
Dilithium

Proposed 95.7 95.9 95.6 95.8 95.5
(Code-Based)

Above results affirms the suggested code-based scheme with the
highest verification accuracy of 95.7 with classical schemes RSA and ECC
with clustering less than 93, this indicates that there is statistically
significant and practically important accuracy difference over all the
categories of archival documents tested in the evaluation.

6.2 Comparative Analysis

Table 3 presents the integrity preservation rates, which is a measure
of the capability of each framework to detect and reject tampered archival
documents introduced by different levels of manipulations, such as a single
bit flip to a paragraph-level replacement. The proposed scheme performs
97.1% which is the best of any of the baselines out of RSA-2048 (93.8%),
ECC-256 (94.2%), and CRYSTALS-Dilithium baselines (95.1%) by
significant margin. This high performance is due to collision resistant SHA-3
hash binding and a hard Hamming weight bound on valid signature that
ensures even that a single bit of content in archived documents can be
detected with very high probability. The 1.9% better performance on top of
the next-best lattice scheme indicates the practical benefit of using a code-
based signatures with SHA-3 hashing to preserve the integrity of the
archives.

The proposed scheme's superior integrity preservation at 97.1%,
exceeding all baselines by 2-3 percentage points. The consistent gap across
all schemes confirms that Goppa code-based signatures combined with
SHA-3 hashing provide significantly stronger tamper detection for long-
term archival repositories than classical alternatives.
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Table 3
Integrity Preservation Rate (%)

Scheme Preservation D'I;anlzforn False False Reject
Rate (%) (%) Accept (%) (%)
RSA-2048 93.8 94.2 5.8 2.3
ECC-256 94.2 94.5 5.5 2.1
CRYSTALS-Dilithium 95.1 95.4 4.6 1.9
Proposed (Code-Based) 97.1 97.4 2.6 1.2

100
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60

45.2%
4

Quantum Resistance Score (%)
S

o

42.7%

81.3%

RSA-2048

ECC-256

Lattice
(CRYSTALS)

Figure 2
Quantum Attack Resistance Comparison

Proposed
(Code-Based)

Figure 2 shows the proposed scheme 94.4% quantum resistance
dramatically surpasses RSA (45.2%) and ECC (42.7%). This confirms that
classical signatures are fundamentally inadequate for long-term archival
documents, while the proposed code-based framework provides a robust
post-quantum security margin for century-scale preservation.

Table 4

Advanced Performance and Security Evaluation of
Post-Quantum Signature Schemes

Metric RSA- | ECC- | CRYSTALS- Proposed
2048 | 256 | Dilithium | (Code-Based)

Signing Throughput (signatures/s)| 428 512 684 731
Verification Latency (ms) 6.8 5.4 4.2 3.7
Public Key Generation Time (ms) 12.5 8.9 15.4 18.1
Private Key Generation Time (ms) | 10.7 7.6 13.8 16.5
Signature Expansion Ratio (%) 18.4 11.2 36.7 14.9
Memory Utilization (MB) 84 62 121 96

ISD Attack Resistance (bits) 72 68 121 128
Scalability Efficiency with Large 81.5 84.2 92.6 95.3
Documents (%)
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The results shown in Table 4 verify the advanced performance and
security evaluation, which highlights the efficiency and post-quantum
security of the proposed code-based archival signature framework in
comparison to the baseline code-based signatures RSA, ECC and lattice-
based. The proposed framework has the largest signing throughput of 731
signatures/s and the smallest verification latency of 3.7 ms, which means
that it has efficient authentication capability in a large-scale archival
repository. The framework brings in moderately higher key generation
overhead of the structured Goppa code construction, but offers
substantially higher ISD attack resistance - 128-bit security strength. The
95.3% scalability efficiency is further evidence that it performs well in large
sized collections of archival documents, and that this improvement in
scalability over lattice-based signatures helps make a better use of long-
term storage. Additionally, the NIST categorisation of the proposed security
framework indicates it is appropriate for the future quantum-resistant
governmental, institutional and legal archival security infrastructures.

7. Conclusion and Future Work

This paper has outlined an elaborate code based archival signature
framework that can counter these severe security limitations of classical
digital signature frameworks in post quantum adversarial circumstances.
The proposed framework can achieve signature verification accuracy of
95.7, integrity preservation and quantum resistance of 97.1 and 94.4
respectively and outperforms RSA, ECC and lattice based baselines in all
dimensions of the research. The SHA-3-based hash-and-sign paradigm
provides efficient authentication of documents with limited signing latency
and the layered trust model provides verifiable custody chains, which can
be used in legal archiving and governmental archiving. This framework is
an important and useful extension of the long-term archival security model,
providing cryptographic security over a century, which is not possible with
classical constructions. The relatively high size of the public key of
McEliece-based systems, and a higher latency per-document signing than
ECC are current drawbacks.
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