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Abstract

Securing resource constrained devices such as [oT, embedded or wireless sensor devices
requires lightweight cryptographic mechanisms. An algebraic method for designing light-weight
block ciphers which provides an efficient diffusion and confusion by using finite field arithmetic,
matrix-based diffusion layers and group-theoretic permutation operations is presented. The
design proposed in this paper incorporates algebraic transformations for secure substitution
permutation processing with low memory requirement, low energy consumption and high
encryption speed. Formal algebraic modeling is then used again for the analysis of resistance
against linear, differential and algebraic cryptanalysis attacks. The experimental performance
evaluation proves that it achieves the better performances in terms of encryption efficiency,
optimization of memory consumption and computational overhead over the traditional
“lightweight ciphers” approaches. The proposed approach provides a scalable and secure
cryptographic solution for next-generation resource-constrained computing environments.

Subject Classification: 14G50, 94460, 68M11.

Keywords: Lightweight cryptography, Algebraic structures, Finite fields, Block cipher design,
Cryptanalysis, 10T security.

1. Introduction

The rapid proliferation of resource-constrained devices such as
Internet of Things (IoT), wearable devices and embedded controllers has
increased the need to use lightweight cryptographic applications [1, 2].
Conventional block ciphers are very secure, but tend to run with large
computational, memory and energy overloads, which do not fit well into
such a setting. As a result, the lightweight block cipher design has become
one of the most urgent research areas, as it aims at striking a balance
between the security, efficiency, and the cost of implementation [3, 4, 5].
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Algebraic structures are elementary in this respect, as they offer a
mathematically solid structure of developing and examining components of
ciphers. Finite fields, group theory and matrix algebra facilitate the
construction of compact substitution and permutation layers that provide
high levels of confusion and diffusion [6, 7]. Not only do these algebraic
formulations enable effective implementations of hardware and software,
but also enable a formal security analysis against a wide range of
cryptanalytic attacks. With the help of the powerful algebraic operations,
designers are able to optimize the performance of ciphers in a systematic
way, and to ensure a robust performance [8, 9]. This paper explores the
application of algebraic concepts to lightweight cipher architectures, and
their importance in supporting the secure communication of current
constrained computing systems and upcoming digital systems [10].

2. Lightweight Block Cipher Design Principles

Concentrate on low wuse of resources, effective substitution-
permutation networks, low latency, small key schedules, high diffusion and
confusion, and against attacks of linear and differential cryptanalysis. In
Figure 1, the algebraic operations are displayed, which allow an efficient
and secure design of lightweight ciphers.

Plaintext P 3. Substitution

S-Box

4. Matrix
Diffusion

5. Permutation
Layer I1

Figure 1
Lightweight Block Cipher Design Framework Using Algebraic Operations

X% = [[0-1]P(t)dt 69}

The representation of the formulation starts with plaintext

representation in which the starting state is obtained by performing

continuous abstraction of input data. The plaintext in Equation (1) is

represented as a time dependent function and this is combined into a single
state variable.

Xt= [[0-1](X°® K())dt ()
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The incorporation of key is done in Equation (2) whereby the initial
state is added with a time-varying key by an exclusive-or operation. This
move creates confusion by placing variability that is dependent on the key
in the state so that a small change in key will cause a big change in the
resulting transformation.

X% = [[0-1]S(X*(©))dt (3)

Equation (3) uses a nonlinear mapping on the intermediate state in the
substitution process. The transformation increases the nonlinearity and
makes it difficult to analyze the linear cryptanalysis, changing the input-
output relationships in a complex and unpredictable way, which is critical
to design secure ciphers.

X3= [[0-1]M - X%(t)dt (4)

The linear diffusion stage, described by equation (4) is a stage based
on matrix operations. In this case, the converted state is replicated in a
plurality of dimensions meaning that an input bit of the state affects

numerous output bits. This property of diffusion enhances resistance to
differential attacks.

X*= [[0-1n1(X3(@®))dt (5)

In Equation (5) the elements of the state are systematically rearranged
by permutation and mixing. This move will result in equal spread of
information and do away with structural patterns which will further
enhance the confusion and diffusion properties.

C=J0->TI([IE=1->7[0 o MoS®K;1(X®)dt (6)

Lastly, Equation (6) is the overall cipher round. The cumulative
security of the substitution, diffusion, permutation and mixing of keys is
achieved by the iterative composition of these processes to generate a
ciphertext that is computationally infeasible to decrypt without the correct
key.

3. Algebraic Components in Lightweight Block Ciphers

Algebraic components are used to organize the operations of ciphers
based on finite fields and group theory via which substitution, diffusion and
permutation mechanisms are efficiently implemented and provide security
and computational simplicity in limited contexts.

3.1 Linear transformation layers using matrix operations over GF(2)

The binary matrices in linear layers apply diffusion on the GF(2) to
diffuse the bits of the input through the outputs, spreading the bits of the
inputs effectively with high avalanche behavior with low computational and
hardware complexity.

Binary State Representation over GF (2)

X% = [0 1]v(t)dt, (7)
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It starts with a binary state description of the finite field GF (2), the
input vector is represented as a time-dependent function, and reduced to a
compact state representation.

Linear Transformation with Integral Mapping

Xt=[[0-1](M ® v())dt (8)

The transformation process proceeds in Equation (8) after which a
linear mapping is used with the help of a matrix defined over GF(2). This
operation constitutes the input vector times the transformation matrix by a
kind of product of tensors, which has the property of guaranteeing
systematic propagation of input bits through the state space.

Diffusion Strength via Root-Based Measure

D = Jf [0-1]2(=1->n)Z(=1->n)my - v(t)dt 9)

To measure the diffusion effectiveness, the Equation (9) proposes a
root-based measure, which summarizes all the contributions of the matrix
elements, and input components. The formulation is a measure of the
strength of the individual bits in relation to the entire system and a
quantitative measure of diffusion strength is obtained.

[terative Layer Composition

X?= [[0->TI(M*® v(t))dt, k > 1 (10)

The transformation can be iterated in equation (10) and more layers

are mixed as the matrix power is applied again and again. This iterative
composition will guarantee more propagation of dependencies, and it will

be more resilient to cryptanalytic attacks.
Final Diffused Output Representation

Y = \/f[o > TI(M - X2(t))dt (11)

Lastly, Equation (11) is used to determine the total diffused output by
using a root-based integral representation.

3.2 Permutation and mixing layers derived from group theory

Permutation layers take advantage of group-theoretic designs to
rearrange and intermix bits in a predictable and structured manner to
augment confusion and diffusion, but ensure predictable and reversible
operations that can be used efficiently to implement lightweight ciphers.

X°= [[0-1]g(t)dt,g(t) € G (12)
The formulation starts with mapping input data into elements of
algebraic groups, which allow the analysis of permutation in a structured

manner. The input function in Equation (12) is displayed in a group
framework, whereby each of the elements is subject to a specific algebraic
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operation. This is abstracted to guarantee the compatibility with group-
theoretic transformations to which lightweight cipher design applies.

Xt= [[0-1lr(g®))dt,m € S, (13)

Permutation process is presented in Equation (13), in which, a
permutation operator of the symmetric group is used to apply to the input
elements. This systematically alters the order of elements, and adds to the
confusion by disrupting predictable input-output relationships.

X2= [[0-1](nte n?0o ..o m)(g())dt (14)

This can be further generalized in equation (14) by composition of
several permutations. The more permeating (through the state space)
transformation is achieved as a product of a series of permutation
functions. This stratified structure contributes to a considerable amount of
complexity, as it is hard to follow original structures by enemies.

M = J [10-1]|n(g(®) - g(® dt (15)

Equation (15) suggests a measure of root to estimate the mixing
effectiveness. This step calculates the disparity between the original and
permuted items, and offers an understanding of the amount of distortion of
the input structure by the permutation.

Y = [[0-TII(g®)dt, T € Aut(G) (16)

This guarantees reversibility of transformations whilst maintaining
structural integrity which allows secure and efficient operations in
lightweight block cipher architectures based on permutation.

3.3 Proposed Algebraic Lightweight Cipher Architecture

The lightweight block cipher architecture proposed in this paper
supports both 80-bit and 128-bit secret keys, which can be configured
according to the resources available on the [oT devices, and a 64-bit block
size. The cipher is designed as a 16-round substitution-permutation
network (SPN) for a balanced security and speed. An algebraically designed
S-box transformation from the finite field GF(2%) together with affine
mapping are applied to introduce nonlinear confusion, to resist linear and
differential cryptanalysis. The permutation layer has been designed with
the help of diffusion and group-theoretic bit shuffling operations to achieve
maximum avalanche characteristics and propagation of inter-bit
dependency. Lightweight key scheduling also decreases the memory
overhead without compromising on the level of cryptographic randomness
and efficient generation of round-keys. The proposed lightweight SPN-
based algebraic block cipher architecture consists of algebraic substitution
S-box, matrix-based diffusion, permutation operations, and lightweight key
scheduling for security, efficiency, and low complexity, as shown in Figure
2, which supports constrained [oT and embedded systems.
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Figure 2

Proposed Lightweight SPN-Based Algebraic Block Cipher Architecture

Algorithm 1: Proposed Lightweight Algebraic Cipher

Input: Plaintext P, Secret Key K
Output: Ciphertext C

1. Generate round keys KO ... K16
2.Initialize state S = P

3.forr = 1to16do

4.5 =S @ Kr

5.5 = Algebraic_SBox(S)
6.S = Matrix_Dif fusion(S)
7.5 = Permutation(S)
8.end for

9.C = SXORK16
10.Return C

4. Algebraic Cryptanalysis and Security Evaluation

Algebraic cryptanalysis represents the equations of ciphers in a model
to measure resistance to linear, differential, and algebraic attacks, and
makes sure that the model is robust, keys are secure, and computationally
hard.

Algebraic System Representation

FX,K) = [[0-1]f(X(®),K(t))dt = 0 (17)
Polynomial Equation Expansion over GF(2)
F=[[0-112(=1->n)aX1)® b K(t)idt (18)

The algebraic system representation of the Equation (17) represents
how ciphers act as an integral based functional relation between state and
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key variables and allows the formulation of encryption constraints and
analysis of solvability. Equation (18) is a polymerization of the cipher over
GF(2), in terms of Boolean polynomials, where the state and key terms are
combined, making it easier to manipulate algebraically, and to model
attacks using system of equations.

Algebraic Degree Estimation

deg(F) = \/[O - l]miaxf (degree of X(t)!) dt (19)

In the Equation (19) an estimation of algebraic degree is used to
estimate nonlinearity through maximum degree of transformation, which is
a measure of nonlinearity and resistance to algebraic simplification and
higher-order differential and algebraic attacks.

System Complexity Measurement

z(i=1-n)1
C = f[OaT](ﬁ)dt (20)

Computational hardness in Equation (20) is based on measure of
system complexity, which quantifies the computational hardness as integral
summation that is reflective of growth behavior of solving equations and
quantifies the increased resistance to exhaustive and structured algebraic
solving methods.

Resistance to Algebraic Attack

R =/ [[0 > T]IF(X,K)|2dt (21)

Equation (21) resistance to algebraic attack evaluates stability,

quantifying the magnitude of deviation of the system equations, such that it

is challenging to approximate or solve the relationship between plaintext,
ciphertext and key variables.

S = [[0-Tlog?(1 + VC - R)dt (22)

The complexity and resistance factors in Equation (22) are combined
in a logarithmic manner of each other, which presents a total analysis of the
cipher strength, scalability, and resistance to highly develop algebraic and
computation cryptanalysis methods.

5. Result and Discussion

The proposed lightweight algebraic block cipher was implemented
and experimentally tested in two environments, Python 3.11 and C
language, on software simulation using Intel Core i7 Processor with 16 GB
RAM. Additionally, there was a hardware-oriented validation conducted on
an ESP32 microcontroller running at 240Mhz and Artix-7 FPGA to assess
applicability to limited IoT devices. The throughput, memory usage, energy
consumption, avalanche characteristics, entropy behaviour and resistance
to cryptography were studied for various plaintext and key configurations.
The efficiency and security robustness of the block cipher were verified
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through comparison with well-known lightweight block ciphers PRESENT,
GIFT-64, SKINNY-64 and SPECK-64.

Findings indicate that algebraic representation boosts diffusion,
lowers computation, and resists cryptanalysis to provide an efficient
lightweight cipher that can be deployed in limited resource settings and
provide high-security assurances.

Table 1
Performance Evaluation of Lightweight Block Cipher Designs

Conventional Algebraic- Optimized
Metric Cipher Based Lightweight
P Cipher Cipher

Encryption Time (ms) 185 132 96
Decryption Time (ms) 210 148 110
Key Generation Time (ms) 240 175 125
Memory Usage (KB) 64 48 32
Energy Consumption (m]) 520 410 305

Table 1 indicates that the lightweight ciphers that are based on
algebra, and optimized ciphers are by far much better than the traditional
designs in all metrics of performances. The encryption and decryption are
fastened, which implies quick processing which can be utilized in real-time
use. Figure 3 presents the comparison of the lightweight cipher in terms of
efficiency measures.
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Figure 3
Lightweight Cipher Performance Comparison

The generation time of keying is also reduced enhancing the efficiency
in keying. The optimized cipher has significantly reduced memory usage
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and is thus an ideal choice in space-constrained devices. The trends in
efficiency of ciphers and resource optimization are illustrated in Figure 4.
Also, there is less power consumption and this is critical to the battery
powered systems.

jme (M3 ime (ms) ime (mS) e (K8) jon (mi)
ncryption TS prion T ey GeRe®" TR emory U329 eneray Consumpt©
-} 14l
—— Conventional Cipher —s— Optirnized Lightweight Cipher

Algebraic-Based Cipher

Figure 4
Cipher Efficiency and Resource Optimization Trends

Table 2 shows that the proposed lightweight algorithm is more
efficient in terms of computation and hardware cost than the existing
lightweight cryptographic ones. The proposed framework achieves the
maximum encryption throughput of 18.9 Mbps, and also reduces the
memory usage and power usage. The lower latency for encryption also
suggests the system will be suitable for real-time IoT and embedded
applications with limited computing power. The algebraic diffusion and
permutation mechanisms introduced in this work have a significant
processing efficiency in comparison with the other lightweight ciphers such
as PRESENT, GIFT, SKINNY, and SPECK ciphers while maintaining
lightweight implementation.

Table 2
Comparative Cryptographic Performance Analysis of Lightweight Block
Ciphers
Key |Throughput Memory Energy Encryption
Cipher Size (Mbps) Usage Consumption Time (ms)
(KB) (m])
PRESENT-64 80 11.8 42 388 142
GIFT-64 128 13.4 39 352 128
SKINNY-64 128 14.1 37 336 119
SPECK-64 128 15.7 34 322 108
Proposed 128 18.9 28 276 91
Algebraic Cipher
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Table 3 shows the security effectiveness of the proposed lightweight
algebraic cipher in terms of the important evaluation metrics for
cryptanalysis. It has the highest avalanche effect of 49.6% among the
proposed ciphers, meaning that it has a high sensitivity to the difference in
plaintext and a good diffusion. Another feature of this is shown by the
entropy analysis which shows that the randomness characteristics are
improved with entropy value of 7.97 that is close to the ideal randomness
used in cryptographic systems. The lower differential and linear
probabilities show that it is much harder to conduct differential and linear
cryptanalysis attacks against it than against the PRESENT, GIFT, SKINNY
and SPECK algorithms.

Table 3
Security Evaluation and Cryptographic Strength Analysis
Metric PRESENT | GIFT |SKINNY | SPECK | Troposed
Cipher
Avalanche Effect (%) 43.8 45.2 46.1 47.4 49.6
Entropy 7.71 7.79 7.84 7.88 7.97
Differential Probability 28 277 2710 2710 2712
Linear Probability 277 278 277 277 271
Key Sensitivity (%) 95.1 96.4 97.2 97.8 99.1

Implementation analysis on FPGA (Artix-7) showed lower logic
consumption and effective parallel encryption capability than FPGA, which
is suitable for hardware limited environments. The proposed cipher
required about 812 LUTs and had stable frequency characteristics of
operation of more than 180MHzs. Optimized implementation on ESP32 also
verified low weight and low power consumption along with high
consistency of the encryption latency under real-time embedded processing
conditions.

6. Conclusion

The significance of algebraic structures in designing and optimization
lightweight block ciphers to the current constrained environment has been
highlighted in this paper. Cryptographic primitives can be constructed
using finite field arithmetic, matrix transformations and group theoretic
permutations and are both efficient and possess good security properties.
These elements of algebra can be implemented in small size, and give good
diffusion and confusion, which are essential in resisting classical and
advanced cryptanalytic attacks. Moreover, algebraic modeling can enable a
systematic analysis, enabling designers to analyze the strength of ciphers
and determine the possible vulnerabilities at the early stages of design.
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