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amount of energy when compared with the traditional lightweight cryptography algorithms at 
the same level of security. The framework is designed for an extensible next-generation security 
applications for Internet of Things (IoT).
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Abstract  
In the context of Internet of Things (IoT) and embedded and low 

power wireless systems, lightweight key establishment mechanisms are 
essential for secure communications. This paper proposes an algebraic 
curve-based light weight key establishment scheme, which has high 
cryptographic security and low computation complexity. The method 
proposed combines optimized constructions of algebraic curves over finite 
fields and efficient scalar multiplication and memory-aware arithmetic to 
enable secure generation of shared secrets at constrained devices. A low-
load protocol structure is presented for the generation of public keys, 
derivation of session keys and secure authentication between 
communicating entities. Experimental testing shows that the proposed 
framework requires a 28.6% less computation time and a 22.4% less 
amount of energy when compared with the traditional lightweight 
cryptography algorithms at the same level of security. The framework is 
designed for an extensible next-generation security applications for 
Internet of Things (IoT). 
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1. Introduction  
The intense proliferation of resource-constrained environments, 

particularly within the Internet of Things (IoT) and embedded systems, and 
wireless sensor networks, has complicated the necessity to have effective 
and secure key establishment schemes. Conventional public-key 
cryptographic systems, like RSA, can be very computationally and energy 
costly and therefore cannot be used in low-power systems [1, 2]. 
Alternatively, algebraic curve-based cryptography can be considered as a 
promising solution because it can achieve the same level of security and 
achieve a smaller key size and complexity [3, 4, 5]. Algebraic curves and 
especially over finite fields, enable the design of compact and efficient 
cryptographic primitives that are based on hard mathematical problems 
such as the discrete logarithm problem. Newer advances in the design of 
curves as well as the optimization of arithmetic have made them even more 
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useful to applications in lightweight form even further [6, 7]. However, the 
trade-off among the security, the computational performance and the 
capability to execute on diverse constrained platforms still has issues [8]. 
The paper discusses the emerging techniques of constructions of algebraic 
curves that are unique to lightweight key establishment. It is also geared 
towards safe generation of curves, good arithmetical operations and 
adaptability to low resource conditions [9, 10]. The proposed theoretical 
framework is to help in narrowing the gap between theory and practice in 
applying cryptography, to combine mathematical rigor with practical 
optimization tools to apply in the new digital ecosystems [11, 12]. 

2. Mathematical Foundations of Algebraic Curves 
Finite field algebraic curves are based on group structures and 

hardness of discrete logarithms. Elliptic and hyperelliptic curves ensure 
secure operations are possible by the use of point addition and scalar 
multiplication, which ensures a compact and efficient cryptographic 
representation [13]. 

Finite Field Definition 
        *                                + (1) 
      , -(      )     (2) 

The definition of finite field defines the algebra of cryptography in 
which the elements are closed and periodic as illustrated in (Eq. 1) and (Eq. 
2). These equations make sure that the arithmetic operations are within a 
restricted field, and safe modular arithmetic operations are possible to run, 
which are required in cryptographic schemes [14], [15]. 

General Equation of Algebraic Curve. 
   (   )    (        ) (        )               (3) 

          .   (        )    
  

 (        )   
    / (4) 

The general algebraic curve representation in (Eq. 3) and (Eq. 4) are a 
set of polynomials of variables, which are used to build cryptographic 
curves. These equations provide the derivation and constraint of the points 
of curves and the square root expressions are used to specify valid solutions 
of the coordinates in finite fields. 

Elliptic Curve over Finite Field 
                                         (     ) (5) 
          (                                 ) (6) 

The elliptic curve representation in (Eq. 5) and (Eq. 6) brings about 
structured curves with a good level of security based on the discrete 
logarithm problem. These equations establish point relationship and make 
the equations non-linear, thereby preventing the cryptanalytic attacks. 
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Scalar Multiplication (Key Operation) 
                         (       ) (7) 
          (   (          )) (8) 

Lastly, the fundamental cryptography operation is the scalar 
multiplication in (Eq. 7) and (Eq. 8), which allows generating and 
exchanging keys by repeatedly multiplying the points, which is 
computationally infeasible and provides a secure key generation. 

3. Algebraic Curve Construction Techniques 
The methods of constructing curves are aimed at choosing safe 

parameters, reducing the vulnerabilities, and making arithmetic efficient. 
There are parameter randomization, complex multiplication and 
standardized curve generation methods to balance the level of security and 
the performance of computation. 

3.1. Generation of Secure and Efficient Curve Families 
The families of secure curves are created with trusted parameters, 

attack resistance, and effective representations of the field. Methods 
guarantee consistency, great randomness and compatibility with limited 
devices with limited computational requirements. In Figure 1, the multistep 
secure algebraic curve generation and optimization process is depicted. 

 

 
Figure 1 

Generation of Secure and Efficient Algebraic Curve Families 
 
Parameterized Curve Family Definition 
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The parameterized family of curves is defined with an elastic structure 
in which the coefficients of the curves are also determined by a parameter 
and this is defined in (Eq. 9). The nonlinear terms and integrals in the 
functions of (Eq. 10) create a variety of and complicated forms of the 
curves, increasing randomness and unpredictability which is crucial in the 
cryptographic strength. 

Discriminant Constraint for Security 
   ( )      ,  ( )      ( ) - (11) 

The deterministic (Eq. 11) condition is to make the curve non-singular, 
to prevent the degenerate cases which may undermine security. The 
discriminant has no zero value and this ensures the good group properties 
that are required in the cryptographic work, and in the inhibition of 
structural attacks. 

Curve Isomorphism Optimization 
        

   (   )   (       ) (12) 
The optimization of the isomorphism of the curve as in (Eq. 12) and 

(Eq. 13) allows to change between the equivalent curves without 
influencing their algebraic characteristics. This enables maximization of 
computational efficiency, but does not impact security particularly in curve 
adaptation to the different hardware constraints. 

      √ . (  )
 ( ) /

 
  (13) 

Final Secure Curve Family 
                    ( )     ( ) (14) 

Finally, a unified formulation of the constraints, the secure curve 
formulation (in (Eq. 14)) can be used to ensure that the resulting family of 
curves is very secure, and is also efficiently implemented to be deployed in 
lightweight key establishment systems. 

3.2. Optimization of Curve Arithmetic for Low-Resource Devices 
Arithmetic optimization is the reduction of complexity of scalar 

multiplication, efficient coordinate systems and minimization of memory. 
Techniques, including Montgomery ladder and projective coordinates, are 
performance and power efficient and resistant to side-channel attacks. 

Scalar Multiplication Decomposition 
      ∫ ⌊  ⌋ 

      √      (15) 
The key generation is structurally represented as a product of the 

exponential growth and the nonlinear scaling in (Eq. 15) in terms of the 
scalar multiplication decomposition, which improves the structure of 
computations.  
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Montgomery Ladder Representation 
            

   *   +   √     ∫ (      ) 
    (16) 

Montgomery ladder (Eq. 16) is secure and uniform in its execution and 
it is less exposed to side-channel attacks as operations are always 
performed in an iterative fashion. 

Point Doubling Optimization 
     (       )

(   )
 (17) 

      √(       )
 

(    )
  ∫    

     (18) 

The point doubling optimization (Eq. 17) and (Eq. 18) optimizes the 
computations of the slope using algebraic and integral terms to increase the 
arithmetic efficiency without impacting on the accuracy.  

Memory-Efficient Representation 
      ∫ (    (         )) 

     (19) 
     √    (     ) (20) 

The memory efficient (Eq. 19) and (Eq. 20) forms depictation 
minimizes the storage overhead since it compressed the coordinate data by 
logarithmic scale. 

Energy Minimization Function 
          ∫ (    ( )       ( ))

 
    (21) 

          √  (        )          (22) 
Finally, the energy minimization model in (Eq. 21) and (Eq. 22) takes 

into consideration the total cost of computation, and enables a device with 
fewer resources to be optimally used. 

3.3. Proposed Lightweight Algebraic Curve Key Establishment Protocol 
The proposed lightweight algebraic curve key establishment protocol 

provides secure session key establishment between constrained IoT 
devices, by using optimized algebraic curve operations over finite fields. 
The idea behind the protocol is to keep the computation, memory use and 
energy use to a minimum, while maintaining high level cryptographic 
security from unauthorized accesses and key recovery attacks. The 
framework consists of two communicating parties, S (the sender node) and 
R (the receiver node), that securely and efficiently create a shared secret 
key via the algebraic curve-based public key exchange. 
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The two are agreed on some parameters of the domain, such as the 
finite field Fq = the order of the curve, C = an algebraic curve, G = a base 
point. The sender creates a private key d. The sender creates a private key, 
d. 

                
Both of the above share the same point, so a secure session key is 

created by using hash-based compression: 
    (       ) 

where xK and yK, the coordinates of the shared secret point are denoted as 
x and y and T means the Timestamp information for replay attack 
prevention. The authentication is made by challenge response 
authentication using lightweight nonce exchange: 

      (        ) 
The sender's nonce and receiver's nonce are the a and b. This protocol 

ensures mutual authentication, confidentiality, forward secrecy, resistance 
to replay attacks and man-in-the-middle, and has low computational 
requirements, which is suitable for embedded and IoT application. Figure 2 
shows the proposed lightweight algebraic curve based key establishment 
protocol, which consists of three steps: curve initialization, public-private 
key generation, secure public key exchange and shared secret derivation, 
session key generation, authentication verification, and establishment of 
encrypted communication between sender entity and receiver entity for 
secure communication in IoT. 

 

 
Figure 2 

Lightweight Algebraic Curve-Based Key Establishment and Authentication 
Workflow 
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4. Comparative Analysis with Existing Lightweight Schemes 
In comparison with RSA and lattice-based schemes Algebraic Curves 

have smaller key-size, and faster computation and lower energy usage. The 
experimental findings demonstrate a better efficiency, and they are 
applicable in IoT and embedded cryptography applications. 

i. Computational Complexity Model 
        ∫  (  ) 

           ∫  (  ) 
    (23) 

         √ ∫    
     (24) 

The conventional approach to RSA and elliptic curve algorithm (Eq. 
23) has cubic and quadratic complexity, respectively, whereas the 
suggested algorithm (Eq. 24) decreases the complexity by the square-root 
of the number, and therefore, it can be run more effectively. 

ii. Energy Consumption Comparison 
        ∫     ( )  

 
  (25) 

        ∫     ( )  
 
  (26) 

         √    
         ∫    

    (27) 

The relations of energy consumption in (Eq. 25) and (Eq. 26) measure 
the overall power consumption versus time of RSA and ECC schemes. The 
values are combined with other optimization terms in the proposed energy 
model in (Eq. 27) which shows better efficiency in constrained conditions. 

iii. Overall Efficiency Metric 

      √  
(             )

  ∫ .  
    /

 
       (28) 

Lastly, the total efficiency (Eq. 28) is a combination of throughput, 
energy and computational cost, which offers a balanced performance of the 
system on lightweight cryptography applications. 

5. Result and Discussion  
Constructions of algebraic curves are proposed, which are 28.6% 

faster to compute, and 22.4% lower energy-consuming compared to 
conventional schemes, and have the same level of security, and are shown 
to be appropriate to efficiently support the creation of lightweight keys in a 
constrained environment. 

The efficiency benefits of the algebraic curve-based techniques of key 
establishment in comparison with the traditional ones are well illustrated 
in the result Table 1. RSA-1024 has the longest computation time (45.8 ms) 
and energy consumption (32.5 mJ) meaning that it cannot be used in a 
limited environment. Figure 3 provides a comparison of computation time, 
and energy efficiency of cryptographic schemes. 
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Table 1 
Performance Evaluation of Algebraic Curve-Based Key Establishment 

Scheme Key Size 
(bits) 

Computation 
Time (ms) 

Energy 
Consumption (mJ) 

RSA-1024 1024 45.8 32.5 
ECC (Standard Curve) 256 18.6 14.2 
Proposed Algebraic Curve 
Model 224 13.5 10.9 

Hyperelliptic Curve Scheme 160 16.2 12.8 
 

 
Figure 3 

Cryptographic Scheme Computation and Energy Comparison 
 
Conversely, the proposed model of algebraic curves has the best 

computation time (13.5 ms) and energy consumption (10.9 mJ) which is 
better than the traditional ECC and hyperelliptic models.  

 

 
Figure 4 

Computation and Energy Distribution Across Cryptographic Schemes 
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The distribution of computation and energy in schemes is illustrated in 
Figure 4. Even though the ECC offers a good balance between security and 
performance, the proposed model offers additional optimization of the 
performance with lower key size. In general, the results verify that the 
constructions of algebraic curves have a strong impact on improving the 
efficiency of computational and energy in lightweight cryptographic 
applications. 

6. Conclusion  
This paper shows that the constructions of algebraic curves are a solid 

and effective basis of lightweight key establishment in resource limited 
settings. The proposed method can lead to substantial gains in 
computational performance and energy efficiency with minimal impact on 
cryptographic security by exploiting optimized curve generation 
algorithms, as well as efficient arithmetic operations. The combination of 
safe parameter selection and immunity to well-known attack vectors will 
guarantee long-term dependability in a variety of applications including IoT 
assets, embedded systems and wireless sensor networks. Comparative 
studies prove that the algorithms, which rely on algebraic curves, are better 
than the standard public-key algorithms, in terms of scalability and 
practicability. Moreover, their aptitude to be used with low-cost hardware 
is also likely to stir their potential of being utilized by masses. The future of 
work can be considered hard, post-quantum resilience and the hybrid types 
of cryptography which can also enhance the performance and security of 
the new digital ecosystems. 
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