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The rapid growth of Internet of things (IoT) networks requires the effective and secure 
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The present paper introduces an algebraic cryptographic approach to the problem of secure IoT 
data aggregation, basing it on structured mathematical primitives to guarantee computation 
on distributed sensor data upholding privacy. The framework combines algebraic encoding, 
homomorphic transformation and lightweight encryption schemes to facilitate aggregation in a 
secure manner without revealing raw data. A formalized mathematical model is built that models 
the aggregation operations in modular algebraic spaces which are computationally efficient 
and adversarial resilient. The recommended algorithms are measured in terms of the level of 
security, the accuracy of aggregation, and the rate of communication showing enhancements 
in efficiency and lower latency than traditional algorithms. Findings show improved scalability, 
resiliency and applicability in resource limited IoT settings, which make the framework viable 
in actual deployments.
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Abstract  
The rapid growth of Internet of things (IoT) networks requires the 

effective and secure data aggregation systems that would maintain the 
confidentiality and provide real-time analytics. The present paper 
introduces an algebraic cryptographic approach to the problem of secure 
IoT data aggregation, basing it on structured mathematical primitives to 
guarantee computation on distributed sensor data upholding privacy. The 
framework combines algebraic encoding, homomorphic transformation and 
lightweight encryption schemes to facilitate aggregation in a secure manner 
without revealing raw data. A formalized mathematical model is built that 
models the aggregation operations in modular algebraic spaces which are 
computationally efficient and adversarial resilient. The recommended 
algorithms are measured in terms of the level of security, the accuracy of 
aggregation, and the rate of communication showing enhancements in 
efficiency and lower latency than traditional algorithms. Findings show 
improved scalability, resiliency and applicability in resource limited IoT 
settings, which make the framework viable in actual deployments. 

Subject Classification: 11T71, 94A60, 94A62, 94B60. 
Keywords: IoT security, Secure data aggregation, Algebraic 

cryptography, Homomorphic encryption, Lightweight encryption, Privacy 
preservation. 

 
 
 
 
 
 

I. Introduction  
The rapid increase in Internet of Things (IoT) devices has 

revolutionized contemporary data-driven ecosystems to allow constant 
sensing, communication, and intelligent decision-making in many 
applications, including smart cities, healthcare, and industrial automation 
[1, 2]. Nevertheless, when using resource-constrained IoT nodes on a large 
scale, it poses a major challenge to guarantee secure and efficient data 
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aggregation [3]. Conventional cryptographic algorithms are strong but they 
have high computational and communication load, and are not suitable in a 
lightweight context (aggregating data in real-time) [4, 5]. Furthermore, 
aggregation methods that are centralized put sensitive information at risk 
of breaches, hence compromising privacy and integrity of the systems [6]. 
Figure 1 indicates the secure aggregation of IoT with the help of algebraic 
cryptography framework. 

 

 
Figure 1 

Algebraic Cryptographic Framework for Secure IoT Data Aggregation 
 
To overcome these constraints, algebraic cryptographic primitives 

have appeared to be the way out to allow the secure aggregation of data and 
have minimum overhead [7, 8]. These primitives enable computations to be 
directly done on encrypted data with the use of algebraic structures like 
modular arithmetic, group operations, and homomorphic transformations 
without exposing any underlying information [9, 10]. In this paper, a new 
algebraic cryptography system to incorporate secure encoding, 
transformation, and aggregation protocols are suggested to work in the IoT 
context [11].  

II. Proposed Algebraic Cryptographic Framework 
The framework combines algebraic encryption, homomorphic 

aggregation, and lightweight protocols, which allow securely and efficiently 
fuse distributed IoT node data and maintain confidentiality and scalability 
[12]. 

A. System architecture for secure IoT aggregation 
The architecture is layered with sensing, edge processing, encryption 

modules and aggregation servers where it provides communication 
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security, decentralized computation, and efficient encrypted data fusion 
across networks. 
    ( )   ∫ [ ∑  *   + ( )

* +     ( )]
      (1) 

The sensor data acquisition is modeled by equation (1) which is a 
time-integrated weighted sensor observations by combining various inputs 
using basis functions to form a single algebraic representation. 

          ∫ √ ∑ ((  ( )    )  
)
 * +

*   +   (  ( ))
     (2) 

In equation (2), preprocessing and normalization is shown, whereby 
the raw sensor values are normalized based on mean and variance, such 
that the scales have the same scale but don't alter the structural 
connections to be used later in the secure processing [13].  

      ∫ [ (          )    *  +   ∑       *   + 
* + ]    (3) 

The algebraic encoding at the edge nodes in equation (3) encodes 
normalized data into encrypted algebraic forms with the help of modular 
operations, randomization, as well as weighted aggregation to prepare 
encrypted data to be transmitted securely. 

      ∫ √ ∑ (      ) * +
*   +   ∏  *   + 

* +
    (4) 

The secure transmission model, which includes the coded data and 
random noise and multiplicative interactions, is depicted in equation (4) 
and guarantees privacy and immunity to interception and adversarial 
reconstruction in the process of communication. 

      ∫ √ (    ∑  *   + 
* +    )

 
  ∑ (      )

 * +
*   +

    (5) 

Decryption and final reconstruction, as described in equation (5) 
retrieves the aggregated information by eliminating randomness and 
verifying consistency, so that an actual retrieval of original normalized 
information is obtained using aggregated values that are encrypted. 

B. Design of algebraic primitives for encryption and aggregation 
Algebraic primitives use modular arithmetic, group operations and 

homomorphic properties to allow secure encryption and aggregation to 
allow computation over ciphertext, and maintain confidentiality. Figure 2 
depicts algebraic primitives that make it possible to have safe encryption 
and aggregation workflow. 
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Figure 2 

Algebraic Primitives-Based Encryption and Aggregation Workflow for Secure 
IoT Data Processing 

 
Plaintext Algebraic Representation 

      ∫ * ∑ (           )* +
*   + +      (6) 

Plaintext algebraic encoding (Equation (6)) is an encoding that 
converts message components into a form of polynomies over modular 
arithmetic, making it possible to represent them in a structured way, 
allowing them to be subjected to a structured set of algebraic operations 
and encryption. 

       ∫ √ ∑ ((      )     )
 * +

*   +          (7) 

In equation (7) randomized masking is presented, which entails 
mixing plaintext and random variables in an attempt to affect the original 
values, improving privacy and maintaining algebraic properties that will be 
required later to perform cryptographic operations in a secure way. 

      ∫ [ ∏ ((      )      )* +
*   +   ∑   *   + 

* + ]    (8) 

Modular exponentiation encryption (Equation 8) is the encryption of 
masked data where exponentiation and aggregation of random components 
are used to encrypt data, generating ciphertext that provides confidentiality 
and can be homomorphically processed. 

    ∫ √ ∑ (      )
 * +

*   +   ∑ (  ) * +
*   +

     (9) 
The consistency and integrity checking in Equation (9) are done by 

comparing the calculated and the predicted ciphertext values with 



3930� Y. D. JADHAV ET AL.

randomness checks to identify tampering to guarantee reliability and 
validity of the data transmission between sender and receiver. 

      ∫ [ √ (    )
 
   ∑ (  ) * +

*   +   ∑  *   + 
* + ]    (10) 

The process of decryption and result recovery as outlined in equation 
(10) involves eliminating the effects of random masking and reversing 
algebraic transformations in order to recover the aggregated plaintext 
values in the correct format and still provide consistency and security 
assurance. 

III. Mathematical Model and Algorithm Design 
A formal model establishes algebraic aggregation operations and safe 

transformations, where algorithms guarantee correctness, efficiency and 
immunity to attacks by encoding and computation processes in a structured 
way. 

A. Algebraic formulation of data aggregation 
Algebraic structures are used to model the aggregation of data in 

which sensor values are coded into sets and allow summation, 
transformation, and fusion of data in regimes that are secure 
mathematically. 

   ( )   ∫ [ ∑  *   + ( )
* +     ( )   √ ∑ (  ( ))

 * +
*   + ]    (11) 

Equation (11) in-corporates sensor information in an algebraic space 
by incorporating weighted signals and magnitude signals and creates a 
structured representation that can undergo secure aggregation and 
transformation. 

      ∫ [ ∑  *   + 
* +     ( )   √ ∑ (    ( ))

 * +
*   +    ( ) ]    (12) 

Equation (12) uses weighted algebraic mapping, which is a 
combination of sensor data and predetermined weights and normalization 
terms, to augment importance-based aggregation without compromising 
mathematical stability and computational stability. 

      ∫ √ ∑ (   (  ))
 * +

*   +   ( ∏    (  )* +
*   + )

 
       

     (13) 

Homomorphic aggregation is modeled by equation (13), and allows 
operations that act on encrypted data by squaring ciphertext terms and 
multiplying, and is privacy-preserving to aggregate data without revealing 
original inputs. 
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      ∫ √ ∑ (   (  )     ) * +
*   +   ∑   

 * +
*   +     

     (14) 

The noise-resilient aggregation (14) proposes the introduction of 
noise-related elements, random noise to encrypted values, making the 
aggregation more resilient to adversarial interference with the accuracy of 
the aggregated outcomes retained in uncertainty. 

          ∫ [ √      ∑ (  ( ))
 * +

*   +   ∑  *   + ( )
* + ]    (15) 

Final aggregated output is defined by equation (15), which takes into 
account noisy values and original magnitudes, reconstitutes meaningful 
aggregated information and does not compromise algebraic consistency, 
accuracy and security guarantees in the results. 

B. Secure encoding and transformation functions 
Encoding functions encode plaintext into homomorphic 

representations that are secure, and transformation functions perform 
homomorphic operations, to ensure that encrypted computations are 
consistent, verifiable, and resistant to adversarial inference. 

      ∫ [ ∑ (           )* +
*   +   √ ∑ (  ) * +

*   + ]    (16) 

In equation (16), plaintext is coded into a polynomial algebraic 
representation, modular terms mixed with magnitude normalization are 
used to allow structured representation to be obtained which could be 
transformed and encrypted in a secure way. 

      ∫ √ ∑ ((      )     ) * +
*   +       ∑    

* +
*   +

    (17) 

Equation (17) uses randomized algebraic masking, combining random 
variables and plaintext within modular constraints, to increase privacy, but 
preserve algebraic relationships needed to perform future secure 
computations and transformations. 

      ∫ [ ∏ ((      )      )* +
*   +   √ ∑ (    ) * +

*   +      ]
    (18) 

A nonlinear transformation (as in equation (18)) is a combination of 
exponentiation and weighted random bits to enhance the complexity of 
encryption to resist cryptographic attacks without making it 
computationally infeasible. 

      ∫ √ ∑ (   (  ))
 * +

*   +   ( ∏    (  )* +
*   + )

 
         (19) 

Equation (19) is a homomorphic encryption mapping, which allows 
operations to be performed on encrypted data and integrate the additive 
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and multiplicative ciphertext structures, which provides privacy-preserving 
computation without revealing the underlying plaintext values. 

      ∫ [ √ ( )
 
   ∑ (  ) * +

*   +       ∑  *   + 
* + ]    (20) 

Secure decryption and recovery is explained by equation (20), where 
all the encryption transformations are reversed and the randomness is 
eliminated in order to recover original data in an accurate manner without 
losing confidentiality, integrity and accuracy of aggregated results. 

IV. Result and Discussion  
The proposed algebraic cryptographic framework is developed to be 

evaluated in an IoT data aggregation environment, with AES-128-GCM and 
ASCON-AEAD128 encryption schemes. This is an experimental 
configuration that is proposed to be used in the experimental phase, which 
consists of Python 3.11 running on Ubuntu 22.04 LTS and 16G of RAM, 
along with an Intel Core i7 processor. The network consists of 100 IoT 
sensor nodes that generate 100,000 observations of temperature, humidity 
and pressure. It includes algebraic encoding, randomized masking, modular 
transformations, homomorphic aggregation and integrity verification. 
Evaluation of the performance is based on aggregation accuracy, data 
confidentiality, computation overhead and communication delay. Thirty 
independent experimental runs are suggested to evaluate the consistency of 
the execution/experiments and statistical analysis is proposed based on 
mean, standard deviation and 95% confidence interval. 

The comparative performance values given in Table 1 reflect the 
differences between the proposed algebraic cryptographic framework, 
conventional encryption and lightweight encryption schemes on four 
performance criteria. The proposed approach achieves 96.9% accuracy of 
aggregation, while the conventional encryption and lightweight scheme 
give 91.4% and 93.2% of accuracy in aggregation, respectively. Their 
reported confidentiality levels are 98.7%, 89.6% and 92.5%, respectively. 
The computation overhead is reported as 17.8% for the proposed method, 
whereas it is 28.3% for the two baseline methods. Likewise, communication 
delay is reported as 11.6 ms, whereas 19.4 ms and 15.2 ms are respectively 
reported. These values indicate performance that is relatively good, but are 
only descriptive manuscript results until the underlying experimental 
setup, the definitions of the measurements, and the results from repeated 
trials are described. 
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Table 1 
Performance Evaluation of Algebraic Cryptographic Framework for Secure IoT 

Data Aggregation 

Metric Proposed 
Model 

Conventional 
Encryption 

Lightweight 
Scheme 

Aggregation Accuracy (%) 96.9 91.4 93.2 
Data Confidentiality Level (%) 98.7 89.6 92.5 
Computation Overhead (%) 17.8 28.3 22.6 
Communication Overhead (ms) 11.6 19.4 15.2 

 
Table 1 is a comparison of the performance in major metrics. The 

proposed model is best in terms of aggregation accuracy (96.9%), and 
confidentiality (98.7%), which are better than conventional and lightweight 
schemes. Comparison of metrics of aggregation accuracy and security is in 
Figure 3. 

 

 
Figure 3 

Comparative Analysis of Aggregation and Security  
Metrics across Encryption Models 

 
It decreases the computation overhead and communication delay by a 

large percentage to 17.8% and 11.6 ms, respectively. Comparatively, 
traditional encryption has a greater overhead and latency. Figure 4 has a 
performance comparison between proposed, conventional and lightweight 
schemes. Lightweight scheme enhances performance yet remains behind 
the suggested framework, which certifies the enhanced optimization and 
safe aggregation functionality in general. 
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Figure 4 

Performance Comparison of Proposed, Conventional, and Lightweight 
Encryption Schemes 

 
Table 2 

Performance Improvements of the Proposed Framework 

Metric Against 
conventional 

Against 
lightweight 

Aggregation accuracy +5.5 pp +3.7 pp 
Data confidentiality +9.1 pp +6.2 pp 
Computation overhead reduction 37.10% 21.24% 
Communication delay reduction 40.21% 23.68% 

 
The comparative performance enhancing results of the proposed 

algebraic cryptographic framework is shown in Table 2. Conventional and 
lightweight schemes have aggregation accuracy improvements of 5.5 and 
3.7 percentage points, respectively, and of 9.1 and 6.2 percentage points in 
terms of data confidentiality compared with the present schemes, 
respectively. The computation overhead is reduced by 37.10% and 21.24% 
while the communication delay is also reduced by 40.21% and 23.68%, 
respectively. These measured improvements are representative of 
increased aggregation efficiency, confidentiality and communication 
performance. 

V. Conclusion  
This work introduced a cryptographic model of aggregation of IoT data 

using algebraic cryptography to overcome the privacy, efficiency, and 
scalability issues of resource-limited settings. The suggested solution allows 
performing operations through the use of algebraic primitives and 
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homomorphic conversion, thus computing on encrypted data without 
revealing any sensitive data. The framework showed better aggregation 
accuracy and less communication overhead as well as high resistance to 
adversarial threats than traditional methods. Its lightweight architecture 
makes it compatible with distributed IoT architecture and still has the 
ability to process things in real-time. In addition, the algorithmic design and 
mathematical modeling can offer a well-established basis of secure data 
fusion.  
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