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Abstract
Internet of Things (IoT) ecosystems has been associated with serious cybersecurity 

threats due to the heterogeneous nature, dynamism in connectivity, and poor computing 
abilities. The present paper presents an AI-based early warning system, which is strong in 
detecting and predicting cyber threats in an IoT environment, with a high accuracy and low 
latency. The framework is a combination of sequential learning algorithms, i.e., BiLSTM and 
GRU, to learn temporal anomalies of network traffic, and Graph Neural Networks (GNN) to 
learn complex interactions among devices. A hybrid ensemble of Autoencoder based anomaly 
detectors and XGBoost based classification can achieve an improved predictive performance 
and a reduced false positives. It has a distributed monitoring and edge intelligence layer to 
mitigate threats in real time by processing real time data. The experimental results indicate that 
the proposed system is more accurate in detecting and has a shorter response time and higher 
system robustness and hence can be applied to scalable and security-critical internet of things 
applications in other domains.
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Abstract  
Internet of Things (IoT) ecosystems has been associated with serious 

cybersecurity threats due to the heterogeneous nature, dynamism in 
connectivity, and poor computing abilities. The present paper presents an 
AI-based early warning system, which is strong in detecting and predicting 
cyber threats in an IoT environment, with a high accuracy and low latency. 
The framework is a combination of sequential learning algorithms, i.e., 
BiLSTM and GRU, to learn temporal anomalies of network traffic, and Graph 
Neural Networks (GNN) to learn complex interactions among devices. A 
hybrid ensemble of Autoencoder based anomaly detectors and XGBoost 
based classification can achieve an improved predictive performance and a 
reduced false positives. It has a distributed monitoring and edge 
intelligence layer to mitigate threats in real time by processing real time 
data. The experimental results indicate that the proposed system is more 
accurate in detecting and has a shorter response time and higher system 
robustness and hence can be applied to scalable and security-critical 
internet of things applications in other domains. 

Subject Classification: 68M25, 68T05, 68M12, 94A60.  
Keywords: IoT security, Early warning system, Deep learning, Graph 

neural networks, Anomaly detection. 
 
 
 
 
 
 
 
 
 
 
 

I. Introduction  
The rapid advancement of Internet of Things (IoT) technologies have 

revolutionised the digital ecosystem providing seamless integration with 
smart homes, medical devices, automation and critical systems [1, 2]. But 
the massive use of resource-constrained and heterogenous IoT devices has 
made them more vulnerable to cyber-threats [3, 4]. Established security 
measures that are based on rigid policies and signature matching may not 
be enough to deal with more advanced and dynamic threats like distributed 



IOT CYBER THREATS� 3953

denial-of-service (DDoS), botnets and advanced persistent threats [5, 6]. 
This kind of constraint requires to develop intelligent and adaptive security 
solutions that can automatically detect and notify security attacks. The 
recent developments in machine learning (ML) and artificial intelligence 
(AI) technologies have shown an enormous potential to improve the 
cybersecurity of the IoT by using predictive analytics and anomaly 
detection in an automatic way [7, 8, 9]. Specifically, the complex and highly 
dependent temporal and network relations are easily captured by recurrent 
neural networks (RNN) and graph-based deep learning algorithms [10, 11].  

II. AI Models for Threat Prediction and Early Warning 
AI models can help actively identify IoT cyber threats via temporal 

patterns, structural relationships, and anomaly behavior, enhancing the 
accuracy of predictions and reducing false alarms by a significant margin 
[12, 13]. Figure 1 demonstrates AI models that make it possible to predict 
threats in IoT. 

 

 
Figure 1 

AI Models for IoT Threat Prediction and Early Warning 

A. Sequential learning models (BiLSTM, GRU) for temporal anomalies 
BiLSTM and GRU sample networks capture the time-dependent 

characteristics of network traffic, which allows them to detect sequential 
abnormalities and novel types of cyber-attacks by learning long-term 
behavior patterns [14]. 
      *          +          (1) 

The input sequence representation can be defined by Equation (1), in 
which the time-series information of the IoT traffic is organized into vectors 
where temporal dependencies can be learned by the sequential models. 
    

       (    *   +
 )  (2) 
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The forward LSTM equation (2) explains how the hidden states are 
changed by the present input and the past context to capture historical 
trends in network behavior. 
           (    *   +

 )  (3) 
The backward LSTM process is represented in equation (3), and it is 

learnt using the reverse sequence of data, which helps to enhance the 
detection of anomalies using the latest data due to the processing of both 
forward and backward directions. 
          ((   )   (   ) )  (4) 

The BiLSTM fusion of equation (4) will integrate forward and 
backward hidden states, where root-based aggregation will be used to 
better portray the features and more completely represent the temporal 
dependencies. 
      ∫    ||      ||

     (5) 
The temporal loss function (Equation (5)) is the sum of squared 

prediction error over time, and it makes the model minimize the difference 
between real and predicted output over sequences. 
       (            *   +)  (6) 
          (  (     ̄) )  (7) 

GRU update mechanism is described as follows in equation (6): the 
information flow is regulated by gating functions which enable the 
achievement of efficient learning of any temporal dependences without any 
significant increase in computational complexity over standard LSTM. The 
calculation of the anomaly score is done according to equation (7) which 
calculates the abnormality of the mean hidden representation and the 
higher the values, the stronger the abnormality and the successful detection 
of potential cyber threats. 

B. Graph Neural Networks (GNN) for network behavior modeling 
GNNs represent IoT networks as graphs, including device interactions 

and structural dependencies, allowing coordinated attacks and abnormal 
patterns of communication across distributed systems to be accurately 
detected. 
      (   )           (8) 

The graph representation of IoT networks as illustrated in equation 
(8) is used to model the relationship between devices and interactions to 
represent the graph and hence model communication relationships 
effectively. 
             

      
   (9) 
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Equation (9) defines the normalized Laplacian matrix, which reflects 
structural connectivity and stabilizes propagation of features, and thus 
nodes with high degree will not dominate compared to the low degree 
nodes found in the network. 

   (   )    (           ( ) ( ))  (10) 

The node feature propagation in GNN is described by equation (10), in 
which features are updated sequentially with neighboring information and 
learnable weights, and complex dependencies and patterns of behavior on a 
network-wide scale are learned. 
      ∫  ( ) ( )    (11) 

Equation (11) is the graph-level embedding aggregation, which is an 
aggregation of node features over the whole graph domain that results in a 
global representation that can be used to perform system-wide anomaly 
detecting and analyzing activities. 
          (  (  ) )  (12) 

Spectral anomaly score is calculated by equation (12) based on 
eigenvalues with greater energy showing atypical structure and thus 
revealing patterns of abnormal connectivity and coordinated cyber threats 
in IoT networks. 

C. Hybrid ensemble model (Autoencoder + XGBoost) 
The hybrid model is a combination of Autoencoder-based anomaly 

detection and XGBoost classification that will enhance detection accuracy, 
minimize false positives, and be resistant to sophisticated and unknown 
cyber threats. 
       ( )    (         )  (13) 

The encoder transformation, defined in equation (13), is the 
transformation of the input features to a lower-dimensional latent space via 
weights and activation, which contains important patterns needed in the 
task of detecting anomalies. 
   ̂    ( )    (         )  (14) 

The process of decoder reconstruction is shown by equation (14) and 
in this equation the latent representation is converted to the approximate 
original input and thus the deviation of reconstruction is identified and this 
deviation shows the patterns of abnormal behavior. 
        ∫ ||     ̂||  

      (15) 
The reconstruction loss is given by equation (15), which is a 

compilation of squared differences between original and reconstructed 
data, and requires minimal error, and proper learning of normal data 
distributions across features by the model. 
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      √(     ̂ )  (16) 
In equation (16), feature enhancement is done by root normalization 

where the original and reconstructed values are combined to enhance the 
representation which enhances the robustness and brings out the 
deviations that will help in identifying the small anomalies. 
     ∑    (  )        

     (17) 
The equations (17) represent the XGBoost prediction, which involves 

several decision trees, which jointly predict output summing up their 
contribution, which allows the correct classification of normal and 
abnormal patterns of IoT network behavior. 

III. Proposed AI-Driven Early Warning Architecture 
The suggested architecture combines distributed monitoring, edge 

intelligence, and AI analytics to provide the ability to detect threats in real-
time, respond swiftly, and protect dynamically scalable across IoT 
ecosystems. 

A. Distributed IoT monitoring layer (devices, sensors, gateways) 
This layer receives real-time data on IoT devices, sensors and 

gateways and offers continuous monitoring and full data on its input to be 
utilized in the threat analysis and anomaly detection process. 
   ( )  ∑   ( ) 

     (18) 
Aggregated network data (equation (18)) is a network data, in which 

the signals of multiple IoT devices are summed during the time period, 
which will provide one view of the trends in the system-wide activity. 
   ( )  ∫  ( )   

   (19) 
The data fusion of equation (19) entails the integration of signals, 

which are time-dependent to observe cumulative behavior so as to get a 
better view of the long-term trends and possible anomalies. 

      √( (  )   (  ( ))
 ) (20) 

Noise filtering in equation (20) is based on root mean and it minimizes 
the changes in signal by averaging the squared signals, which enhances the 
signal stability and increases the reliability of the monitored IoT data 
streams. 
       

   (  )
 (21) 

Normalized data distribution (Equation 21) scales the filtered values 
to the largest value, and provides consistency across devices, and avoids 
high amplitude signals dominating analysis. 
      √(   (     ) ) (22) 
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The score of monitoring anomaly calculated as a distance between 
mean behavior is computed in equation (22) with larger variance of 
behavior indicating abnormal activity, thus helping to identify possible 
cyber threat in networks in time. 

B. Edge intelligence layer for real-time preprocessing 
Edge layer data is filtered, feature extracted and preprocessed on the 

edge, minimizing latency, bandwidth consumption and providing a faster 
response to anomalies and possible cyber threats detected. 
    ( )    ( )   ∫         ( )   (23) 

The process of data preprocessing is defined in equation (23) as noise 
elements are combined and removed in the raw signals resulting into better 
quality data and cleaner inputs to be used in the edge analytics downstream 
tasks. 
   ( )       ( )      (24) 

Equation (24) is an operation of feature extraction, which converts 
preprocessed data with the help of weights and bias, creating meaningful 
feature vectors, which reflect significant patterns to perform anomaly 
detection and classification tasks. 
      ( )

    (    ( ) )  (25) 
Equation (25) explains feature normalization, scaling features with 

root-based magnitude normalization, which guarantees equal 
representation, less bias and greater stability of the model during the 
training and inference step. 

      √(   (     ̄) )  (26) 

The score of equation (26) to compute edge anomaly detection is a 
measure of deviation of normalized features, concerning mean behavior, 
and the high scores of this measure represent abnormal patterns and 
possible cyber threats in the IoT systems. 

IV. Result and Discussion 
A. Dataset Description and Preprocessing 

To test the proposed AI-based early warning system, an open-source 
dataset, CICIoT2023, created by the Canadian Institute for Cybersecurity 
(CIC) at the University of New Brunswick, can be used. This dataset consists 
of around 46.7 million network traffic records collected from an IoT setup 
with 105 IoT devices and 33 attack types categorized into 7 attack 
categories. These types are DDoS attacks, DoS attacks, reconnaissance, web-
based attacks, brute force, spoofing, and Mirai attacks. The data-set 
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contains 46 input features related to traffic and supports two types of 
intrusion detection: binary and multiclass. 

The original data split into training, validation and test data with a 
ratio of 70:15:15 for reproducible evaluation, keeping the class distribution 
as much as possible. Duplicate records should be explored, 
missing/incorrect values should be dealt with, and the numerical features 
should be normalized based on the statistics computed from the training 
data. Temporal sequences must not be allowed to cross the partitions of the 
datasets for processing by BiLSTM and GRU. Only generate graph 
representations for GNN component when device identities or 
communication relationships are reliably reconstructable.  

B. Experimentation result 
The experimental findings have shown a higher level of accuracy, 

shorter latency, and high detection efficiency in contrast to the baseline 
approaches, which prove the effectiveness and scalability of the proposed 
AI-driven early warning system. 

 
Table 1 

Performance Evaluation of AI-Driven Early Warning  
System for IoT Cyber Threats 

Metric Conventional 
Methods 

Proposed AI-Driven 
System 

Detection Accuracy (%) 91.8 97.4 
Precision (%) 90.6 96.2 
Recall (%) 89.9 95.7 
F1-Score (%) 90.2 95.9 
False Positive Rate (%) 8.7 3.1 

 

 
Figure 2 

Analysis of Conventional vs AI-Driven Detection Performance 
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Table 1 will provide a comparison of the performance of traditional 
and the suggested AI-based system. Figure 2 is the comparison of 
traditional and AI-based approaches with a better detection. 

The accuracy of detection, precision, recall, and F1-score of the 
proposed approach are great, and this means that there is a high degree of 
trust in the threat detection. Figure 3 provides a comparison of metrics, 
with AI system better detection performance. 

 

 
Figure 3 

Comparison of Detection Metrics for Conventional and AI Systems 
 
Interestingly, false positive rate is lowered significantly, increasing the 

system credibility. Such enhancements reveal the usefulness of combining 
the state-of-the-art AI frameworks to detect and predict IoT cyber threats in 
real-time in an accurate and efficient way. 

V. Conclusion  
The current paper introduced an AI-based early warning system to 

detect and predict cyber threats in IoTs. The proposed framework 
combines sequential learning models, graph neural networks, and a hybrid 
Autoencoder-XGBoost ensemble, thus successfully capturing the temporal 
anomalies, structural dependencies, and intricate attack patterns. The 
addition of distributed monitoring and edge intelligence layers allows 
processing real-time data, low latency, and scalable deployment of 
heterogeneous IoT networks. Experimental analysis has shown the system 
to have greater rates of detection, lesser rates of false positive and shorter 
reaction times to traditional methods. These enhancements outline the 
strength and flexibility of the suggested approach under the conditions of 
dynamism and security-related issues.  
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