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Abstract
A new version of digital signature scheme (DSS) has been proposed in this work. 

This version has used a new concept of linear algebra which is called the integer matrix of 
Fibonacci numbers with size 2×2 (IFM2×2). The main point is to use the IFM2×2 with its right 
power (RPIFM2×2) for creating the digital signature. The verification is done of this signature 
using the computations of the RPIFM2×2 as well. New implemented results on the proposed 
DSS-RPIFM2×2 have been done using Python programming. The issue of the security has 
been determined based on the randomization for generating the IFM2×2 of the elements over 
a field Fp of prime numbers secretly. The DSS- PRIFM2×2 version is proposed to be a more 
secure for sending the signed messages and to avoid forging the signature of them. Thus, 
the proposed version of DSS- RPIFM2×2 considers as a bright point for more authenticity, 
integrity and non-repudiation in compare to the previous communication schemes. 
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1.  Introduction

Several problems in elliptic curve theory [1], graph theory [2, 3] and 
others [4, 5, 6] from mathematics are employed to build encryption 
schemes or DS	 S. The DSS is proposed in 1991 [7] by the NIST as a 
strategy to generate and validate the DSs. The integrity and non-
repudiation of the data are provided using this strategy. Various studies 
for using the DSs are presented.

In 2014, Alrehily et al. [8] introduced improved versions of the DSSs 
that applied to the RSA, DSA and ECDSA. Recently, in 2022, Kumar and 
Sharma [9] studied various kinds of digital signature methods, such as 
ECDSA, RSA, OTS, Lightweight digital signature and others. Also, they 
compared the proposed methods based on the key sizes, computational 
and energy cost. In 2023, Lalem et al. [10] proposed a DSS based on the 
encryption algorithms.

The structure to this work is organized by: Section 2 presents the 
preliminaries about the IFM2×2 and the right power of it. In Section 3, the 
proposed version of the DSS based on the RPIFM2×2 has been discussed. 
While, on Section 4, the numerical results of proposed DSS- RPIFM2×2with 
small values of parameters are discussed. Finally, Section 5 comes to draw 
the security issues and conclusions. 

2.  Preliminaries

The DS [11] is a mathematical technique has been employed for 
validating the authenticity and integrity of the digital plaintext and other 
documents.

The integer matrix size 2×2 (IM2×2) has been defined for many 
cryptographic applications [12]. In more specific way, the IFM2×2 is also 
defined by
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 where g is an element in a prime field Fp and Tr1 
×2 2

( )IFMg  + Tr2
×2 2

( )IFMg = 
(g1+ g4) + (g2 + g3) = g, with gi are random Fibonacci numbers, for i =1,…,4.

A right-side power of IFM2×2 (RPIFM2×2) over Fp has expressed by 

×2 2IFMg  to power 
×2 2IFMr which is IFM2×2 as well that defined by

https://www.tandfonline.com/author/Kumar%2C+Pankaj
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3.  The RPIFM2×2 for New Version of DSS

Suppose g, r Fp. The IFMs2×2 of them are created using Equations (1) 
and (2). The 

×2 2IMr formed as a private key of the first user. Her/His public 
key A is calculated as IM2×2 that is computed in Equation (2).

		  (3)

A plaintext M has been signed through choosing firstly an integer t 
randomly. The IFM2×2 of t is created by 	
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 For i =1,…,4, the elements ti are Fibonacci numbers which are selected 
randomly. 

The signature 
× ×2 2 2 21 2( , )IM IMd d  is computed by first user by
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where 
×2 2IFMh is a hash IFM2×2 of M. The signature 
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In case, 1n  and 2n  have same value, the signature is valid and 
acceptable, otherwise is not.

4. Implemented Results on the DSS Based on RPIFM2×2

With different values of p, some various numerical results are 
implemented using the Python programming language. In Table (1), the 
sign private and verification public keys, signature and verification 
process are computed. 

5.  Security Issue and Conclusion

On the DSS- RPIFM2×2 that has been proposed in this work, the 
security level is increased. A main point for this increasing is the random 
generating of the IFMs2×2 that are utilized to form the key to sign the 
plaintext which is stay secretly and the public key to verify the signature. 
For recovering the signature, the attackers need to know the private key. 
The correct key requires the probability is 4/p, where p is a large prime. 
Thus, forging the signature of a plaintext is more complicated. 

Table 1
The proposed DSS-RPIFM2×2 with various values of primes p.

p 13 23 31 59
g, r 5,3 17,15 8,13 34,55
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