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Abstract

In this paper, we define new sequences using Lucas and Pell sequences. Then the (g,
m)-Lucas-Pell sequence matrix is introduced and some interesting structural results are
obtained. These sequences are used to implement Blom’s key scheme and the security is
examined. This is the first use of such sequences to obtain cryptographic keys.
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1. Introduction
The Pell sequence {P,}g is
PTI. = ZPTl—l +Pn_2,n Z 2,

with initial terms P, = 0 and P; = 1. It is important in mathematics and other
fields, and so has been the subject of significant research [5, 7, 8]. The generalized
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order 2-Pell sequences of some classes of groups were studied in [6]. In [2], the

quaternion-Pell sequence was defined and some interesting results were obtained.

The quaternion-type cyclic-Pell sequences in finite groups were given in [18].
The Lucas sequence {L,}g is

LTl = Ln—l + Ln_z,n 2 2,

with initial terms Ly = 2 and L; = 1. The following generalization of the Lucas
sequence was introduced in [18].

Definition 1.1: 1The m —extension of the Lucas g —numbers, {L; (1)}, is
given by
LogmM)=mLy,(n—1) +Lym(n—q—1),
with initial terms
Lq,m(l) = al'Lq,m(Z) = ay, ""Lq,m(q + 1) = Qg+1
where ¢ =0 is an integer, m >0, n>q+ 1, and a,a,,0a3,*,aq41 are
arbitrary real or complex numbers.

Example 1.1: 2
(i) If m=1 and q = 3, then
Lyi(n) =Lzy(n—1) +Ls;(n—4),
with initial terms
L3,1(1) = L3,1(2) = L3.1(3) =0, L3.1(4) =1,
so {L31(m)}s” = {0,0,0,1,1,1,1,2,3,4,--- }.
(i) If m=1 and q =5, then
Lsi(n) =Lsy(n—1) + Ls;(n — 6),
with initial terms
L5,1(1) = L5,1(2) == L5,1(5) =0, L5,1(6) =1,
so {Ls1(n)}g” = {0,0,0,0,0,1,1,1,1,1,1,2,3,--- }.

Define the sequence {x,}; as

Xn =Xp_q1 +Xp o+ +x, =t

so that
Xp = Xp—q = Xp—z ="~ Xp— = 0.
For a solution r™ we have
=l et — 0,
which gives the characteristic polynomial
rt—rt-l—..—1=0.

The Pell sequence and m —extension of the Lucas g —numbers have
characteristic polynomials x? —2x —1 and x9*! —mx? — 1, respectively.
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New generalizations of the Fibonacci and Lucas p —numbers were introduced in
[17] and Binet formulas were derived. In [3], representations of the real numbers
were derived using k —Lucas series.

Blom's scheme is a symmetric threshold key exchange cryptography protocol [12]

and is given below.

1. There is a trusted party (Trent) and a group of users.

2. A secret symmetric matrix Dy, over the finite field F,, p a prime
number, is randomly chosen by Trent.

3. For new users (Alice and Bob), that want to join the group, Trent chooses
k —element vectors Igjice, Igop € [F’; as their public identifiers. He then
computes gajice = Dlgjice (mod p) and gg,p, = Dlg,, (mod p) as their
private keys. These private keys are used to obtain shared keys with other
group members.

4.  To communicate with each other, Alice and Bob do the following. Alice
uses Ipop and her private key gajice to obtain the shared key Kyjicevgor =
Ihicelzop Where T denotes matrix transpose. Bob uses Iy, and his
private key gg,p and gets the same result

Katice\ob = Kleice\Bob = (gz;liceIBob)T = (IATliceDTIBob)T

— T — T —
- IBobDIAlice - gBobIAlice - KBob\ALice-

The security of the Multiple-Key Blom's (MKB) key agreement scheme was
studied in [16]. In [1], preliminary Blom's key distribution was presented. This
requires a function of three variables and key construction is not symmetric.
Elliptic Curve Cryptography (ECC) was used in [15] to improve the security of
Blom's original scheme. These results motivate this work which introduces new
sequences from the Pell sequence and m —extension of the Lucas g —numbers.
They are employed to implement Blom's scheme. The next section presents the
new sequences and some associated results are given. These sequences are used in
Section 3 to implement Blom's key scheme and the security is examined.

2. The (q, m) —Lucas-Pell sequences
This section gives some new sequences and some associated results.

Definition 2.1: For integers q =3 and m > 1, the (gq,m) — Lucas-Pell
sequences {LP,(q,m)}y are given by

LPpig43(g,m) = (24+m)LPyyg12(q,m) — (=1 4+ 2m)LPpy,q41(q, m)
—MLP,44(q,m) + LPpy2(q,m) — 2LPy441(q, m)
—LP,(qm),n=q+ 3,

where LPy(q,m) = LP;(q,m) = -+ = LP;,1(q,m) =0 and LP;,,(q,m) = 1.
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Example 2.1:
(i) For g =3 and m =1 we have
LPy4+6(3,1) = 3LPy45(3,1) = LPy4s(3,1) = LPypy3(3,1) + LPpy,(3,1)
—2LP,,1(3,1) —LP,(3,1),n = 6.
Therefore, the sequence is
{LB,(3,1)}5 ={0,0,0,0,1,3,8,20,50,123,300,728,1763, --- }.
(ii)) For q =3 and m = 2 we have
LPny6(3,2) = 4LPny5(3,1) — 3LPy44(3,2) — 2LPy45(3,2) + LPny(3,2)
—2LP,,1(3,2) = LP,(3,2),n =6,
so the sequence is
{LP,(3,2)}5° = {0,0,0,0,1,4,13,38,106,286,754,1954,4999, --- }.
(i) For ¢ =4 and m = 1 we have
LPoy7(4,1) = BLPyys(4,1) — LPyys(41) = 1LPy 4(4,1) + LPyyp (4,1)
—2LP,,1(41) —LP,(41),n=7.
Thus, the sequence is
{LB,(4,1)}& ={0,0,0,0,0,1,3,8,20,49,120,292,708,1713,4140,10001, --- }.

Lemma 2.1: The generating function of the (q, m) —Lucas-Pell sequences is
xa+2

= . 2.1
GLPn(qm) 1—-(2+m)x+(—1+2m)x2+mx3—xq+14+2x9+2 4+ x9+3 2.1

Proof: We have
9rp,(gm) = =1 LP,(q, m)x™
= LP(q,m)x + LP,(q,m)x® + =+ + LPqy2(q, m)x?*? + X715 LBy (g, m)x™
=x1*2 4 Z%):q+3 2+ m)LPn+q+2(q' m)—(-1+ 2m)LPn+q+1(q,m) -
MLP,1q(q,m) + LPy12(q,m) = 2LPy11(q,m) — LP,(q, m)x™
X2 4 Y qrs 2+ M)LPoyg4a(qm)x™ — Xl iz (14 2m)
LPryqe1(q,m)x™ — X3 g4 MLB o (q, m)x™ + X743 LPpya(q,m)x™ —
Z?{’:q+3 2LPy 41 (g, m)x™ — Z‘;.lo=q+3 LP,(q,m)x™
=x9"2 + 24+ m)x Y, LP,(q m)x™ — (—1 + 2m)x2 Y >_, LP,(q, m)x"™ —
mx® Xy LPy(qm)x™ + x9 X0 LBy (g, m)x™ — 2x*2 30,
LP,(q,m)x™ — x T3 X0 LP(q,m)x™,

SO

xq+2

GrPn(am) T 1-@+m)x+(—1+2m)x2+mad —x T 142xA+2 4xq+3

Lemma 2.2: The generating function of the (q, m) —Lucas-Pell sequences has
the following exponential representation
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Iipy(gm) = xT*2exp X132, xTi((Z +m) — (—1+2m)x —mx? + x9 —
2x*1 — x4+2)i,
where q = 3.
Proof: From (2.1) we have
ln% =—In(1 - (2 +m)x + (-1 + 2m)x? + mx® — x9*1 4 2x9*% 4 x9*3),

—In(1 — (2 +m)x + (—1 + 2m)x? + mx3 — x9*1 + 2x9*2 + x9%3)
= —[-x((2+m) — (=1 + 2m)x — mx? + x7 — 2x9%1 — x9*2)
—%xz((Z +m) — (=1 +2m)x — mx? + x9 — 2x9T1 — xT+2)Z — ...

—%x”((Z +m) — (=1 + 2m)x — mx? + x9 — 2x9T1 — x )" — ...,

Let ¢ = 3 and m = 1. From the recurrence relation (2.1) we have

LPrigi3(@™)] 24m 1-2m -m 0 - 0 1 =2 —19[LPatqr2(@m)
LPyig+2(@m)| |1 0 0 0 =« 0 0 0 0 |[|LPugsilgm)
LPpigia(@m)| |0 1 0 0 =« 0 0 0 0 |[LPug(@m)
LPuz@m) | [0 0 0 0 = 0 1 0 0 ||LPuiqm
LPyy1(q,m) 0 0 0 0 - 0 0 1 0 1P (qm)
which has companion matrix

24+m 1-2m -m 0 o 1 -2 -1

1 0 0 o - 0 0 O 0

0 1 0 o - 0 0 O 0
M, (m) = | : S S

0 0 0 o - 0 1 0 0

0 0 0 o - 0 0 1 0

“(g+3)x(q+3)

M, (m) is called the (q, m) —Lucas-Pell sequence matrix.

Lemma 2.3: For q =3,m =1, and n = 6 we have

(M3 ()" =

LPris(31)  —(LPnya(31) + LPni3(31) = Lyn41(3.1))  —(LPnia(3,1) = Lny2(3,1))
LPris(31) —(LPniz(31) + LPni2(31) = Ln(31))  —(LPny3(31) = Lnta(31))
LPri3(31) —(LPni2(31) + LPni1(31) = Ly-1(3,1)) —(LPny2(3,1) = Ln(3,1))
LPri2(31) —(LPny1BD) + LA (B — Lp2(31)  —(LPn1(31) = Ln1(31))
LPri1(31) —(LAR(B1) +LPy1(31) —Lp3(31)  —(LARGBLD — Ly 2(31)

LR(31)  —(LPr1B1) +LPr2(31) = Ly-4(31)) —(LPp-1(31) — Ln—3(3,1))

|
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Lnt3(31) —(2LPpys(31) +LPny3(3,1)) —LPpys(3,1)
Lp+2(31) —(2LPny3(3,1) + LPny2(3 1)) —LPny3(3.1)
Lp1B31)  —(2LPny2(31) + LPry1(3.1)) —LPny2(3.1)
Ly(31)  —(2LPy1(3.1) +LP,(31))  —LP,1(3.1)].
Ly-1(31) —(2LP,(31) +LP,1(3,1))  —LP,(3,1)

Lp2B1) —@LPp1(31) +LP,>(31)) —LPhi(31)

Proof: The proof is by induction on n. The result is true for n = 6 which gives

[300 —-172 -121 3 =296 —123]
123 —-69 —-49 2 -120 50 |

n _ |50 =27 —-19 1 —48 =20
Ms(D™ =120 —10 -7 1 -19 -8
l8 —4 -2 1 -7 -3 J

3 -1 -1 1 -2 -1
[LP11(31)  —(LPo(3,1) +LPs(3,1) = L;(31)) —(LPyo(3,1) — Lg(3,1))
LP;y(3,1) —(LPy(3,1)+ LPg(3,1) —Le¢(3,1)) —(LPs(3,1)—L,(3,1))
LPy(3,1) —(LPs(31)+LP,(31)—-Ls(3,1)) —(LPs(3,1)—L¢(3,1))
=|LPg(3,1) —(LP,(31)+LPs(3,1)—L,(31)) —(LP,(3,1)—Ls(3,1))
LP,(3,1) —(LPs(3,1) +LP;(3,1) —L3(3,1)) —(LPs(3,1) —L,(3,1))
LPs(3,1) —-(LPs(31)+LP,(31)—-L,(31) —(LPs(31)—L3(3,1))

Ly(3,1) —(2LP1x(3,1) + LPy(3,1)) —LPyy(3,1)]
Lg(3,1) —(2LPy(3,1) +LP3(3,1)) —LPy(3,1)
L,(3,1) —(2LPg(3,1) +LP,(3,1)) —LP3(3,1)
L¢(3,1) —(2LP,(3,1) +LPs(3,1)) —-LP,(3,1) |
Ls(3,1) —(2LPs(3,1) + LPs(3,1)) —LPs(3,1)
L,(31) —(2LPs(3,1) +LP,(3,1)) —LPs(3,1)

Assume the lemma is true for 3 < n < s. Then for n = s + 1 we have

(Ms (1))
LPsi5(31)  —(LPsa(31) + LPsy3(3,1) = Ls41(3.1))  —(LPs1a(3,1) — Ls42(3,1))
LPs14(31) —(LPsy3(31) + LPsi2(31) = Ls(31))  —(LPsy3(3,1) — Ls41(3,1))
LPs13(31) —(LPsi2(31) + LPsy1(31) = Ls_1(3,1))  —(LPss2(3,1) = Ls(3,1))
=|LPs12(31) —(LPsy1(31) + LA(31) — Ls—2(31))  —(LPs1(31) = Ls_1(3,1))
LPs11(31) —(LP(31) +LPs1(31) — Ls3(31))  —(LA(BB1) —Ls—2(31))
llLPs(3»1) —(LPs-1(3,1) + LPs_2(3,1) — Ls-4(31)) —(LPs-1(3,1) — Ls—3(3,1))

Ls43(3,1) —(2LPs14(3,1) + LPsy3(3,1)) _LPs+4(3'1)]
Ls+2(31) —(2LPsy3(3,1) + LPsy2(3,1)) —LPsy3(3.1)]|
Lis1(31) —(2LPg2(31) + LPe1(3,1))  —LPsy2(3,1) |
Li(31)  —(LPi(31) +LP(3,1))  —LPei(3,1)]
Li-1(31) —(RLR(B1) +LP1(31)  —LR(31)

Li—2(31) —(2LPs_1(31) + LPs_5(3,1)) —LPs_1(3,1)
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3 -1 -1 1 -2 -1
1 0 0 0 0 0
0 1 0 0 0 0
0 O 1 0 0 0
0 O 0 1 0 0
0 O 0 0 1 0

LPS+6(3'1) _(LPS+5(3'1) + _LPs+4(3'1) - Ls+2(3'1)) _(LPS+5(3'1) - Ls+3(3'1))
LPS+5(3'1) _(LPS+4—(3'1) + LPs+3(3'1) - Ls+1(3'1)) _(LPS+4(3'1) - Ls+2(3'1))

LPs14(31) —(LPs3(31) + LPsi2(31) = Ls(31))  —(LPsy3(3,1) — Ls41(3,1))
=|LPs43(3,1) —(LPsy2(3,1) + LPs11(3,1) = Ls-1(3,1))  —(LPss2(3,1) — Ls(3,1))

LPs12(31) —(LPsy1(31) + LEA(3,1) — Ls—2(31))  —(LPs11(31) — Ls—1(3,1))

[LPS+1(3,1) —(LRB 1) +LP_1(31) — Li3(31)  —(LR(B1) —L;—2(31)

Lg+a(31) —(2LPsys5(3,1) + LPs4(3,1))  —LPsy5(3,1)
Ls43(31) —(2LPs4a(3,1) + LPsy3(3,1))  —LPsy4(3,1)
Ls4+2(31) —(2LPs43(3,1) + LPs12(3,1))  —LPsy3(3,1)
Lg+1(31) —(2LPsy2(3,1) + LPsy1(3,1))  —LPsy2(3,1))
Ls31)  —(2LPs41(31) +LR(31))  —LPsq(3,1)
Ls_1(3,1) —(2LP,(3,1) +LP;_1(3,1)) —LP(3,1) J

which gives the result.
In general, for ¢ = 3 and m = 2, by induction on n the nth power of the
(q, m) —Lucas-Pell sequence matrix is

(M3 (m))" =

LPnis(3,m)  —((2m — DLPpys(3,m) + mLPri3(3,m) = Lyys(3,m))  —(MLPpys(3,m) — Liny2(3,m))
LPpyaB,m)  —((2m = DLPpy3(3,m) + mlPpi2(3,1) — Ln(3,m)) =(mLPpy3(3,m) = Lpy1(3,m))
LPpys3,m)  —((m = DLPp2(3,m) + mLPpy1(3,m) = Ly_1(3,m))  —(mLPpy2(3,m) — Ly(3,m))
LPni2(3,m) —((2m—DLPpyy(3,m) + mLE,(3,m) — Lpn2(3,m))  —(mLPpy1(3,m) — L1 (3, m))
LPny (3,m) —((2m—DLE,GB,m) + mLP,_1(3,m) — Ln_3(3,m))  —(mLP,(3,m) — Lp_(3,m))
LB,3m)  —(@m—=DLPp1(3,m) +mlPy_2(3,m) = Ly_s(3,m)) —(mLPy_1(3,m) = Ly_3(3,m))

Lny3(3,m)  —(2LPn1a(3,m) + LPy13(3,m))  —LPpia(3,m)
Lys2(3,m) —(2LPn43(3,m) + LPypy2(3,m)) —LPyy3(3,m)
Lys1(3,m) —(2LPn42(3,m) + LPpy1(3,m)) —LPyy2(3,m)
La(3,m)  —(2LPn1(3,m) + LP,(3,m)) —LPp13,m)|
Lo_1(3,m) —(2LPy(3,m) +LP,_;(3,m))  —LP,(3,m)

Ly,(3m) —(2LP,-1(3,m)+LP,,(3,m)) —LP,1(3,m)

|
For q =3 and m = 1, det(M;(m))" = 1.

Theorem 2.1: For m = 1,n = 6, and t = 1 we have
(i) (Mz(m)"(M3(m))* = ((M3(m))™**, and
(i) (M3(m))"(M5(m))* = (M3(m))*(M5(m))™.

Proof: The proof of Part (i) is by induction on t. For t = 1 we have
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(M3(m))"Mz(m) =

119

LPpys(3,m)  —((m = DLPpya(3,m) + mLPpy3(3,m) — Lpp1(3,m))  —(mLPpya(3,m) = Lny2(3,m))

LPnpa(3,m)  —((2m = 1)LPny3(3,m) + mLPyi2(3,1) — Ln(3,m)) —(MLPn43(3,m) = Lnts(3,m))
LPni3(3,m) —((2m — DLPpy2(3,m) + MLPnyy(3,m) = Ln_1(3,m))  —(mLPpy2(3,m) — Ln(3,m))
LPpy2(3,m)  —((@m—=DLPpyy(3,m) + mLR(3,m) = Ly2(3,m))  —(mLPypy1(3,m) = Ly_1(3,m))
LPpy1(3,m) —((@m—DLRGB,m) + mlPy_1(3,m) = Ly33,m))  —(mLB(3,m) — Ly_,(3,m))
lLPn(3rm) =((2m = DLPy_1(3,m) + mLPp_5(3,m) = Lpn_4(3,m)) —(mLPy_1(3,m) — Ly_3(3,m))
Lps3Bm)  —(2LPnya(3,m) + LPpi3(3,m)) —LPpis(3,m)
Lns2(3m)  —(2LPpy3(3,m) + LPri2(3,m)) —LPyy3(3,m)
Lne1(3m)  —(2LPpy2(3,m) + LPryi(3,m))  —LPyi2(3,m)
Ly3m)  —QLPp(3m)+LR(Bm)  —LPp(3m)
L,-1(3,m) —(2LB,(3,m)+ LP,_1(3,m)) —LP,(3,m)
Ly2Bm) —(QLPy_1(3,m) +LPr5(3,m)) —LPrs(3, m)J

-m 1 -2 -1
0 0 0 0
0o 0 0 0
10 0 0 [=(Msm)".
0 1 0 0
0o 0 1 0

Now suppose the result is true for t =s. Thenfor t = s+ 1

(M3(m)" (M3(m))*** = (M3(m)™** (M3(m))* =
LPn+s+5(3lm) _((Zm - 1)LPn+s+4(3ﬂm) + mLPn+s+3(3' m) - Ln+s+1(3» m))
LPn+s+4(3lm) _((Zm - 1)LPn+s+3 (3,m) + mLPn+s+2(3'1) - Ln+s(3» m))
LPn+s+3(3' m) _((Zm - 1)LPn+s+2 (3,m) + mLPn+s+1(3r m) - Ln+s—1(3: m))
LPn+s+2(3lm) _((Zm - 1)LP‘n+s+l (3,m) + mLPn+s (3,771) - Ln+s—2(3' m))
LPn+s+1(3lm) _((Zm - 1)LPn+s(3! m) + mLPn+s—1(3ﬂm) - Ln+s—3(3' m))
LPn+s(3' m) _((Zm - 1)LPn+s—1 (3,m) + mLPn+s—2(3r m) - Ln+s—4(3: m))

_(mLPn+s+4(3: m) - Ln+s+2(3: m)) Ln+s+3(3: m) _(ZLPn+s+4 (3: m) + LPn+s+3(3r m))
_(mLPn+s+3(3: m) - Ln+s+1(3: m)) Ln+s+2(3: m) _(ZLPn+s+3(3: m) + LPn+s+2(3r m))
Ln+s+1(3: m) _(ZLPn+s+2(3: m) + LPn+s+1(3r m))
_(mLPn+s+1(3: m) + LPn+s(3' m)) LPn+s(3' m) _(ZLPn+s+1(3: m) + LPn+s(3' m))
Ln+s—1(3: m) _(ZLPn+s (3' m) + LPn+s—1(3' m))
_(mLPTl+S—1(3' m) - Ln+s—3(3v m)) Ln+s—2(3r m) _(ZLPn+s—1(3r m) + LPn+s—2(3' m))

_(mLPn+s+2 (3, m) - Ln+s (3' m))

_(mLPn+s (3, m) - Ln+s—2(3r m))

_LPn+s+4(3' m)]
_LPn+s+3(3' m) |
_LPn+s+2 (3' m)
_LPn+s+1(3' m) .
_LPn+s(3' m)
_LPn+s—1 (3' m)

= ((Ms(m))"**1,
and the proof is complete.

24+m 1-2m -m 1 =2 —17
1 0 0 0 0 0
0 1 0 0 0 0
0 0 1 0 0 0
0 0 0 1 0 0
0 0 0 0 1 0

For Part (i), from Part (i) we have (M;(m))"
(M3(m))f = (Ms(m))™*" = (M3(m))*™™ = (M3(m))" (M5 (m))".
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In general, for ¢ = 4 and m = 1, by induction on n = q + 3 the nth
power of the (g, m) —Lucas-Pell sequence matrix is

Mq(1)" =
LPyyg+2 () —(LPn+q+1(q, D+ LPyiq (@D - Lyn-g-2 (¢, 1) _(LPn+q+1(ql - LG—q—1(‘?: 1)
LPnJrqul(q' 1) _(LPn+q (q' 1) + LPn+q71.(q' 1) - L2n7q73 (q' 1)) _(LPn+q (q' 1) - L2n7q72(q' 1))

(@) —(LP(4, 1) +LPy(@ 1) — Lg(q, 1) ~(P 1)~ Lymges (@, 1)
[LPn(q' 1) _(LPnfl(q' 1) + LPnfz(q' 1) - Lnqul(q' 1)) _(LPnfl(q' 1) - Lnfq (ql 1))
LG—q (qr 1) Ln+q—1(qr 1) Ln+q (q' 1) _(ZLPn+q+1(q' 1) + LPn+q(ql 1))
L2n7q.71(q' 1) Ln+q7.2 (q' 1) Ln+qi1 (q' 1) _(ZLPn+q(ql 1) + LPnJrqfl (q' 1))
Ligz@D) 0 Lea@D) La@D)  —QLA@ D +LP(@ 1)
Ln7q+1(q' 1) Lq (q' 1) Lq+1(q' 1) _(ZLPnfl(q' 1) + LPn72 (q; 1))

_LPn+q+1(qv 1)
_LPn+q(qv 1)

~LB,(q, 1)
—LPy1(q, 1) J

For ¢ = 4 and m = 1, det(M,(m))" = (—1)"@*b.

Theorem 2.2: For q =2 4,t = 1, and n = q + 3 we have
) (Mg (Mg(1)F = (Mg (1)), and
(i)  (Mg(1))"(Mq(1))" = (Mg (1) (Mg (1)™.

Proof: The proof is similar to that for Theorem 2.1 and so is omitted.

3. Blom's Key Scheme Using the (q, m) —Lucas-Pell Sequences

In this section, the (q,m) —Lucas-Pell sequences are used to implement
Blom's key scheme and the security is examined. The scheme has a trusted party
(Trent) and a group of users. First, Trent chooses (M, (m))* where q >3 and
m=1,i €N and p is a prime number. For new users who want to join the group
(Alice and Bob), Trent chooses the public identifiers

UAlice = Mq(m)nl (mOd p)' ny = q + 3;
and
Upop = Mq(m)™2 (mod p),n, 2 q +3.

He then calculates their private keys guice = Mg(m) X M,(m)™
(mod p) and gg,p = My(m) X My(m)™* (mod p). These are used to compute
shared keys with other group members. To communicate with each other, Alice
and Bob do the following. Alice uses Up,, and her private key g;ice to obtain
the shared key Kajice\sob = Upob X Jatice (mod q). Bob uses Uyjice and his

private key gg,, and gets the same result. The algorithm steps are given below
and illustrated in Fig. 1.
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Algorithm 1
There is a trusted party (Trent) and a group of users.

1.

Trent chooses (M, (m))* where =3 and m>1,i €N and p is a
prime number.
For new users (Alice and Bob), that want to join the group, Trent chooses
the public identifiers

UAlice = Mq(m)nl (mOd P), ny = q + 3;
and

Ugop = Mq(m)le (mod p),n, = q + 3.
He then calculates their private keys

Yalice = Mq(m) X Mq(m)nl (mod p)andggop
= My,(m) X My(m)"*2 (mod p).
These are used to compute shared keys with other group members.
To communicate with each other, Alice and Bob do the following. Alice
uses Up,p, and her private key gaice to obtain the shared key Kgjicevpon =
Ugob X Gaiice (mod q). Bob uses Uy and his private key gp,, and
gets the same result. By Theorem 2.2, we have
KAlice\Bob = Ugop X Gatice = Mq(m)_nz X (Mq(m))L X (Mq(m))nl
= (Mq(m))n2+n1+l = KBob\Alice (mod p).

Trent

i
Choose ‘Alq(m)) (mod p) ieN.m=1Lg=23

n
U yiice =(Mg(m)) (mod p).n zq+3

n,
U gop =(Mq(m)) "(mod p).n,2q+3

Compute private keys

£t ;(qum;)l (.\!q(m))"‘{mod »)

i n,
‘gBabE(“!‘l("')) (Mq(m;) (mod p)

Send SenJ

& Alice &Bob

1
Alice Bob l

Compute Compute

K ttice\Bob) = alice™UBob (™3 P) K\ Bob\tice) =80 ™V tlice(™3P)

Figure 1
Algorithm 1
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Example 3.1: Trent chooses M5(1) (mod 5). He then chooses public identifiers
for new users Alice and Bob Uy = M3(1)® (mod 5) and Up,y, =
M;3(1)” (mod 5)
Uniice = M3(1)6 =

300 —172 —121 3 -296 —-1237 [0 3 4 3 1 2
123 —69 —49 2 —120 -50 3 1.1 2 0 0
50 -27 -19 1 —48 -20 0 3 1 1 2 0
20 -10 -7 1 -19 -8 |[=flo 0o 3 1 1 2] (mod5),
8 -4 -2 1 -7 -3 31 3 1 3 2
3 -1 -1 1 -2 -1 3 4 4 1 3 4
and
—_ 7 —
Upop = M3(1)" =
[728 —421 -297 4 -723 3001 (3 4 3 4 2 0]
300 —172 —-121 3 —-296 —123] [0 3 4 3 1 2
123 —69 —49 2 —120 -50 3 1.1 2 0 0
50 —-27 -19 1 -48 -20 =0 3 1 1 2 o (mod 5.
20 -10 -7 1 -19 -8 0 0 3 1 1 2
l8 -4 -2 1 -7 -3 J [3 1 3 1 3 ZJ
Trent then computes their private keys
— 6 _
Gatice = M5(1) X M5(1)° =
3 -1 -1 1 -2 -1 0 3 4 3 1 2 3 4 3 4 2 0
[100000][311200][034312]
[0 1 o o o of Jo 31 1 2 o] 3 1 1 2 0o o
[o o 1 0o o o xlo o 3 1 1 2|=lo 3 1 1 2 o
|000100||313132||003112|
[000010J[344134Jl313132J
(mod 5),
and
Isop = M3(1) x M3(1)” =
3 -1 -1 1 -2 -11 3 4 3 4 2 0 3 0 1 0 4 2
[100000][034312][343420]
[0 1 o o o of |31 1 2 0 o] o 3 4 3 4 2]
[o o 1 0o o o xlo 3 1 1 2 ol=l[3 1 1 2 o o
00 0 1 0 0| |o 0 3 1 1 2| |0 3 4 1 2 0|
[OOOOIOJ[313132J[003112J
(mod 5).

To communicate with each other, Alice and Bob do the following. Alice
uses Up,, and her private key ga;ice to obtain
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KAlice\Bob = Upop X Gatice = M3(1)7 X M3(1)7 =

3 4 3 4 2 0 3 4 3 4 2 0 3 4 3 1 2 2
0 3 4 3 1 2 0 3 4 3 1 2 3 4 2 1 3 3
31 1 2 0 0 31 1 2 0 0 2 2 4 4 4 2
o 3 1 1 2 Ooxfo0 3 1 1 2 O0|=(3 3 0 4 1 o0
o 0 3 1 1 2 o 0 3 1 1 2 0 3 3 0 4 1
31 3 1 3 2 31 3 1 3 2 4 3 2 2 1 2
(mod 5),

and similarly, Bob gets

KBob\Alice = Uptice X 9o = M3(1)6 X M3(1)8 =

0 3 4 3 1 2 3 0 1 0 4 2 3 4 3 1 2 2

311 2 0 0 3 4 3 4 2 0 3 4 2 1 3 3

0o 3 1 1 2 0 0 3 4 3 4 2 2 2 4 4 4 2

o o0 3 1 1 2|xfI3 1 1 2 0 0]=f3 3 0 4 1 0

31 3 1 3 2 0 3 4 1 2 0 0 3 3 0 4 1

3 4 4 1 3 4 o o 3 1 1 2 4 3 2 2 1 2

(mod 5).

3.1 Security Analysis

Blom's scheme is a symmetric key exchange protocol in which a trusted

third party creates a secret key and provides public identifiers. This allows new
users to calculate shared keys for communication with other group members. This
algorithm is symmetric and resistant to quantum attacks. Since the size of the keys
in the proposed algorithm is much larger than the size in the original algorithm, it
is more secure against these attacks. Consider the following attacks.

1.

Brute force attack: In a brute force attack [14], all possible cases are tested.
In the proposed algorithm, the keys are constructed using (M, (m))". Since
these matrices are invertible, we must check the order of the group
GLg43(Fp). For p prime, this group is the set of all invertible matrices of
size m X m over F,, [4], so it has order

|GLn (Fp)| = @™ —p™ D™ —p™ ) (@™ — 1).
Since (Mg(m))™ is an invertible matrix of size g + 3 X q + 3, we have

1GLqs3(Fp)| = (7% —pT™2) (T —pT*) - (7 - 1).
As p and q increase, |GLg43(F,)| — . Therefore, the key space is large
and greater than that of the original algorithm.
Side channel attack: In a side channel attack, the cryptographic system is
broken using information that is accidentally leaked or maliciously
obtained. In the proposed algorithm, the key is a very large matrix and m is
a very large prime number. Thus, this attack would be very time consuming
and unlikely to provide complete information, so it is not feasible.
Timing attack: In a timing attack, information about the cryptographic
system is obtained by analyzing the algorithm execution time. Because the
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keys in the proposed algorithm are in the form of a matrix and multiplication
is employed, accessing the system and obtaining the required information
will be very time-consuming and prone to errors, so this is not a useful
attack.

4.  Chosen ciphertext attack: A chosen ciphertext attack is where the attacker
gathers information by obtaining decryptions of ciphertext. As with the
other attacks, this will be very time consuming and significant data is
required, thus it is infeasible.

5. Fault attack: In this approach, the attacker intentionally introduces faults or
errors into the cryptographic system to exploit vulnerabilities and extract
information. Considering that the keys are very large, the calculations will
likely be done on very powerful computer systems. Thus, accessing and
damaging these systems is not viable.

The computational complexity of the proposed algorithm is higher than
Blom's original scheme because matrices are used rather than vectors, but the
keys are larger. This increases the difficulty of attacks, so there is a tradeoff
between complexity and security.

4. Conclusion

New sequences were introduced using the Lucas and Pell sequences. The
(q,m) —Lucas-Pell sequence matrices were constructed and some interesting
structural results were obtained. These were used in Blom's key scheme and the
security was studied. Since the matrices are commutative and invertible, they are
suitable for key generation and the security is high due to their very large size.
Other sequences such as Mersenne, balanced, and Fibonacci sequences and their
generalizations [9, 10, 11, 13] can be used to create algorithms for Blom's key
scheme.
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