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Abstract

We introduce an algorithm for the fast generation of Latin squares. Considering Latin
squares with n rows and columns, we introduce a map which maps one square to another
one of opposite parity. This map is not unique and it is determined by two indices, i.e. two
single numbers. These numbers can be used as secret key in cryptographic schemes which

are build up on Latin squares. Thus the introduced algorithm can be applied in cryptography.

Additionally, we give a theoretical upper bound for the number of Latin squares of order n.
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1. Introduction

Latin squares are n x n arrays containing n distinct symbols in each
row and each column. They have a long history - see for example the
Problem of 36 officers [1] and they are still objects of active research. For
some general basics on Latin squares we direct the reader to [2].

Latin squares have many applications. One important area of
applications is cryptography. The reader can find more details on
crpytographic schemes using Latin squares for example in [3], [4], [5] and
[6]. Furthermore, Latin squares can be also considered as matrices for
cryptographic schemes, which are widely investigated, see for example
[7], as the fast development of cryptography requires new ideas constantly.

The purpose of the present paper is to introduce a map on Latin
squares which defines orbits. We use these orbits for a fast generation of
Latin squares. Furthermore, this construction can be used to create public
and private keys for asymmetric cryptographic schemes.

2. Definitions and Notations

Throughout this paper, n denotes a natural number.

Definition 1: Let H be a set of n different symbols. A Latin square with n
rows and columns is an # x n array such that all rows and columns contain
all elements of H.

Definition 2: A permutation on a set of n elements is an arrangement of
these elements.

Usually, the n different symbols in a Latin squares are the natural
numbers from 1 to n. Then every row and every column can be regarded
as a permutation on the set{l1,...,n}.

We denote the row permutations of a Latin square by o,,...,0,and the
column permutations by <,,...,7,.

Definition 3: Let A be a Latin square of order n. We say that A is a reduced
Latin square if 0,=1,;and v,=1,,, where 1 ,denotes the identity permutation,
i.e. its first row and first column are in natural order 1 < ... < n.

Let us denote the set of Latin squares with n rows by L, and the set of
reduced Latin squares with 7 rows by R,. It is well known that #L, = n!(n
— 1)#R, , where #L, denotes the size of the set containing all Latin squares
of order n and #R, denotes the size of the set containing all reduced Latin
squares of order 7.
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Definition 4: A pair of numbers x and y in a permutation with x > y and
x preceding vy in the permutation is called inversion. The inversion number of a
permutation is the sum of all inversions. A permutation is called odd (even), if
its number of inversions is odd (even respectively).
It is also common to denote the parity of a permutation o by its
signum:
sgn(o) = 1 if 0 is even and sgn(o) = —1 otherwise.

We know that the product of two odd permutations is an even
permutation, and multiplying two even permutations gives an even
permutation as well. Whereas, the product of an even and an odd
permutation (or the other way round) results in an odd permutation [8].

Definition 5: Let A be a Latin square with its row permutations ¢,,...,0,and
its column permutations t,,...,,. If

sgn(ﬁ O'iTij =1,
i=1

then A is called even Latin square. Otherwise A is called odd Latin square.

3. A map switching between even and odd Latin squares

In this section, we introduce a map that can be defined on a big class
of Latin squares. With the help of this definition, we can map an even
Latin square to an odd one and vice versa. Furthermore, this map defines
orbits on the set of Latin squares of a given order .

3.1 Definition of the map

Definition 6: Let A be a Latin square. We define the map m, on A for a

pair of rows (columns) in the following way: If the product of the row

permutations 0;"'0; (column permutations t,'t, respectively), where i

= 1, j = 1, is such that the cycle containing i and j has odd length, then

m, (A) is defined as follows: Now, we don’t move the elements i,j and all

other elements of the cycle containing i, in 0,0, (in ;v respectively).
«th

Interchange all other elements of the i" and the j" row (column). All other
rows (columns) are the same as in A.

Proposition 1: Let n be an even natural number and A be a Latin square of
order n. Further, mi,].is defined on A by Definition 6.
Then sgn(m, (1)) = —sgn(.).
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Proof: Multiplying all row and column permutations of m, (A) has the same
result as multiplying all row and column permutations of A multiplied by
an odd number of transpositions.

Example 1: First we introduce the Latin square A:

112|134 |5)|6
2 11(5|6|3]| 4
3161|542
4 13]2(1]6]5
51416213
6 |54 (13|21

Multiplying all row and column permutations, we get an odd
permutation, thus 4 is a Latin square which is odd and reduced. We have
o, 0,=(1,6,5)(2,3,4).

Thus m, (1) is the following Latin square:

1123 |4|5]6
216|115 |3]4
3(1|5]6|4]|2
4 13|2]1|6]|5
54|62 |1]|3
6 [543 [2]|1

Multiplying all row and column permutations, we get an even
permutation, therefore m,,(A) is an even reduced Latin square.

Proposition 2: Let A be a reduced Latin square of order n and m, is defined
on A by Definition 6. Then m, (1) is also a reduced Latin square.

Proof: By Definition 6, the map m,; always fixes the first row and first
column.

We denote the map m: A — B, if there exists a pair (i,j) such that for
some A € A we have m, (1) € B. The map m: R,,, = R,,,, is not injective. For
example, the even reduced Latin square
2134

even

B WiRk] DN G

W= N =GO

413
516
65
12
21

N Q|| W|IN|-
QLN | W | |-
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has three preimages:

112|3[4|5]|6]]1]|2|3(4|5|6]]1|2|3[4|5]|6
2(1|4|3|6|5 (2|4|5|3|6|1]|2(5(4|1]|6]|3
3(15|12|6|4|1),(3|1(4|6[2|5]]3(4|5]|6]|2]|1
413|6|5]|1|2 [4|3|6|5[1(2]|4(3|6|5]|1]|2
5161|123 (4]|5(6(1|2|3(4||5]|6]1]|2]|34
614|5|1(2(3]|6[5(2|1|4|3]|6|1]|2|3[4]|5

3.2 Orbits

It is clear that if m, (A) is defined for a Latin square A, then m, (m, (1))
=), i.e. the map m is an involution. In this section we will also consider the
composition of maps m,; and m, , which means m,; © m,, (A) = m, (m,, (A)).

Now, we consider the set H, for a given Latin square A, which contains
all Latin squares which can be obtained from A by applying any composition

of maps m. Let L € R,and m m, . be all maps which can be defined on

ijrree i i
A and its images. Thus
H,= AN A= My © oo © mils’j[s(x)}/
where {,,...,[} € {1,...t}.
Then H, S R,.

Definition 7: We say that the set H, is the orbit of A. For a given number 7,
we denote the number of orbits on R, by v.

Remark 1: Note that in the composition of the maps m, some can be
applied on rows while others can be applied on columns.

Proposition 3: If A,¢ H,,, then H,,N H,,= 0.

Conjecture 1: For a given number 7, let A,,...,A be representants of the v
distinct orbits on R,. Then R \ (H,,U...UH, )ER
In other words, we conjecture that m: R

even®

— R,,,1s surjective.

even

4. Generating Latin squares

In this section, we introduce an algorithm for the fast generation of
Latin squares. This algorithm is based on the map introduced in Section
3.1. Further, we give some application possibility for the introduced
algorithm and investigate its performance.
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4.1 Algorithm

Algorithm 1 Generation of Latin squares with n rows and columns
Require: A Latin square with n rows and columns, natural number s
Ensure: other Latin square with n rows and columns
(ij)n (i) & (2,..n} x {2,...,n})
b« {01y
k<0
while k < s do
kek+1
if b[k] = O then
apply m, , on the rows of A
A= mik'jk(x)
end if
if b[k] = 1 then
apply m,,; on the columns of A
A=y ()
13: end if
14: end while
150 A m, (M)

— = =
L

4.2 Application in cryptography

If a cryptographic scheme uses Latin squares, the algorithm described
in Section 4.1 can help to make it more secure.

Given a Latin square A, we can determine a composition of maps
My ..., M and in the cryptographic scheme the Latin square m, , © ... ©
m, .(\) is used.

is,js
Public key: the pairs (i,},),...,(i,j,)

Private key: b = (b,,...,.b)) € {0,1}

The vector b contains the information if m, , should be applied on the
rows or on the columns of the previous square in the composition.

The advantage of this method is that A and the pairs (i,f,),...,(ij,) can
be shared on different channels.

Remark 2: For a successful application one needs to make sure previously
thatm, ,© ... o m, (A) is defined, i.e. this Latin square exists.

18,
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4.3 The case n = 6
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In the case of Latin squares of order 6, we can show by computation
that Conjecture 1 is true. In this case, we have 21 orbits, details below. We
give a representant A for each orbit by its row permutations o,,...,0,.

Table 1
The 21 orbits on R,

0Odd | Even o, o, o, o, o,

24 (24 [(12)(34)(56) [(135)(246) |(14)(25)(36) |(153)(264)  |(16)(23)(45)
216 (288 [(12)(34)(56) |(135)(246) |(142536) (154)(263)  |(164523)

216 (288 [(12)(34)(56) |(135)(246) |(145263) (154236) (164)(253)
216 (288 [(12)(34)(56) |(135)(246) |(145326) (152364) (163)(254)
216 (288 [(12)(34)(56) |(135246) (1425)(36)  |(153264) (1623)(45)
24 |24 [(12)(34)(56) [(135246)  |(145)(263) |(154)(236)  |(164253)

24 (24 |(12)(34)(56) [(136245)  |(146)(253) |(154263) (164)(235)
24 |24 [(12)(34)(56) |(136)(245) |(14)(26)(35) |(15)(23)(46) |(163)(254)
1152 |1800 |(12)(34)(56) |[(13)(25)(46) |(14)(26)(35) |(15)(24)(36) |(16)(23)(45)
216 (288 [(12)(3456) |(135)(246) |(142653) (152364) (16)(2543)
216 (288 [(12)(3456) |(13)(25)(46) |(142365) (154326) (1624)(35)
24 |24 [(12)(35)46) [(134)(256) [(143)(265)  [(15)(24)(36) |(16)(23)(45)
24 (24 |(12)(35)(46) [(136254)  |(145263) (156)(243)  |(165)(234)
24 |24 [(123)(456) |(132)(465) |(14)(25)(36) |(15)(26)(34) |[(16)(24)(35)
216 (288 [(123)(456) |(135)(246) |(143652) (153426) (163254)

216 (288 [(123)(456) |(136524) (1435)(26)  |(154632) (16)(2534)
216 (288 [(123)(456) |(136254) (146532) (15)(2634)  |(16)(2435)
216 (288 [(123456) (132465)  |(14)(25)(36) |(1543)(26)  |(1642)(35)
24 (24 [(124)(356) [(13)(25)(46) |(142)(365) |(15)(26)(34) |(16)(23)(45)
24 |24 [(125)(346) |(13)(24)(56) |(14)(26)(35) |(152)(364)  [(16)(23)(45)
24 |24 [(126)(345) |(13)(24)(56) |(14)(25)(36) |(15)(23)(46) |(162)(354)

It is known (A000315) that R,= 9408. In Table 1 we found in sum 8472
reduced Latin squares. The missing 936 squares are all even and are not
images of any other Latin square by the map m. Therefore, the map m: R ,,

—- R

even

is not surjective.
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It is interesting, that there are ten orbits of size 48 and ten orbits of
size 504, one of size 2952. All orbits of size 48 have the same number of
odd and even squares, whereas in the other orbits there are more even
squares than odd squares.

4.4 Performance

An orbit as described in Section 3.2 can be considered as a graph.
Therefore, in order to compute all possible images of a given Latin square,
one can use any graph searching algorithm.

For n > 8, the computation of all orbits seems to take a lot of time.
Therefore we give some measurements of how many squares we can
compute by our implementation of a breadth-first search.

Table 2

Performance of a breadth-first search of orbits on 4.3 GHz processor

n number of generated squares time in sec
8 1000 0.0824
8 10000 0.8361
8 100000 8.3486
10 1000 0.1049
10 10000 0.9876
10 100000 9.6497
12 1000 0.2109
12 10000 2.1682
12 100000 28.1867

5. Upper bound for the number of Latin squares

For a given number 711, we denote the number of orbits induced by the
maps m by v. Further, the longest orbit has length I, then the following
upper bound applies

#R,<I-v,
and therefore we have the following upper bound for the number of Latin
squares of order :
#L <(m—=1l-nl-1-v.

In the case 1 = 6, we get here
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#R, <2952 - 21 = 61992,

which is a much smaller upper bound than the best known upper bound
R, < 9953280, since )! by Alter [9].

R, <[] -k (n-k)

The given upper bound is rather theoretical, since for n > 8 we could
not succeed in computing all orbits yet.

6. Connection to Alon-Tarsi conjecture

If n is an even (positive) integer, then the size of the set containing all
even Latin squares with n rows and columns is not equal to the size of the
set containing all odd Latin squares for known cases [10], [11]. The Alon-
Tarsi conjecture says that this statement is true for all even positive integers
n. The conjecture is known to be true in a special case in [12], but remains
unsolved in general.

If n is odd, then it is well known that the number of odd squares is
equal to the number of even squares, since switching two rows or two
columns changes the sign and every permutation can be obtained by the
composition of transpositions [2]. Switching rows or columns does not
change the sign of a Latin square for even 1.

For n = 6, we have proven in Table 1 that #R > #R ,, by showing that
the map m: R,,,, = R ,,is surjective. This makes us believe that for all even
n, the number of even reduced Latin squares may be greater than the
number of odd reduced Latin squares.

Conjecture 2: #R > #R ,, for even n.

even

7. Conclusion

In this paper, we gave the mathematical background of a new map on
Latin squares. This map can be used to generate Latin squares of opposite
parity. Further, we introduce an algorithm built up on the introduced map
which makes it possible to generate many Latin squares fast. The
introduced construction can be applied in cryptographic schemes since
the map’s data can be used as private and public keys. In addition, we
found a new theoretical upper bound for the number of Latin squares of
order n. The numbers of even and odd reduced Latin squares of a given
order n seem to behave not in direct proportion to the numbers of even
and odd Latin squares, which need to be investigated further in more
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detail. Furthermore, cryptographic schemes based on the given
mathematical construction can be developed and investigated.
Supplementary information: A program for the computation of the
21 orbits can be found here: Python program - orbits (txt file)
A program of the computation of 936 even squares which are not
images of the map and a program for computing running times can be
found here Python program - non images and runtimes (zip file)
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