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Abstract
Hidden biometrics, due to their resistance to duplication and hacking, offer superior 

security. This work utilizes vein biometrics for their hidden nature, specifically combining 
palm and finger vein data to enhance security. One key challenge in biometric systems is 
protecting the stored template, which cannot be revoked or reissued once compromised. We 
propose a method that merges two vein templates using user-specific scaling and rotation, 
creating an artificial, irreversible template. Even if the template is stolen, altering the user’s 
secret information regenerates a different template, protecting the original data. Personal 
Image Identification (PII) adds another user-specific layer of security. The approach employs 
salt cryptography to ensure simplicity and irreversibility, without storing the original 
template. Compared to existing methods, our technique offers equivalent accuracy with 
higher resistance to attacks and lower computational complexity.

Subject Classification:  Primary 93A30, Secondary 49K15.

Keywords: Artificial multimodal yemplate, Cryptographic salts, PII (Personal image identification).

1.  Introduction

Personal identification involves a unique set of attributes possessed 
by individuals. Biometric identification, using traits such as fingerprints, 
iris, vein patterns, or voice, offers greater security. Unimodal biometrics 
rely on a single trait. Multimodal combines multiple features, improving 
accuracy, reliability, and resistance to spoofing. Multimodal systems can 
use various sensors or fuse different biometric modalities at multiple 
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levels. Techniques such as cross fold of random indexes [2], rank level 
fusion [3], and random distance method [4][23] are commonly used. 
Hidden biometrics, like vein patterns, are more secure because they are 
not easily visible or duplicated. This research uses vein biometrics due to 
their hidden nature, uniqueness, stability, and ability to confirm a living 
individual [5]. These patterns can be captured using low-resolution NIR 
images, making the system cost-effective. However, growing biometric 
use has increased risks, as unprotected templates can be reconstructed 
and misused [6]. According to ISO/IEC 24745 [7], biometric templates 
must ensure irreversibility and unlikability. Biometric data, being limited, 
must be recoverable while maintaining accuracy and efficient storage [8]. 
The proposed multitier framework ensures irreversibility, recoverability, 
and minimal storage requirements. Results demonstrate its superiority 
over existing approaches. The following sections detail related work, 
challenges, the proposed method, and its evaluation.

2. Techniques for protecting biometric templates

Biometric template protection scheme should sustain characteristics 
like diversity, recoverability, security, and performance [9]. Two general 
categories to classify template protection schemes that have been proposed 
in the literature are: Hardware based Protection and software-based 
template protection [24]. Commercial products called privarisPlusID [10] 
uses hardware-based protection. Software based template protection 
involves storage of biometric samples in converted form by using some 
transformation function and some keys [26]. Software protection is further 
classified into feature transformation and biometric cryptosystem. Figure 
1 shows the classification of different template protection schemes 

Figure 1
Classification of different template protection schemes
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available in literature [1]. Our approach is using non-invertible 
transformation to store the template. The final stored template is 
irreversible.

3. Proposed Algorithm

We propose an efficient template protection method addressing key 
limitations.

Phase 1: Securely merge finger and dorsal hand vein images into a 
multimodal artificial template.

Phase 2: Encrypt the template using a salt-based cryptographic method to 
enhance security.

The phase I template generation procedures and phase II template 
security will be covered in this section. Let us now discuss the proposed 
personal image identification method to add a personal security layer for 
template creation and security.

A.	� Personal Image Identification: Personal Image Identification (PII) is 
a user-specific mechanism where individuals select three images 
from a pool during registration, adding a personalized second layer 
of security [11]. The image order is based on the user’s password, 
ensuring a unique PII arrangement per user. This selection is used 
to generate a cryptographic salt, enhancing biometric template 
protection. Figures 2 and 3 illustrate the image selection interface 
and PII variation with user ID. The proposed system uses this salt as 
a security token in a two-phase process detailed in the next section.

B.	� Template Preprocessing: To process vein images, the Region of Interest 
(ROI) is extracted after normalizing them to 50×50 pixels using bi-
cubic interpolation. The grayscale image is converted to binary, and 
the largest square is selected as the ROI. Image quality is enhanced 
through intra-region smoothing via diffusion, while inter-region 
smoothing is suppressed. Sauvola segmentation [12] differentiates 
vessel from non-vessel regions (Figure 4), and a thinning algorithm 
is used to extract the vein skeleton.
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Figure 2
Snapshot of sample PII image selection window.

 
Figure 3

Snapshot of the changed arrangement of PII images when the subject ID 
differs

C.	� Phase I (Artificial Multimodal Vein Template Generation): A multimodal 
vein template is formed by irreversibly merging palm and finger 
vein images. The process uses a secret key and a pseudo-random 
number generator to apply a random rotation and scaling to one of 
the templates before merging [25]. This ensures the original features 
cannot be separated or traced back, enhancing security. As shown 
in Figure 5, the merged template makes it visually impossible to 
distinguish individual vein curves. This technique, referred to as 
hidden cryptography, securely combines original templates without 
transforming them individually. The result is an irreversible, 
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user-dependent, and highly secure artificial template. Although 
irreversible, some visual vein features may still remain. To further 
secure the data, the merged template is encrypted in the second 
phase using a salt-based cryptographic method. The full process is 
illustrated in Figures 4 and 6.

The output of this phase is a merged artificial multimodal template 
which is irreversible to retrieve the exact original input templates. The 
creation of this irreversible multimodal template by merging finger and 
palm vein curves is demonstrated in figure 5. It also demonstrates that the 
template is scaled and rotated at a certain angle which is again user 
dependent. A complete flow diagram for the creation of an artificial 
template is given in figure 4. It is essential to encrypt this artificial template. 
Even if it is irreversible to get the exact original templates but after 
encryption, it will become theoretically impractical to extract any 
information from the stored templates. Hence to add another layer of 
protection, this artificial template is then passed to the second phase 
where a saltcrypted template is created as explained below.
A.	 Phase II: Production of Saltcrypted Template
	� In this phase, the artificial multimodal template is encrypted using 

a salt derived from Personal Image Identification (PII). The steps are 
as follows:

Figure 4
Flow diagram for creation of merged artificial multimodal template.
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	 Salt Cryptographic Algorithm:
	 1.	 Input the artificial template f1.
	 2.	 User provides a Subject ID and password.
	 3.	 �User selects 3 personal images based on password-guided 

arrangement.
	 4.	 �A PII seed is generated using the sum of digits in the User ID 

and pixel data from selected images.
	 5.	 �The PN generator uses this seed to generate a salt.
	 6.	 �The template f1 is XORed with the salt to create the salted 

template f2.
	 7.	 �The password is embedded into f2 using a bit replacement 

method guided by the PII-based insertion sequence.
	 8.	 �The final salted and embedded template is stored; no original 

templates are retained.
	 Registration Phase (Figure 6):
	 1.	 Input templates T1 and T2; secret key; Subject ID.

Figure 5
Formation of irreversibly Transformed Template
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	 2.	 A=Artf_template_creation(T1, T2, secret_key)
	 3.	 C=Salt_cryptography(A, secret_key, subject_id)
	 4.	 Store C with respect to the subject_id in the database
	 Query Phase
	 1.	 Input query templates T1and T2; secret key; Subject ID.
	 2.	 Generate A and encrypted query template C as above.
	 3.	 Compare C with stored templates.
	 4.	 If correlation > threshold → Match found.
	 5.	 Else → No match.

Figure 6
Registration Process of Proposed architecture.

4. Result and Discussions

The proposed algorithm is implemented in MATLAB. Palm vein 
images are sourced from NCUT’s database [13], and finger vein images 
from Wuhan University’s FVD [14]. A total of 960 unique artificial 
templates were generated—810 (85%) for training and 150 (15%) for 
testing.During training, templates are evaluated for true positives and 
false negatives. Figures 7–10 illustrate key steps: user ID and password 
registration (Fig. 7), PII image selection (Fig. 8), and palm and finger vein 
image selection (Figs. 9–10). PII selection is user-specific and guides salt 
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generation for encryption. Post-training, random test images are matched 
against stored templates. System performance is evaluated using standard 
metrics like False Acceptance Rate (FAR) and False Rejection Rate (FRR). 
FAR measures how often an unauthorized user is incorrectly accepted.

FAR is defined as: FAR = False Accepted Attempts / Total Attempts 
FRR is defined as: FRR = False Rejected Attempts / Total Attempts

We evaluated both worst-case and best-case scenarios. In the worst 
case, all users share the same secret keys and PII images. In the best case, 
users have unique IDs, passwords, and randomly selected PII images and 
vein patterns. We tested the system using 150 unseen templates to assess 
resistance to false acceptances. Correlation among templates with different 
keys and PII is negative, resulting in negligible FAR and FRR. In practice, 
both FAR and FRR were observed to be zero. Figures 11a and 11b show 

Figure 7
ID and key registration window

Figure 8
Snapshot pf sample PII image selection 

window

Figure 9
Snapshot of the window pane 
to select palm vein image from 

dataset.

Figure 10
Snapshot of the window pane to select 

finger vein image from dataset
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FRR vs. correlation threshold for worst and best cases. Figures 12a and 12b 
show FAR comparisons. Our FAR plot outperforms prior work [15].

B. EER and ROC Curves

Figures 13a and 13b show the FAR and FRR vs. threshold plots for the 
worst and best cases, respectively. Figure 13 c provides a zoomed-in view 
of Figure 13b. The intersection point represents the Equal Error Rate (EER) 
on the y-axis and the optimal matching threshold on the x-axis. Though 
the worst-case EER is relatively high (~0.6), such a scenario is unlikely. 

The Receiver Operating Characteristic (ROC) curve, shown in Figure 
14, plots FAR against FRR. The point where the curve intersects the 45° 
line gives the EER, confirming values seen in Figures 13a and 13b. As 
shown, the worst-case EER is 0.42, while in the best case, our method 
achieves a very low EER of 0.001.

C. Advantages of Proposed method

At each phase, the algorithm has proven the different security as 
explained below.

	 Figure 11
FRR comparison of proposed method for a) Worst case b) Best case

Figure 12
FAR comparisons of proposed method for a) Worst case b) Best case
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1)	 �Irreversible Property: The saltcrypted artificial template is a random 
binary sequence, making it impossible to extract any information 
about the original or artificial templates, ensuring complete security.

2)	 �No Visual Information: The stored template has no visual clues about 
the original or merged templates (Figure 15), enhancing privacy.

3)	  �Lesser storage requirement: Finger images (130KB) and palm 
templates (2.25MB) are compressed to just 2.5KB per subject, 
demonstrating the algorithm’s space efficiency and suitability for 
embedded devices.

Figure 13
EER Estimation of proposed system for

a) Worst Case b) Best Case c) Enlarged view of Figure 13 (b)

Figure 14
ROC curve a) Worst case b) Best Case
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Figure 15
Sample saltcrypted template to ensure there is no visual  

information about the original template.

4)	 �Better Attack Complexity: Detecting the correct overlapped pattern is 
computationally expensive (2MxN = 22,500 combinations), making 
information theft nearly impossible, as no original data exists in the 
stored template.

5)	 �We tested template similarity across different subjects and 
passwords, showing low similarity even in worst-case scenarios, 
enhancing security. 

a)	� Similarity of templates of different subjects: We tested template 
similarity for both the worst case (same secret keys and PII images) 
and the best case (unique IDs, passwords, random PII images, and 
vein patterns). The generated saltcrypted artificial templates were 
expected to have low similarity. The correlation between templates 
was calculated, and the results are shown in Figure 16.The average 
correlation for our dataset is 0.62, indicating low similarity. Figure 
16a shows the correlation for the worst case, and Figure 16b shows 
the best case, where most of the image is black, indicating minimal 

Figure 16
Correlation among various stored saltcrypted templates of different  

individual’s in a) worst case, b) Best case
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correlation. This demonstrates the method’s ability to distinguish 
between a large numbers of subjects.

b)	� Similarity among Registered and Unregistered Templates: Figure 
17a and 17b show the correlation between templates of unregistered 
and registered subjects for the worst and best cases, respectively. In 
the worst case, the average similarity is 0.71, which is still relatively 
low. In the best case, the average correlation is negative, indicating 
no similarity between the templates.

Figure 17
Correlation among the templates of registered and unregistered subject’s in  

(a) Worst case, (b) Best Case.

c)	� Similarity of Templates of Same Person with Different Passwords 
:We tested cases where the same user inputs different passwords—
useful if a password is compromised. By changing passwords for 
two registered users, we generated new templates (Figure 18). Both 
showed correlation below 0.5, confirming that different passwords 
produce distinct saltcrypted templates from the same original 
input—an important security feature.

d)	� Different IDs but Selected PII Images and the Password is Same: 
Figure 18 shows templates for the same subject with identical secrets 

Figure 18 
Saltcrypted templates for same 

individual but different passwords

Figure 19
Saltcrypted templates for same 
individual with same PII image 

selection and secret info but different 
ids input.
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and PII images but different user IDs. The resulting templates are 
clearly different, highlighting the impact of user ID on template 
generation.

Different PII Images Selected when the Password is same :Now we 
test the strength provided by PII images-based cryptography as shown in 
figure 19. We test for same subject with same password, but this time 
select different PII images. Due to this the resultant templates are 
completely different as shown in figure 20.

Figure 20
Saltcrypted templates for same individual but different PII image selection

D. Performance Comparison with Previous Works

Table 1 compares previous methods using various modalities and 
algorithms along with their FAR, FRR, and EER. The proposed method 
clearly outperforms them.

Table 1
Comparison of FAR, FRR and EER Among Various Multimodal Feature Level 

Fusion and Proposed Method

S. 
No. Modality Algorithm EER% FAR% FRR% Ref.

1 Finger vein and 
finger print

Weighted sum 
rule

0.78 NA NA [16]

2 Face and voice Score level fusion 25.70 NA NA [17]
3 Face and voice Feature level 

fusion
2.14 NA NA [17]

4 Dorsal hand vein, 
palm vein and 
finger vein

Maximum 
likelihood

0.04 0.04 0.05 [15]

5 Palm-dorsa vein Multi resolution 
analysis and 
combination

3.75 3.5 1.5 [18]

Contd...
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6 Hand vein and 
knuckle shape

Matching vein 
triangulation and 
shape features

1.14 1.14 1.14 [19]

7 Hand vein and 
palm print images

Weighted SUM 
rule

4.7 NA NA [20]

8 Hand geometry, 
palm and finger 
textures, dorsal 
hand vein

Simple Sum rule 0.01 0.01 0.01 [21]

9 Hand vein ICA1 5.4 NA NA [22]
10 Finger and palm 

vein
Proposed 
algorithm 

0.1 0.1 0.1 Proposed

6. Conclusion and Future work

We proposed a multilevel security algorithm for artificial multimodal 
vein templates using PII-based salt cryptography. Key steps and algorithms 
were detailed, with implementation in MATLAB. The system ensures 
strong security at each level, with irreversible final templates containing 
no visible original data. The average matching time is 0.6 seconds, with 
100% TP and TN rates, and zero FP and FN. Each stored template requires 
just 2.5 KB, making it ideal for low-resource devices. Biometric templates 
are prone to attacks, and their compromise can lead to identity theft. Our 
method generates irreversible multimodal vein templates, further secured 
through cryptographic salts and enhanced with improved PII. Results 
confirm strong protection and efficient storage, making it suitable for real-
time use. Future work may integrate block chain for added security.
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