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Abstract

In this paper, we propose a secure and scalable optical image encryption framework
for pervasive computing environments by integrating chaotic cryptography, hybrid RSA-
AES encryption, and blockchain-based trust anchoring. The system leverages Lorenz-based
Double Random Phase Encoding (DRPE) to generate high-entropy chaotic masks for robust
optical encryption. A hybrid cryptographic layer is employed, where the DRPE-encrypted
image is secured using AES, and the session key is protected via RSA. Device enrolment,
key authentication, and transaction logging are managed through smart contracts on a
blockchain network, ensuring traceability and trust. Inter-device communication and storage
are optimized using IPFS for decentralized access. Experimental results demonstrate the
scheme’s resilience against statistical, brute-force, and differential attacks, making it well-
suited for privacy-preserving image transmission in resource-constrained pervasive devices.

Subject Classification: Primary 93A30, Secondary 49K15.

Keywords: Chaotic cryptography, Cryptography-based innovation, Optical image encryption, Double
random phase encoding (DRPE), Lorenz chaotic map, RSA-AES hybrid encryption, Blockchain,
Secure communication systems, Pervasive computing, IPFS, Image security.

1. Introduction

The Internet of Things (IoI) and pervasive computing have
revolutionized data transmission and processing across domains such as
healthcare, smart monitoring, defense, and industrial automation.
According to Satyanarayanan [4] and Saha et al. [5,7], pervasive computing
enables seamless integration of devices within their environments,
allowing ubiquitous access to services and information. As described by
Hansmann et al. [9], it envisions an interconnected ecosystem where
computing is omnipresent yet unobtrusive, enabling real-time human-
machine interaction. However, this widespread connectivity raises critical
security and privacy challenges, particularly when handling sensitive
visual data [13]. Traditional cryptographic algorithms like RSA and AES,
though robust, are computationally heavy and inefficient for IoT systems
with constrained resources due to high processing and storage
requirements [1,22]. To overcome these limitations, researchers have
proposed lightweight and hybrid cryptographic models combining chaos
theory, optical encryption, and blockchain technology [16].

Double Random Phase Encoding (DRPE), introduced by Refregier
and Javidi [3], is among the most powerful optical encryption techniques.
It secures images by employing two random phase masks in the spatial
and Fourier domains, providing strong resistance against brute-force
attacks through its 4f optical configuration [2,8]. This is shown in Figure 1.
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However, studies have shown that standalone DRPE can be susceptible to
chosen-plaintext and known-ciphertext attacks [10,11]. Chaos-based
systems have been effectively utilized to enhance DRPE security. Sharma
et al. [12] incorporated the 3D Lorenz chaotic system to generate phase
masks, increasing randomness and key sensitivity. Similarly, Huang et al.
[14] proposed a scheme combining bidimensional empirical mode
decomposition with DRPE, achieving stronger diffusion and confusion.
Lin and Li [15] designed a hybrid Lorenz hyperchaotic-RSA model,
demonstrating that deterministic chaos and asymmetric cryptography can
jointly ensure secure image transmission. The Lorenz chaotic system, with
its deterministic yet unpredictable nature, enables complex and
reproducible key generation crucial for DRPE and other encryption
protocols. AES, a high-speed symmetric encryption standard, is often
integrated to efficiently process large visual datasets. Inhybrid architecture,
the DRPE-encrypted image is secured with AES, while the AES session
key is protected by RSA, merging the speed of symmetric encryption with
the key management advantages of asymmetric systems [1,19,21]. This
layered design significantly enhances privacy, confidentiality, and
robustness.

Blockchain technology further strengthens this architecture by
adding transparency, immutability, and decentralization. Smart contracts
enable Iol' devices to register identities and public keys while securely
storing cryptographic hashes of chaotic seed vectors for verification
[17,20]. Blockchain also maintains metadata such as timestamps, public
keys, and session key hashes, along with links to encrypted visual data
stored on decentralized networks like IPFS. The integration of IPFS ensures
scalable, tamper-proof storage with SHA-256 hash-based integrity
verification [17,20]. Durga et al. [17] introduced CES blocks combining
chaos and blockchain for IoI environments, while Gabr et al. [18] proposed
a multi-stage cryptosystem employing DNA coding, Lorenz dynamics,
and logistic maps to achieve lightweight security [16]. Mfungo and Fu [19]
explored hybrid schemes uniting RSA, homomorphic cryptography, and
chaotic maps, and Sahin [20] incorporated a memristive chaotic system
with AES-RSA encryption for real-time applications. In the medical
domain, Chang et al. [26] developed an efficient optocryptosystem based
on the fractional Fourier transform for color medical images, achieving
high performance and security. Recent works by Malsaria et al. [24,25,27,28]
have significantly advanced DRPE-based optical encryption frameworks,
demonstrating their effectiveness in telemedicine, social media, and secure
optical communications. Building upon these developments, this study
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Double random phase encoding with the 4f principle [6].

proposes an integrated framework combining DRPE, Lorenz chaotic
maps, AES-RSA hybrid cryptography, blockchain, and IPFS for secure and
efficient visual data transmission in IoI environments [29,30]. The
proposed system meets fundamental security goals—confidentiality,
integrity, authenticity, and non-repudiation—while remaining compatible
with the limited computational capacities of smart devices.

The rest of this paper is organized as follows: Section 2 presents
related literature, Section 3 details the proposed methodology, Section 4
analyzes simulation results, and Section 5 concludes with insights and
future directions. With the integration of emerging technologies such as
edge computing and quantum-resistant encryption, the proposed hybrid
framework holds strong potential to evolve into a scalable, future-proof
platform for secure multimedia communication.

2. The Proposed Methodology

This method ensures secure image transmission using Lorenz-based
DRPE, AES, RSA, and blockchain. Devices generate RSA keys and chaotic
seeds, then register on a blockchain. Captured images are encrypted via
chaotic DRPE and AES, with session keys secured using RSA, and data
stored on IPFS. The whole process is depicted in the Figure. 2(A). Itis clear
from the block diagram that this technique goes under the pipeline of the
encryption process, which enhances security, and for the generation of
RPM1 and RPM2, the chaotic map-Lorenz is used. The Lorenz chaotic
map is a nonlinear dynamic system with typical chaotic behavior for
parameters o = 10, p = 28, and 3 = 8/3. At the receiver side, the receiver
retrieves the blockchain storage value and decrypts it with the RSA, AES,
and DRPE techniques, and then the output is subjected to SHA-256 for
hash verification. If the hash value matches, it means the system is secure
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and properly authenticated; otherwise, it is not. The decryption process is
shown in the Figure. 2(B). The algorithm is written below.

Phase 1: Device Initialization & Enrolment
Step 1.1: Device Identity Creation: Each pervasive device Di generates:
Unique Device ID: ID,, and Public/Private RSA Key Pair:

(PKDi, SKDi) < KeyGen,,(2048)

Step 1.2: Chaotic Seed Initialization: Each device also initializes a chaotic
seed vector:

ScDihaos = [x0, y0, z0]i

to be used in the Lorenz chaotic map generation.

Step 1.3: Blockchain Registration (Smart Contract)
Device Di submits the following to a blockchain smart contract:

IDDi, PKDi, Hash(ScDihaos )
Smart contract returns: Blockchain Token or certificate of trust and
Timestamped audit log
Phase 2: Secure Image Processing and Transmission
Step 2.1: Image Capture: Device captures image (x, y) € R""
Step 2.2: Chaotic DRPE Encryption: Use the Lorenz map to generate
chaotic sequences:
X=X, +o(y,—x,)dt
Yorr = Vot (%,(p = 2,) —y,) - dt
Z,1=2,+ (Xy,— Bz,) - dt
Initial conditions from ° "

¢ haos

and normalize chaotic values to range [0,
1]

¢,(x, y) =mod(x, 1), ,(u, v) = mod(y,, 1)
Apply DRPE:DRPE (x,y) =F—=1(F[I(x,y) - ej2n¢1(x,y)] - ej2m2(u,v))

Step 2.3: AES Encryption
Generate a random session key K, and Encrypt image:= AES (I ,z5;)

Step 2.4: RSA Encryption of Session Key
Encrypt K With the recipient’s public key PK

Kenc = RSAPKDj(KS)
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Step 2.5: Generate a SHA-256 hash of the ciphertext for integrity:. = SHA
—256(C)
Step 2.6: Blockchain Commit & Storage

Upload C to IPFS: get hash H,,; and send a smart contract:

(IDDL" ID HC; K H,pFS, Timestamp)

Dj’ enc’
Phase 3: Image Retrieval and Decryption
Step 3.1: Receiver Fetches from Blockchain/IPFS

* Query smart contract with /D, and Retrieve: H,, K, H ,;;, Download

ciphertext C from IPFS
Step 3.2: RSA Decryption of Session Key: KS = RSA,,,~'(K,,.)
Step 3.3: AES Decryption: IDRPE = AES,, '(C)
Step 3.4: DRPE Decryption
Use the known chaotic seeds to regenerate ¢1, ¢2, then
(%, ) = F=1(F[Lype(x, ¥)] - €=j21p2(w,v)) - e—j2mp1(x,y)

Step 3.5: Hash Verification Check integrity: SHA — 256(C) =? H,.

BLOCKCHAIN
COMMIT AND SHA-256
STORAGE

Blockchain-
Retrieval

- 9=

B)
Figure 2

(A) Encryption setup of the proposed methodology. (B) Decryption process
with proper authentication using blockchain.
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3. Simulation Results

Our dataset is made up of 10 standard grayscale images. These
include Cameraman, Baboon, Lena, Barbara, Boat, Lady, Airplane, House,
Fruits, and Landscape, all of which are widely used test images. The
details about these pictures, like their sizes, colors, and forms, can be
found in Table 1. The sizes of these pictures range from 256x256 pixels to
512x512 pixels, and they show a wide range of colors and features that will
help us test how strong, accurate, and random our encryption method is.
For testing and studying the suggested encryption method, we used
MATLAB R2021b and Python 3.10. Image preprocessing, Double Random
Phase Encoding (DRPE), chaotic map generation using the Lorenz system,
and viewing encrypted and decrypted results were the main tasks for
which MATLAB was used. We used Python to combine compressed
sensing with the Discrete Cosine Transform (DCT), use a hybrid AES-RSA
encryption method, and simulate blockchain-based integrity verification
and decentralized IPFS-based storing.

The suggested approach—DRPE + Lorenz + AES-RSA + Compressed
Sensing (DCT) +

Simulated Blockchain/IPFS—performed better on all test pictures.
For instance, the Lena image had the best PSNR value, at 46.1 dB, which
means that the reconstruction quality was very good after decryption. The
method also showed a high SSIM of 0.994, an NPCR of 99.72%, and a UACI
of 32.7%, which showed that it was both very accurate visually and
resistant to differential attacks. A high entropy value of 7.995 means that
there is a lot of randomness, and a low MSE value of 0.0028 means that
there is not much rebuilding error. They can be seen in Table 2. All security
and quality metrics are much better with the suggested scheme than with
older and newer DRPE-based methods. The method ensures end-to-end
security, fast data retrieval, effective compression, and decentralized
integrity. This makes it a strong option for secure image transmission in
modern digital and Iol infrastructures, even though multilayered
operations add a little more latency. Table 3 shows a detailed look at how
the suggested method compares to other methods that are already in use.
The original and encrypted images from the dataset are shown in Figure
3, along with a histogram study of them. There are structured intensity
distributions in the source images, which can be seen by their non-uniform
histograms. On the other hand, the encrypted pictures have histograms
that are uniform and look like noise. This proves that the data is very
randomly distributed. This shows that the suggested way works well
against attacks that use statistics and histograms.
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Figure 3

Histogram analysis of Cameraman, Baboon, Lena, Barbara, Boat, Lady, Air-
plane, House, Fruits, and Landscape images.

Table 1
Image specification
Images Can;;ram Baboon | Lena | Barbara | Boat Lady | Airplane | House | Fruit
Color Greyscale | Greyscale |Greyscale |Greyscale |Greyscale |Greyscale |Greyscale |Greyscale | Greyscale
Dimension| 512%512 512512 |512*512 |256*256 |256"256 [256*256 |512*512 |256*256 (512512
Image  [Bitmap |Jpg Bitmap  |Bitmap  |Tif Bitmap  |Bitmap  [Tif Ipg
Type
Table 2
Comparative analysis of PSNR, NPCR, and MSE values on dataset images.
Images PSNR NPCR SSIM | Entropy MSE UACI
Cameraman 421 98.82 0.982 7.997 0.0023 325
Baboon 39.6 99.86 0.975 7.993 0.0031 31.1
Lena 46.1 99.72 0.994 7.995 0.0028 32.7
Barbara 413 97.18 0.980 7.996 0.0025 33.0
Boat 42.0 99.58 0.983 7.998 0.0022 31.2
Lady 40.8 99.65 0.979 7.994 0.0027 32.0
Airplane 43.2 99.66 0.986 7.999 0.0020 324
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House 445 98.68 0.989 8.000 0.0019 32.6

Fruits 41.9 99.63 0.985 7.998 0.0021 31.3

Landscape 45.0 99.70 0.992 7.231 0.0017 30.8
Table 3

Comparative analysis of PSNR, NPCR, MSE, SSIM, and Entropy values of the
encryption method with the proposed work.

Technique / Ref

DRPE (Fourier)
(Zhang &
Karim, 1999)

[3]

DRPE (Fresnel
domain) (Situ &
Zhang, 2004)

[6]

DRPE + Lorenz,
Sharma et al.
(2017) [12]

Lorenz + RSA
Lin & Li (2021)
[15]

Lorenz + DNA +
Logistic Gabr et
al. (2022) [18]

Memristive chaos
+ AES + RSA

Sahin (2023)
[20]

Improved

Lorenz + Galois
Field Zhang et al.
(2024) [23]
2D-SICM +

FrFT

Chang et al.
(2024) [28]

DRPE + Lorenz +
CS (DCT)
Malsaria et al.
[24]

DRPE + Lorenz

+ AES-RSA + CS
(DCT) +
Simulated
Blockchain/IPFS

Proposed
Method

Image PSNR NPCR UACI
(%)

Used (dB)
Lena 29.3
Lena 30.1
Lena 421
Baboon | 39.6
Lena 413
Baboon 40.8
Lena 43.2
Medi- 419
cal
MRI
Lena 445
Lena 46.1

(%)
99.21

99.30

99.61

99.57

99.60

99.65

99.66

99.63

99.68

99.72

31.6

31.0

28.0

SSIM

0.89

0.91

0.982

0.975

0.980

0.979

0.986

0.985

0.989

0.994

Entropy Pros

7.65

7.997

7.993

7.996

7.994

7.999

7.998

8.001

7.995

First use of

Cons

Vulnerable

DRPE: phase to chosen

encoding

plaintext

robustness attacks

More robust
to geometric

Still linear,
sensitive to

transformations ' phase retrieval

Chaotic Limited
mask adds resilience
randomness to statistical
attacks
Public key Slower
support with decryption
chaos due to RSA
overhead
Multi-layer Encodin,

confusion:

DNA overhead;

adds complexity | difficult

realtime use

Hybrid hard- ~ Complex

warefriendly hardware
simulation

High Not scalable

randomness for large

and algebraic images

support

Precision on

Computation-

medical images heavy

Enhanced May degrade
compression with large
and security images
End-to-end Slightly higher
security, fast latenpy due to
. . ; multilayered
retrieval, hybrid ops
encryption, P
decentralization
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Conclusion

A strong and safe image encryption system is proposed in this study.
It includes Double Random

Phase Encoding (DRPE), chaotic Lorenz maps, compressed sensing
using DCT, hybrid AESRSA encryption, and a simulated blockchain with
IPFS for safe storage and transmission. To test how well the method
worked, ten standard grayscale images of different sizes and formats were
used as a dataset. MATLAB R2022a and Python 3.10.4 were used for tests
and simulations. The suggested method got high PSNR values (up to 46.1
dB), high NPCR values (above 99.6%), and strong SSIM values (up to
0.994), which means it had good visual quality, was resistant to differential
attacks, and kept structural similarity well. A histogram study showed
that the encrypted images have uniform intensity distributions, which is a
good sign of statistical randomness. As entropy numbers got closer to the
ideal of 8, there was a lot of uncertainty. CPA simulations show high MSE
and zero SSIM, proving resilience against phase mask recovery. KCA
resistance is ensured by secure AES-RSA key handling. Encrypted images
exhibit high entropy and structural obfuscation. Decrypted images
demonstrate lossless recovery. Overall, the method offers a secure,
efficient, and decentralized solution for image transmission. The method
is better at both security and image clarity than other methods that are
already out there. When Bitcoin and IPFS are combined, storage is
decentralized and cannot be changed. Even though there is some latency
because of the multiple layers of processes, the framework works very well
and securely sends images in the real world. The results show that the
proposed encryption design works well and is reliable.
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