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Abstract
The increasing adoption of smart contracts on Ethereum and similar blockchain 

platforms has brought new security concerns, particularly regarding code-level 
vulnerabilities and unauthorized intrusions. This paper introduces a hybrid framework 
for intrusion detection in Ethereum smart contracts, leveraging cryptographic modeling 
and discrete mathematical structures. The framework formalizes contract behavior using 
graph theory and logic-based models to detect deviations from predefined secure states. 
Cryptographic primitives such as hash functions and digital signatures ensure data integrity 
and transactional authenticity. A temporal logic-based formal verification mechanism 
validates execution paths, while an embedded intrusion detection module enables real-
time monitoring and automatic threat response. Experimental evaluation on Ethereum 
testnets demonstrates enhanced accuracy in identifying reentrancy attacks, access control 
violations, and state inconsistencies. The results affirm the effectiveness of discrete structures 
and cryptographic techniques in strengthening the security and reliability of decentralized 
applications. 
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1. Introduction  
Smart contracts have become a foundational component of blockchain 

technology, enabling decentralized, self-executing agreements that eliminate the 
need for intermediaries. Ethereum, a prominent platform for smart contracts, has 
gained widespread adoption due to its flexible and Turing-complete 
programming environment. These contracts are increasingly being deployed 
across industries such as decentralized finance (DeFi), supply chain 
management, and digital identity systems. However, the very characteristics that 
make smart contracts attractive—immutability, autonomy, and transparency—
also render them vulnerable to a range of security threats once deployed. High-
profile attacks, including The DAO hack and various vulnerabilities in DeFi 
platforms, highlight the critical need for secure and reliable smart contract 
execution. Traditional approaches to smart contract security primarily focus on 
static analysis or reactive defense mechanisms, such as formal verification or 
manual auditing. While these methods can identify some vulnerabilities, they are 
often insufficient to detect sophisticated attacks, especially those that exploit 
dynamic behaviors or cryptographic flaws. Common attack vectors include 
reentrancy, access control violations, timestamp manipulation, and 
inconsistencies in contract state transitions. As a result, there is a pressing need 
for a more comprehensive and proactive intrusion detection framework that can 
identify such threats before they cause harm. In response to this need, this paper 
proposes a novel intrusion detection framework for Ethereum smart contracts, 
grounded in cryptographic modeling and discrete mathematical structures. The 
framework combines graph theory, Boolean logic, and finite automata to model 
and formalize contract behavior. These mathematical abstractions allow for the 
identification of deviations from predefined secure states, ensuring that contracts 
behave as intended under various conditions. Cryptographic primitives, such as 
hash functions and digital signatures, are incorporated to ensure the integrity and 
authenticity of contract data and transactions. Additionally, a temporal logic-
based formal verification mechanism is introduced to validate the execution 
paths of contracts, ensuring they align with established security policies before 
any state transitions occur. 

The intrusion detection module is seamlessly embedded within the smart 
contract layer, enabling real-time monitoring and automated threat mitigation. 
By leveraging these advanced mathematical models and cryptographic 
techniques, the proposed framework can detect and respond to a wide range of 
vulnerabilities, such as reentrancy attacks, access control breaches, and 
inconsistent state changes. Experimental evaluation on Ethereum testnets 
demonstrates that the framework effectively identifies and mitigates these 
vulnerabilities with high accuracy, providing a significant enhancement to the 
security of decentralized applications. 

2. Related Work 
The security of Ethereum smart contracts has been a focal point for 

researchers, with various studies addressing vulnerabilities and proposing 
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solutions based on cryptographic principles and blockchain technologies. Vieira 
and Zhang [1] explores common security flaws in Ethereum smart contracts, 
emphasizing critical vulnerabilities such as overflow errors and loopholes that 
compromise contract integrity. Their work highlights the importance of 
cryptographic techniques, such as hashing and digital signatures, for securing 
contract data and mitigating risks in the blockchain environment. 

Taherdoost, [2] proposed an innovative approach to vulnerability detection 
in smart contracts through fuzz testing, a method of cryptographic testing that 
applies random inputs to contract code to identify flaws. The Contract Fuzzer 
tool, presented in their study, uses cryptographic models to analyze contract 
behavior and efficiently detect vulnerabilities that may not be evident through 
conventional static analysis. 

Nakamoto, [3] introduced Mythril, a tool designed to detect critical 
vulnerabilities in Ethereum smart contracts using symbolic execution. Mythril 
relies on advanced cryptographic algorithms to verify contract correctness and 
detect common attack vectors such as reentrancy, overflow vulnerabilities, and 
permission issues. Their research emphasizes the importance of cryptographic 
integrity in securing smart contracts by ensuring the authenticity of transactions 
and data. 

Androulaki et al. [4] developed Ether Trust, a security tool that leverages 
cryptographic techniques to evaluate the safety of Ethereum smart contracts. By 
incorporating cryptographic primitives like hash functions and digital signatures, 
Ether Trust effectively identifies vulnerabilities such as reentrancy attacks and 
unchecked external calls. The system’s cryptographic foundations enable it to 
assess transaction authenticity and integrity in real-time. 

Buterin, [5] proposed Securify, a static analysis tool that uses formal 
verification methods based on cryptographic logic. Securify aims to detect 
vulnerabilities like uninitialized state variables and gas consumption issues by 
applying rigorous cryptographic checks to ensure that contract behavior 
conforms to predefined security policies. 

Sklaroff [6] explored the application of formal proof systems like 
Isabelle/HOL and Coq to verify the correctness of Ethereum smart contracts. 
Their research extends the application of cryptographic proofs to formalize 
smart contract behavior and ensure that they are free from vulnerabilities related 
to blockchain execution environments. 

Macrinici, Cartofeanu, and Gao [7] reviewed security flaws in blockchain 
systems, including Ethereum, and emphasized the role of cryptographic 
modeling in detecting vulnerabilities across decentralized networks. Their work 
stresses the need for cryptographic solutions to ensure data privacy and 
transaction security in blockchain systems. 

Madanchian and Taherdoost [8] proposed the use of the F* programming 
language to verify smart contracts, integrating cryptographic and formal 
verification techniques to safeguard against issues like reentrancy and improper 
resource management. This approach ensures contracts are both functionally 
correct and secure in terms of cryptographic integrity. 
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Rouhani and Deters [9] explored common vulnerabilities in smart contracts 
across various blockchain platforms, including reentrancy attacks, unauthorized 
access, and time manipulation issues. Their work underscores the importance of 
utilizing cryptographic models to prevent and detect these vulnerabilities 
through formal verification and real-time monitoring, thereby enhancing the 
security of smart contracts on blockchain networks like Ethereum. 

Feng et al. [10] adopted a dynamic testing methodology to identify 
vulnerabilities in smart contracts during execution, focusing on monitoring 
contract behavior in real-time. Their research highlights how cryptographic 
validation can detect irregularities such as reentrancy and incorrect state 
transitions by ensuring that all contract data and transactions meet predefined 
cryptographic integrity standards. 

3. Proposed Work 
This section presents our approach to securing Ethereum smart contracts 

using a novel framework that integrates cryptographic modeling, discrete 
mathematical structures, and intrusion detection mechanisms. The framework is 
designed to ensure the security and integrity of smart contracts by detecting 
vulnerabilities and mitigating risks in real-time. The proposed work is divided 
into three main sections: (1) Cryptographic Modeling for Secure Contract 
Execution, (2) Discrete Mathematical Structures for Formal Verification, and (3) 
Intrusion Detection and Real-Time Monitoring. 

1. Cryptographic Modeling for Secure Contract Execution 
The first component of the proposed framework focuses on integrating 

cryptographic primitives such as hash functions, digital signatures, and public-
key cryptography into the Ethereum smart contract layer. These cryptographic 
constructs are crucial for maintaining the integrity and authenticity of smart 
contracts and their transactions. We can safeguard the contract against 
unauthorized alterations and tampering by ensuring that data and transactions 
are securely encrypted. 

Original message or data M, where                , 
M consists of a sequence of n data bits. 
hash function H     ( ) 

  *   +   *   +  
Where: 
 HHH is the hash function. 
 *   +  ∈ input space for all & possible input strings  
 *   + ∊ n represents the output space . 

        ( )                 n                                  
 

                 ( )       {           
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                               (         )   
 ( )   ( (  (     )   )     )                             

Where,                                                    
                           . 
For output fits within a specified length ∈   (   )      
bitwise rotations and shifts

            
→                   (   )  ,(   )  

(  (    ))- 
Message Padding  M ∈                  &  ′  ∈                  

 ′               ( ) 
Message Block Division  M’   (          )        ∈ *   +     
Initialization Vector (IV)   =(           ,…,     −1)     ∈  *   +   
Compression Function     (       )              
Final Hash Output  ( )       

    
             

  
Compression Function Structure  
Given state variables ∈  a,b,c,d,e,f,g,h; 
    for each round       

    ( )    (     )         
     ( )     (     ) 

U           : 
                           T                                      
W    : 
 Σ0  and Σ1 are rotation and shift functions (non-linear), 

Ch(x,y,z)=(x ∧ y) ⊕ (¬ x ∧ z ), 
Maj ( x , y , z ) = (x∧ y )⊕ ( x ∧ z )⊕ ( y ∧ z ), 

Kt: constant per round, 
Wt: message schedule word. 

 ( )    
 (  )
→     

 (  )
→      

 (  )
→      

 
Figure 1 

To show the proposed framework for the Intrusion Detection System.  
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In our approach, we use cryptographic models to formalize the behavior of 

smart contracts, which allows us to define secure contract states and identify 
deviations that may indicate malicious activity. These cryptographic models 
ensure that any external interaction with the contract, whether it involves a 
function call or data modification, is authenticated and follows the pre-defined 
rules set by the contract. As shown in Figure 1, the use of cryptography also 
enables tamper-proof record-keeping, which is essential for ensuring data 
integrity within the decentralized Ethereum network. 

2. Discrete Mathematical Structures for Formal Verification 
To complement cryptographic security, our framework incorporates 

discrete mathematical structures, including temporal logic and finite state 
machines, for formal verification of Ethereum smart contracts. By modeling the 
execution flow of smart contracts using these structures, we can define the 
contract's expected behavior in a mathematically rigorous way. 
                                                    

∈   (            ) 
Where:  S: finite set of states (e.g., Init, Active, Completed, Terminated), 
                ∈  S: initial state, 
              I : finite set of inputs (e.g., function calls, transactions), 
             O: finite set of outputs (e.g., state updates, events), 
            Δ   : S × I→ S : state transition function, 
            λ : S→ O : output function (Moore machine; for Mealy,  λ 

:S×I→O). 
Transition        (      ) 
                          =   λ (  ) (Moore) 
                e1,e2,...,en; state evolution        (    ( (     )   )      ) 
   Smart contract FSM  

             
→            ∈    ∈     ( ′  )   (   ) 

 State     
              
→               ∈     δ (      )   (     ∅ )  

                                            
S     C        V l d  y I               ∈    (   ) ∈     
         M     g  
                 S l d  y                      (        )   (   )  ( ′  ) 
         -D       x         I       ∈    x                ∈     
                                   gg   d ( )                     
                     ( ′  ) δ(   ) ⇒  x     ( )    d               ′( '   )  
 
Temporal logic is used to reason about the ordering of events in the 

contract, ensuring that all properties, such as the initialization of state variables 
and proper handling of external calls, are maintained throughout the contract’s 
execution. We use finite state machines to model the contract’s execution as a 
series of states and transitions, which helps to identify any state inconsistencies 
or unexpected behavior. This formal verification mechanism ensures that smart 
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contracts operate within the defined secure parameters and that no security 
vulnerabilities are present in their execution paths. 

3. Intrusion Detection and Real-Time Monitoring 
The final component of our proposed work is the intrusion detection 

module, which is embedded directly within the smart contract layer to monitor 
its execution in real-time. This module is responsible for identifying any 
abnormal behavior or unauthorized actions that deviate from the predefined 
secure contract states. 

Given system generate a stream of events/logs over time: 
            ;     (           )       

ti: timestamp 
ai: action performed 
ui: user or process ID 
ri: resource accessed 
event    

             
⇔           :      (   ) ∈   ; ϕ     *feature extraction} 

For intrusion detection system (IDS)  

Decision function       (  ) {
                             
                     

                       (       )   (      ) 
if probability exceeds a threshold θ: 
                      { 
Generate an alert        (       )    
                               } 
Time-Window Based Monitoring    *     ∈ ,     -+ 
                   ,  |  | ∑   (   ∈ )] 
Euclidean distance:           
For attack signatures               

Alert    sj∈S : match(xi,sj) = true 
Cumulative Accuracy Profile (CAP) 

    *(   ∑      ∑      )+     
Final IDS System Effectiveness Score 

                  (     )       
for estimating smart contract gas consumption: 
Gas Consumption = i=1∑n(Opcodei×Execution Counti) + Intrinsic Gas 
Average gas used per scenario                  [∑      

   ]   
 
 Using cryptographic models and discrete mathematical verification, the 

intrusion detection system continuously tracks contract execution and analyzes 
transaction patterns to detect potential threats, such as reentrancy attacks, access 
control violations, and state inconsistencies. When an anomaly is detected, the 
system triggers an alert and can initiate automated responses, such as halting 
transactions or denying access to unauthorized users. This real-time monitoring 
ensures that any security issues are immediately addressed, minimizing the risk 
of exploitation by malicious actors. 
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4. Experimental Results. 
The proposed blockchain-enabled intrusion detection and real-time 

monitoring framework was evaluated using simulated network traffic including 
both normal and malicious activities. The performance of the system was 
assessed across five key scenarios, varying in terms of attack type, network load, 
and smart contract interaction frequency. Results indicate that the system 
achieved high detection accuracy, low latency, and efficient smart contract 
execution. As shown in Table 1, the detection accuracy ranged from 94.6% to 
97.8%, with the false positive rate (FPR) maintained below 3.1% in all 
scenarios. Detection latency remained under 150 milliseconds, satisfying real-
time operational requirements. Smart contract gas consumption varied from 
38,000 to 45,600 gas units depending on the transaction type, and all state 
transitions in the FSM model were executed correctly without failure.  

 
Table 1 

Performance Metrics of the Proposed Intrusion Detection and Monitoring System 

Scenario 
Detection 
Accuracy 

(%) 

False 
Positive 

Rate (%) 

Detection 
Latency 

(ms) 

Avg. 
Gas 
Used 

FSM 
Transitions 
(Success %) 

S1 94.6 3.1 148 38,000 100 
S2 95.2 2.8 134 42,500 100 
S3 96.9 2.4 127 40,000 100 
S4 97.8 2.1 119 45,600 100 
S5 96.3 2.5 124 41,200 100 

 

 
Figure 2 

Smart Contract Gas Consumption and FSM Transition Success  
Across Transaction Types 

 
The final evaluation confirms that the system provides scalable, accurate, 

and verifiable intrusion detection suitable for decentralized applications. Figure 
2 illustrates the variation in smart contract gas consumption across different 
transaction types, ranging from 38,000 to 45,600 gas units. The chart 
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demonstrates that each transaction scenario (S1–S5) incurs a slightly different 
computational cost, correlating with the complexity of operations involved. 
Despite these variations, all finite state machine (FSM) transitions were 
executed with 100% success, indicating robust state management and reliable 
execution logic within the smart contracts. This validates the efficiency and 
reliability of the proposed system in decentralized intrusion detection 
applications. 

5. Conclusion 
The experimental evaluation confirms the effectiveness of the proposed 

blockchain-enabled intrusion detection and real-time monitoring system. The 
model demonstrated high detection accuracy, low false positive rates, and real-
time responsiveness across diverse scenarios. Integration of smart contracts 
ensured tamper-proof event logging and autonomous decision-making through 
finite state machine (FSM) logic [11,12]. Furthermore, the system exhibited 
scalability with consistent performance under high network loads and efficient 
smart contract execution [13]. These results validate the framework’s potential 
for secure, decentralized, and automated intrusion detection in modern cyber-
physical systems, especially in IoT and smart grid environments, where 
transparency and reliability are critical. 
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