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Abstract

The rapid growth of Internet of Things (IoT) environments has led to significant security
challenges due to their dispersed, resource-limited, and constantly evolving characteristics.
This study introduces a hybrid intrusion detection model that combines combinatorial graph
theory, algebraic frameworks, and lightweight cryptographic approaches to strengthen
protection in clustered IoT systems. The network structure is represented through discrete
graph models, while algebraic methods—such as elliptic curve operations over finite fields
and group-oriented key generation—are applied to secure interactions between cluster
heads and sensor nodes.

Subject Classification: 94A60, 68R10.
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1. Introduction

The Internet of Things (IoT) is reshaping modern infrastructures by linking
billions of smart devices across sectors like healthcare, transport, industry, and
essential services. Yet, such extensive interconnectivity creates major risks to
privacy and security, largely due to decentralized structures, resource-
constrained hardware, and device diversity. Conventional security mechanisms
often fail to handle these issues, driving the demand for lightweight, adaptive,
and intelligent intrusion detection systems (IDS) tailored for IoT. Current
studies highlight integrating mathematical precision with cryptographic
resilience in designing secure network solutions. Within this scope, discrete
mathematical tools—such as graphs, finite fields, algebraic groups, and
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combinatorial optimization—provide a strong framework for modeling
protected communication and studying network dynamics.

2. Literature View

The increasing diversity and intricacy of IoT ecosystems has amplified
their exposure to numerous security flaws, creating the need for advanced
mechanisms in vulnerability assessment, attack path modeling, and systematic
risk evaluation. Arat and Akleylek introduced a refined graph-driven technique
for analyzing IoT threats, where emphasis was placed on traversing attack
graphs and prioritizing potential risks for early detection [1]. Building upon this
contribution, their later research proposed a quantitative assessment approach
that combined combinatorial analysis with graph-theoretic evaluation for IoT-
specific risk management [3]. In a related line of work, Karakaya and Arat [9]
compiled an extensive survey of Industrial IoT security mechanisms, drawing
attention to critical attack vectors and cryptographic countermeasures within
industrial settings. Airehrour, Gutierrez, and Ray [2] designed SecTrust-RPL, a
lightweight trust-aware routing scheme integrating cryptographic primitives and
trust evaluation metrics to secure RPL-based IoT topologies, significantly
reducing malicious behaviors such as blackhole intrusions in constrained
environments. Similarly, Stellios, Kotzanikolaou, and Grigoriadis [4] examined
cyber-physical intrusion paths in IoT-enabled critical infrastructure using graph
models to replicate realistic attack scenarios. This aligns with Konsta et al. [5],
who surveyed methods for automatically generating attack trees and graphs,
stressing scalable and formalized modeling in evolving systems. Zeng et al. [6]
extended these studies by categorizing attack graph techniques according to their
inference and data processing strategies, thereby making them more effective for
semi-automated analysis. Earlier theoretical progress by Jha, Sheyner, and Wing
[7] involved applying formal approaches like model checking and reachability
analysis to attack graphs, which later informed practical IToT-based
implementations, such as Yang, Yuan, and Zhang [8] host-oriented risk
modeling framework. Further, Bilal, Hasany, and Pitafi [10] addressed sinkhole
threats at the IoT sensing tier through edge-driven monitoring, enabling real-
time anomaly detection and selective traffic filtering. Complementing this,
Alshukri et al. [11] presented a border-security model that embedded IoT
sensing devices with rule-based intrusion detection for ultra-low latency
responses at the edge. Emerging contexts such as vehicular IoT and 5G mobility
raised novel challenges; for example, Ikramov [12] investigated V2X
vulnerabilities across operators, emphasizing trust-graph methods and
collaborative verification to counter spoofing and hijacking. Analytical progress
was furthered by Gaber, Wannes, and Zouari [13], who applied machine
learning to industrial IoT vulnerability modeling using graph-structured, labeled
datasets. Rani, Kumar, and Dohare [14] complemented this with a game-
theoretic model where IoT nodes evaluated mutual trust through payoff
strategies mapped in decision graphs. Finally, Goel, Gapta, and Kumari [15]
proposed a dynamic risk identification framework that combined formalized
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threat models with adaptive attack graph generation, enabling real-time IoT
vulnerability scoring.

3. Proposed Work

This section presents a three-stage theoretical framework designed for
secure, scalable, and intelligent intrusion detection in clustered IoT networks, as
shown in Figure 1. The framework integrates algebraic cryptographic primitives,
combinatorial clustering mechanisms, and a hybrid intrusion detection engine to
address both computational constraints and dynamic threat landscapes inherent
in [oT ecosystems [16, 17].

Stage I: Algebraic Cryptographic Initialization

The first stage focuses on establishing secure communication among IoT
devices using lightweight, algebraic cryptographic schemes [18].

Elliptic Curve — E:y? = x* + ax + b (modp); V a, bEF,,

where p is a large prime number.
for Key generation — Each loT device performs

{

Private Key (random scalar): -» d € Z,;;

PublicKey:—» Q@ =d - G;

Encryption (Elliptic Curve ElGamal variant)for a message M - Pme E

(k)

Figure 1
To show the hybrid intrusion detection engine for secure
communication among IoT devices

When defined over a finite prime field, elliptic curve computations are
restricted to arithmetic modulo a large prime. The resilience of ECC depends on
the computational challenge posed by the Elliptic Curve Discrete Logarithm
Problem (ECDLP) [19]. To encrypt a message, as shown in Figure 2, the sender
first maps the plaintext to a point Pm on a predefined elliptic curve. A random
scalar k is then selected from the curve's underlying finite field. The sender
computes two ellintical curve points: C1=kG. representing the randomness. and
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Stage II: Combinatorial Clustering and Graph-Based Modeling

In the second stage, the IoT network is modeled as a combinatorial graph,
enabling efficient clustering, communication, and reduction of the attack
surface. Each node is represented as a vertex, and communication links are
modeled as undirected or weighted edges. This abstraction allows the use of
well-established graph-theoretic algorithms to optimize network structure and
minimize vulnerability.

Plaintext message

Encode to elliptic
curve point Py,
Select random

scalar k

[ C, = kG sz};‘ﬂ+icQ]

Ciphertext
(C1.C3)

Figure 2
To show the Elliptic Curve Cryptographic Initialization Process

Model the IoT network as a graph: » G = (V,E)

where,
e V: Setof vertices (IoT devices);
e  E:Setofedges (communication links)

For Ve;j~E: w;; € R; such that w;; is the weight ofe;;.
Clustering Objective Function (K Means) — Find {C;,C,, ..., C;};

Given a dataset X for | = {xq,x,, ..., x,} € Ry ->
partition {Cy, Cs, ..., C };

o) = Bler Thecillx = wll”

Partition Constraint: Ui{: Ci=x
CinCj=@Q,Vi+j

Centroid Definition: ui = |c_11| Yxeci X, Vi €{1,2, ..., k}

The clustering process partitions the graph into multiple subgraphs or
clusters based on topological and behavioral characteristics. Algorithms such as
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K-means, spectral clustering, or modularity-based partitioning are employed to
minimize intra-cluster communication cost while maximizing inter-cluster
independence.

Minimum Spanning Tree (MST) for Cluster-Head Connectivity 2

MST objective (optimization form)->min} minrcg, Yecer w(e)
There exists a subgraph T *C E,(H, T %), which is a binary tree and

Y eerrw(e) = min, spans HT is a tree Yeer w(e)
E (hi, hj), (energy cost)
hop(hi, hj), (hop cost)
T %= arg|minTgEH(H’T)tree Yocrw(e),i.e., (HT%)|is a connected, acyclic graph,
IT*l=|H| - 1] ;
Energy — Aware Cost Function > C=a-i=YYE.C;+f.i =
X5 L. (C);

Each cluster elects a cluster head (CH), which aggregates data and
monitors the internal behavior of its nodes.

foraw:H xH - R 20,w(hi,hj)={

Stage I11: Hybrid Intrusion Detection Engine (H-IDE)

The final stage integrates both signature-based and anomaly-based
detection methods to form a hybrid intrusion detection engine (H-IDE). This
engine is deployed at the cluster-head level, which has relatively higher
computational capabilities than edge nodes.

For Normal Behavior Baseline Vf;cr = u;,0; € R;
zij =0yj.%; — dpand | z; 1> 7;
If | zi,j |> t, then nj is anomalous for every f;;
Entropy H of a feature distribution X—> H(X) — i = YT p. (x;).log,p. (x));
The anomaly detection module applies statistical methods such as Z-score

normalization and entropy analysis to detect deviations in traffic patterns,
transmission frequency, and behavioral metrics.

4. Results On Benchmark Datasets

This section presents the empirical validation of the proposed Hybrid
Intrusion Detection Engine (H-IDE), developed to enhance intrusion detection in
IoT environments by integrating algebraic cryptography, combinatorial
clustering, and hybrid detection mechanisms.

4.1 Overall Model Performance

To assess the effectiveness of the proposed Hybrid Intrusion Detection
Engine (H-IDE), we carried out a series of comparative experiments on widely
used benchmark datasets. The evaluation employed standard performance
indicators, including Precision, Accuracy, F1-Score, Recall, and False Alarm
Rate (FAR), to provide a comprehensive measure of both detection efficiency
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and system reliability. Table 1 and Figure 3 collectively illustrate that the
proposed H-IDE outperforms traditional machine learning algorithms, including
Random Forest, SVM, XG-Boost, and KNN, across all major performance
metrics.

Performance Comparison of IDS Models

10d
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Figure 3
Performance Comparison of IDS Models
Table 1
Benchmark Evaluation of Intrusion Detection Models
Model Accuracy | Precision | Recall F1-Score False Alarm
(%) (%) (%) (%) Rate (%)
Proposed HIDE 98.6 97.9 98.4 98.1 1.1
SVM 94.3 91.2 93.1 92.1 34
Random Forest 95.7 93.4 95 94.2 2.8
KNN 92.4 90.1 91.5 90.8 4.3
XGBoost 96.8 94.9 96.1 95.5 2.5

4.2 Dataset-Specific Analysis

To examine its generalization ability, H-IDE was tested on individual
datasets. Table 2 shows that on CIC-IDS2017, the model achieved 97.8%
accuracy, outperforming XGBoost (95.3%) and Random Forest (94.2%). In
Table 3, results on NSL-KDD demonstrate that H-IDE maintained a strong
98.1% accuracy, again outperforming all competing models.
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Table 2
CIC-IDS2017 Benchmark Results
.. False
Accuracy | Precision Recall F1-Score
Model (%) (%) (%) (%) Alarm
° ° ° ¢ Rate (%)

Proposed H-IDE 97.8 96.5 97.2 96.8 1.4
SVM 93.5 90.4 91.8 91.1 3.9
Random Forest 94.2 92.1 933 92.7 3.1
KNN 91 88.9 90 89.4 4.7
XGBoost 953 93 94.5 93.7 2.8

Table 3

NSL-KDD Benchmark Results
- False
Accuracy | Precision Recall F1-Score
Model (%) (%) (%) (%) Alarm
¢ ¢ 0 0 Rate (%)

Proposed H-IDE 98.1 97.4 97.9 97.6 1.2
SVM 94 90.7 92.5 91.6 3.6
Random Forest 95.1 93 94.1 93.5 2.9
KNN 923 89.6 90.8 90.2 4.1
XGBoost 96 94.2 95.5 94.8 2.6

5. Conclusion

In this study, a novel Hybrid Intrusion Detection Engine (H-IDE) was
proposed for enhancing security in resource-constrained Internet of Things (IoT)
environments. The framework integrates three key stages: algebraic
cryptographic initialization, combinatorial clustering with graph modeling, and a
hybrid detection engine that fuses both anomaly-based and signature-based
techniques.
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